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eencrypt and decrypt messages and data
*sign messages and data
verify the authenticity of signatures on received messages and related
data
Low-level message functions
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Provide Type Key SignatureEncryption Hashing
exchange
PROV_RSA_FULL RSA RSA RC2, RC4 MD5,
SHA
PROV_RSA_AES RSA RSA RC2, RC4,AES |MDS5,
SHA
PROV_RSA_SIG None RSA None MDS5,
SHA
PROV_RSA_SCHANNEL RSA RSA RC4,DES,3DES,+MD5,SHA
PROV_DSS None DSS None MD5,SHA|
PROV_DSS_DH DH DSS CYLINK MEK MD5,SHA|
PROV_DH_SCHANNEL | DH DSS DES,3DES MD5,SHA
PROV_FORTEZZA KEA DSS Skipjack SHA
PROV_MS_EXCHANGE | RSA RSA CAST MD5
PROV_SSL RSA RSA Varies \Varies
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BOOL WINAPI CryptEncrypt( BOOL WINAPI CryptDecrypt(
HCRYPTKEY hKey, HCRYPTKEY hKey ,
HCRYPTHASH hHash , HCRYPTHASH hHash ,
BOOL Final , BOOL Final,

DWORD dwFlags , DWORD dwFlags ,
BYTE* pbData, BYTE* pbData ,
DWORD* pdwDatalen , DWORD* pdwDatalLen
DWORD dwBufLen );

);
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BOOL WINAPI CryptProtectData (
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[IN] DATA_BLOB *pDataln
[IN] LPCWSTR szDataDescr
[IN] DATA_BLOB * pOptional Entropy
[IN] PVOID pvReserved
[IN] CRYPTPROTECT_PROMPTSTRUCT  *pPromptStruct
[IN] DWORD dwFlags
[OUT] DATA_BLOB *pDataOut )
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BOOL WINAPI CryptUnprotectData (
[IN] DATA_BLOB *pDataln
[OUT] LPCWSTR *ppszDataDescr
[IN] DATA_BLOB * pOptional Entropy
[IN] PVOID pvReserved
[IN] CRYPTPROTECT_PROMPTSTRUCT * pPromptStruct
[IN] DWORD dwFlags
[OUT] DATA_BLOB *pDataOut )
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