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windows

update service pacck

windows

windows update

( http://netflow.nctu.edu.tw/netflow.html )
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2. Ret FI ow

NetFlow

2. 2NétFl ow

NetFlow Cisco

Flow IP
IP Port Port

Flow

2. 2Nt Fl ow

NetFow 1 NetFlow Data Export
NetFow Router Sniffer NTop

Net Flow FlowCollector

UDP NetFlow NetFlow Server  NetFlow Server
FlowCollectors datefiles FlowCollector
datefile NetFlow
8
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Data Export } FlowCollectors Server End-user Apps
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(SYN) (SYN+ACK)
TCPFlag (FIN)
SYN

Flood ACKHood OOB Attack

packet byte Workload
ASN ISP
(Autonomous System Number) = 1P
2 NetFlow

2. 2N8t FI ow

NetFlow 1500 bytes

20—-50 flow

Netlfow Veasgonl Veson5 Veason7 Verson 8 Verson
9 Veasonl Veson5

2. 2. ¥%eflsi on 1

Verson 1

count 24

10
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Verson 1
Bytes| Content Description
03 version and NetFlow export format version number and number
count of flows exported in this packet (1-24).
4-7 | SysUptime Current time in milliseconds since router booted
8-11 | unix_secs Current seconds since 0000 UTC 1970.
12-15 | unix_nsecs Residual nanoseconds since 0000 UTC 1970.
3Vesonl
Verson 1l
Bytes Content Description
0-3 | srcaddr Source | P address.
4-7 | dstaddr Destination | P address.
8-11 | nexthop Next hop router's I|P address.
12-15 input and Input and output interface's SNMP index.
output
16-19 | dPkts Packets in the flow.
20-23 | dOctets Total number of Layer 3 bytesin the flow's
packets.
24-27 | First SysUptime at start of flow.
2831 | Last &/$th| me at the time the last packet of flow was
received.
srcport and TCP/UDP source and destination port number or
32-35 :
dstport equivalent.
3639 padl, prot, Unused (zero) byte, IP protocol (for example,
and tos 6=TCP, 17=UDP), and IP type-of-service.
40-43 flags, pad2, Cumulative OR of TCP flags. Pad 2 and pad 3 are
and pad3 unused (zero) byte.
44-47 | reserved Unused (zero) bytes.

4Vesonl

11
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Verson 1l

Byte 3 Byte 2 Byte 1 Byte O

Versgon Count
Sysuptime
Unix seconds
Unix nanoseconds
5Veasonl

Verson 1

Byte 3 Byte 2 Byte 1 Byte O

Source |P address

Destination |P address

Next hop |P address

Input physical interface index

Output physical interface index

Packet count for this flow

byte count for this flow

Start of flow timestamp

End of flow timestamp

Source TCP/UDP application port

Destination TCP/UDP application

port
Padding | P Protocol Type of Service
Padding
Padding
6Vesonl
12
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2. 2. ¥%ePsion 5

Verson 5
Count 30 Verson 1 Veson5 Header
Border Gateway Protocol
(BGP) AS (autonomous system )
Verson 5
Bytes| Content Description
03 versionand | Netflow export format version number and
count number of flows exported in this packet (1-30).

4-7 | SysUptime Current time in milliseconds since router booted
8-11 | unix_secs Current seconds since 0000 UTC 1970.
12-15 | unix_nsecs Residual nanoseconds since 0000 UTC 1970

16-19 | flow_sequenc | Sequence counter of total flows seen.
20-23 | reserved Unused (zero) bytes.

7Veson5

13
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Verson 5
Bytes Content Description
0-3 srcaddr Source |P address.
4-7 dstaddr Destination I P address.
811 | nexthop Next hop router's | P address.
12-15 Input and Input and output interface's SNMP index.
output
16-19 | dPkts Packets in the flow.
20-23 | dOctets Total number of Layer 3 bytesin the flow's
packets.
24-27 | First SysUptime at start of flow.
2831 | Lagt SysUpUr_ne at the time the last packet of flow
was received.
srcport and TCP/UDP source and destination port number
32-35 :
dstport or equivalent.
padl, Unused (zero) byte, Cumulative OR of TCP
36-39 | tcp_flags, prot, | flags, IP protocol (for example, 6=TCP,
and tos 17=UDP), and IP type-of-service.
src_asand AS of the source and destination, either origin
40-43
dst as or pesr.
SIC_Mmask, Source and destination address prefix mask bits,
44-47 | dst_mask, and :
oad? pad 2 is unused (zero) bytes.

8Veson5
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Verson 5
Byte 3 Byte 2 Byte 1 Byte O
Versgon Count
Sysuptime
Unix seconds
Unix nanoseconds
Flow sequence number
reserved
9Veason5
Verson 5
Byte 3 Byte 2 Byte 1 Byte O

Source |P address

Destination |P address

Next hop |P address

Input physical interface index

Output physical interface index

Packet count for this flow

byte count for this flow

Start of flow timestamp

End of flow timestamp

Source TCP/UDP application port

Destination TCP/UDP application

port
Padding | P Protocol Typeof Service
Source AS Destination AS
Source netmask Destination :
length netmask length Pedding

10 Versdon 5
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2. 2. 3.3
Versonl

Header | Eecord | Record Eacard

]_6 48 48 TR R AR A EREEE YRR 48
Bytas E ytas Evytes Bytes
11 Verson 1

Verson 1l count record Count 24 Vergon
1 24

16 bytes(Header) + 48 bytes* 24 records = 1168 bytes

Verson5
Header | Record | Record Eecord
24 48 _;_']_8 T EE ] AT EEE "R EE R R E _;_']_8
Bytas Eytes Bytas BEytas
12 Verson 5
Version 5 count record Count 30 Verson
5 30

24 bytes(Header) + 48 bytes* 30 records = 1464 bytes

16
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Worm
Flow protocol = udp
destination port = 1434  SQL Slammer
Flow
10 Flow 10000
2. 3.1
Worm
Worm Worm
( Remote Procedure Call) (
) ( Web Server )
Flow
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E-mall Worm
mailclient
)
2.3l nternet
Worm

2. 32Code

Code Red

WebServer

IISWEB

DOS(denia of service)

Red

(
) (
E-mall
Wor m
1S
IP
Code Red
Code Red
IP
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3. Internet Explorer
4. Web Server

5.
6. E-Mall
Nimda

2. 323 Ni mda
Nimda ( W32/Nimda. A@mm, I-Worm.Nimda,
Readme Readme.exe )
End User Nimda
Intranet
Code Red
Nimda
1. Code Red 1S
2. Code Redworm  sadmid/IISworm

Outlook Express

Nimda

Nimda

LAN
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2. 3.1Code Wedm

flow  desitonation port=80, packets=3, size=144

2. 3..2Ni mda Wor m

Nimda
Packet Byte

desitonation port = 80 IP flow threshold

2. 3.35QL Sl ammer

2003/01/25 SOQL Sammer
UDP Port 1434
(DDOS)
SQL Slammer SQL server 2000 SQL
20
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(MSDE) 2000 Microsoft SQL Server 2000
SQL UDP port
1434
SQL
UDP 1434
2. 3.4 MSBLBSDM_RPC)
RPC 60

Internet

Explorer Microsoft Outlook Outlook Express MS Office...

1-8 16 - 31 9-12

Windows Update DoS
DCOM RPC
DaoS
1. windowsupdate.com 80 SYN
21
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2. 50 RPC 50 HTTP

3. 40

4, DNS windowsupdate.com
255.255.255.255

3..5Wel chi a

dilhost.exe Window

6 KB
Microsoft Windows Update
666 ~ 765 Port
2004
IP
IP (A.B.CD) A.B.0.0
IP ClassC
A.B.0.0
A.B.255.255 ICMP PING IP
TCPport 135 DCOM RPC
TCPport 80 WebDav
22
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Router

Netflow | Log
Collector

Fow Data

file

@

SHTRERRHEAL |—Oupnt— | B

SHRMAEE2 —Oupn— | ER2

SHTREREAS |—Oumt— | ERA3
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Database

Router

Flow

TopN
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DELL PowerEdge 2600
CPU Xeon 2.4Ghz HyperThread
1G

SCSl 36.4G 10Krpm *3 RAID-5

3.1. 2

Mandrake 9.2 Kernel 24.22 gcc3.3.1 g++331 MySQL 4.0.18

PHP 434 Apache2.048 GD 20.15 zlibl14 Perl58.1
DBD-mysgl-2.9003

[ 1024MB

swap
/home
/netflow

1024 MB
5120 MB

40960 MB

fusr 10240 MB
Ivar 10240 MB

MySQL
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3. 2Per |
Perl ? Practical Extraction Report Language
Interpreter UNIX sad  awk
shellscript
Perl Larry Wall Perl (
)
awk sad shel programming
Perl C program
Perl pointer
memory allocation Perl
optimized C code Perl code
Perl code C code
Perl  regular expression list array associative array
yacc Berkeley yacc Perlcode

27
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prototyping
Perl
CaGl Perl Cal
CGl C Fortran
Visud Basc Delphi CaGl
Perl
1. Pel HTML
Regular Expression C
Perl
2. Pel
3. Pel (-T) Web Server
client
Perl Flow
Perl
3. 2Apache
Internet
World Wide Web( WWW or Web) Web Page

28
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Internet

Web Sarver  Web Server
Apache Microsoft Internet Information Server Netscape
Server Linux
Unix Apache Web Server Apache

Apache Web server Web server

Apache Web Server

3. 3PHP

1994 Rasmus Lerdorf perl

Per sonal Home Page Tools PHP

Rasmus
Personal Home Page Tools Fl (form interperter,

PHP/FI(PHP?) PHP
29

Enterprise

Windows

PHP

)::>
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PHP3 PHP
PHP  PHP3 PHP4 zend
PHP PHP

GUI PHP

PHP HTML

MySQL PostgreSQL Oracle Sybase Informix

Microsoft SQL Server

PHP

HTTP Authentication

FastCGl

Access Control

Access Logging

GD library

File Upload (RFC 1867)

cookie

® 6 & 6 O ¢ o o

Regular expression
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3. 3.1 PHID

GD Library

PHP

linpng  Zib

Jconfigure --with-apxs2=apxs

--with-zlib-dir=zlib

--with-mysgl --with-gd

3.2MySOQL

MySQL

Unix

MySQL

50,000,000

¢ o o

31

ANSI SQL
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3. 3Per | DBDny s ql

3. 3.1DBI
DBl Tim Bunce :"DBI Perl
(API) DBI API
DBl (trangparently)
Oracle Informix mSQL Sybase
DBI
API

3. 38.2DBby s ql

DBD-mysgl-2.9003

http://mwww.cpan.org/modul es’/by-module/DBD/

source code Make Make

perl Makefile.PL --testdb=<db> --testuser=<user>
--testpassword=<password> --testhost=<hostname>

32
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DBI
DBI
use DBI;
my $dsn ="DBI:mysgl:dbname:local host”;
my $user = "dbuser";
my $password = "password";
my ($dbh, $rows);

$dbh = DBI->connect($dsn, $user, $password);

$dbh->do("INSERT INTO.......... "

$dbh->di sconnect();

3.8.Fl-bwol s

Flow-tools Router Flow

Flow-tools http://www.splintered.net/sw/flow-tool s/

3.8.1f | ecvapt ur e

daemon

/etc/re.d/rc.locd
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/usr/local/netfl ow/bin/flow-capture -n 143 -V 5-z2 6 -N 0 -e 600
-w /netflow reciver ip/0/9991 &

/ust/loca/netlfow/bin  flow-capture
-n 143 10

-V NetFlow 5 Verson 5

-w Flow

local ip/remote ip/port (collector) 1P Port

\)

3.8.2 f-pownt

fl epw i nt

Flow-print —f0 < ft-v05.2004-05-04.190000+0800

-fO source interface  sourceip destination
interface destination ip protocol source port destination port packets
Sze
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ex

Sif  SrclPaddress Dif DstlPaddress Pr SrcP DstP Pkis Octets

0009 10.30.143.6 0000 90.216.201.228 06 9ee 1bd 3 144

0009 172.17.57.66 0009 193.61.121.101 06 1318 6662 1 40
1 Flow

(StartTime) (EndTime) (Active) Packet

Byte(B/Pk) Typeof Service(Ts) flags(fl)

Sif  SrclPaddress DIf DstlPaddress Pr SrcP DstP  Pkts Octets
StartTime EndTime Active B/PK Ts FlI
0009 10.30.143.6 0000 90.216.201.228 06 9ee 1bd 3 144
0506.09:16:38.678  0506.09:16:47.574 8.896 48 00 02

3.2. 7 (phPPHEer 8 p't

PHP script

php scrimwmthp script

http://webpath/phPie.php?data] 10.10.18.23]=72172& data[ 172.17.59.164]=7123
3& data[ 10.30.129.7]=542378& data[ 10.10.66.24] =54169
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k=3

%

PSP L RLHEY SR o B R 7B G B (i)

10.30.129.7 (21.52)54237

172.17.59.164 (25.38071233

15 phPie

3. 2.@&8SS

CSsSs Cascading Style Sheets

Syle Sheets

CSS

10.10.66.24 (21.58154169

10.10.18.23 (28.74)72172

Cascading
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TN S CRE o S b L e

4.1
Netflow
4.1. 1
Database
(
) Database 110MB

4.1. 1. 1
service port service Port
Ftpdata 20 Edonkey4665 | 4665
Ftp 21 Proxy 3128
Telnet 23 EzPeer6677 | 6677
Smtp 25 EzPeer6678 | 6678
Www 80 Kuro 6699
Pop3 110 Bt6381 6881
Tcpl3s 135 Bt6882 6882
NetbiosNs 137 Bt6883 6883

37
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NetbiosDgm | 138 Bt6884 6884
NetbiosSsn 139 Bt6885 6885
Tcpd45 445 Bt6886 6386
Tcp593 593 Bt6887 6887
Edonkey 4661 Bt6888 6388
Edonkey4662 | 4662 Bt6889 6389
Edonkey4663 | 4663 BTServer 6969
Edonkey4664 | 4664 others All other port
16
services
port
services

sub init_serv {
my($file) = @_;
open(FN, $file) || die §!;
while (<FN>){
my($name,$port) = split;
$service{"$port"} = $name;

}

$service{ "total"} = "total";
$service{ "others'} ="others";
$service({"icmp"} ="icmp";

ZEP A5 e-Paper (92595 14)
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services
Ftpdata 14
Ftp 15
Telnet 17
Smtp 19
Www 50
Pop3 6e
Tcpl35 87
NetbiosNs 89
NetbiosDgm8a
NetbiosSsn 8b
Tcpd45s 1bd
Tcp593 251
Edonkey
Edonkey4662
Edonkey4663
Edonkey4664
Edonkey4665
Proxy c38

Kuro 1a2b
Bt6881 lael
Bt6882 lae?
Bt6883 1ae3
Bt6884 laed
Bt6885 laeb
Bt6886 1ae6
Bt6887 laer
Bt6888 1ae8
Bt6889 l1aed
BTServer 1b39

port

1235
1236
1237
1238
1239

EzPeer6677 1a15
EzPeer6678 1216

16

39
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4.1. 1. 2

FiEEH
|
flow print
I
AR E ]
2
|
— FIRIETE sul:?tIO FIBIERE
| . R |
A, 3 A
i s =0
/[ IPZE P
—/  THER WhiEim [ ——
= =
a2 7 table

I—l

v

DEI
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Net fl ow i nterface

Source | PPDestination P P

Source | PPDestination P P

sub checkinout {

If (i1sInNet($src) & & lisinNet($dst) ){
Siplist{ $src}="$src";
& update("FCU","OUT");

}

elsf (lisinNet($src) & & isInNet($dst)
Siplist{ $dst} = "$dst";
& update("FCU","IN");

sub isInNet {
my($ip) = @_;
if ($ip=~/"140.134\/ || $ip =~
INLT2\.((2[6-9D|(2[0-9D|(B[O-ID)\..*/ || $ip =~ /"10\./){
if ($ip!~/7140\.134\.242\./){
return 1;
else{
return O,

}

4
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ip char(15)

FCUINFLOWBLt6881 double(8,1)
FCUINFLOWBLt6882 double(8,1)
FCUINFLOWBLt6883 double(8,1)
FCUINFLOWBLt6884 double(8,1)
FCUINFLOWBLt6885 double(8,1)
FCUINFLOWBLt6886 double(8,1)
FCUINFLOWBLt6887 double(8,1)
FCUINFLOWBLt6888 double(8,1)
FCUINFLOWBt6889 double(8,1)
FCUINFLOWBT Server double(8,1)
FCUINFLOWEdonkey double(8,1)
FCUINFL OWEdonkey4662 double(8,1)
FCUINFL OWEdonkey4663 double(8,1)
FCUINFLOWEdonkey4664 double(8,1)
FCUINFL OWEdonkey4665 double(8,1)
FCUINFLOWEZzPeer6677 double(8,1)
FCUINFLOWEZzPeer6678 double(8,1)
FCUINFLOWFtp double(8,1)
FCUINFLOWFtpdata double(8,1)
FCUINFLOWicmp double(8,1)
FCUINFLOWKuro double(8,1)
FCUINFL OWNetbhiosDgm double(8,1)
FCUINFLOWNetbiosNs double(8,1)
FCUINFLOWNetbiosSsn double(8,1)
FCUINFLOWothers double(8,1)
FCUINFLOWPop3 double(8,1)
FCUINFLOWProxy double(8,1)
FCUINFLOWSmtp double(8,1)
FCUINFLOWTcp135 double(8,1)
FCUINFLOWTcp445 double(8,1)

&
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FCUINFLOWTcp593 double(8,1)
FCUINFLOWTéelnet double(8,1)
FCUINFLOW:tota double(8,1)
FCUINFLOWWww double(8,1)
FCUINPKTSBt6881 double(8,1)
FCUINPKTSBt6882 double(8,1)
FCUINPKTSBt6883 double(8,1)
FCUINPKTSBt6884 double(8,1)
FCUINPKTSBt6885 double(8,1)
FCUINPKTSBt6886 double(8,1)
FCUINPKTSBt6887 double(8,1)
FCUINPKTSBt6888 double(8,1)
FCUINPKTSBt6889 double(8,1)
FCUINPKTSBT Server double(8,1)
FCUINPKTSEdonkey double(8,1)
FCUINPKTSEdonkey4662 double(8,1)
FCUINPKTSEdonkey4663 double(8,1)
FCUINPKTSEdonkey4664 double(8,1)
FCUINPKTSEdonkey4665 double(8,1)
FCUINPKTSEZzPeer6677 double(8,1)
FCUINPKTSEZzPeer6678 double(8,1)
FCUINPKTSFtp double(8,1)
FCUINPKTSFtpdata double(8,1)
FCUINPKTSicmp double(8,1)
FCUINPKTSKuro double(8,1)
FCUINPKTSNetbiosDgm double(8,1)
FCUINPKTSNethiosNs double(8,1)
FCUINPKTSNetbiosSsn double(8,1)
FCUINPKTSothers double(8,1)
FCUINPKTSPop3 double(8,1)
FCUINPKTSProxy double(8,1)
FCUINPKTSSmtp double(8,1)
FCUINPKTSTcpl35 double(8,1)
FCUINPKTSTcp445 double(8,1)
FCUINPKTSTcp593 double(8,1)
FCUINPKTSTée net double(8,1)
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FCUINPKTStota double(8,1)
FCUINPKTSWww double(8,1)
FCUINSIZEBt6881 double(8,1)
FCUINSIZEBt6882 double(8,1)
FCUINSIZEBt6883 double(8,1)
FCUINSIZEBt6834 double(8,1)
FCUINSIZEBt6885 double(8,1)
FCUINSIZEBt6886 double(8,1)
FCUINSIZEBt6887 double(8,1)
FCUINSIZEBt6888 double(8,1)
FCUINSIZEBt6889 double(8,1)
FCUINSIZEBT Server double(8,1)
FCUINSIZEEdonkey double(8,1)
FCUINSIZEEdonkey4662 double(8,1)
FCUINSIZEEdonkey4663 double(8,1)
FCUINSIZEEdonkey4664 double(8,1)
FCUINSIZEEdonkey4665 double(8,1)
FCUINSIZEEZzPeer6677 double(8,1)
FCUINSIZEEZzPeer6678 double(8,1)
FCUINSIZEFtp double(8,1)
FCUINSIZEFtpdata double(8,1)
FCUINSIZEicmp double(8,1)
FCUINSIZEKuro double(8,1)
FCUINSIZENethiosDgm double(8,1)
FCUINSIZENetbiosNs double(8,1)
FCUINSIZENetbiosSsn double(8,1)
FCUINSIZEothers double(8,1)
FCUINSIZEPop3 double(8,1)
FCUINSIZEProxy double(8,1)
FCUINSIZESmtp double(8,1)
FCUINSIZETcpl35 double(8,1)
FCUINSIZETcp445 double(8,1)
FCUINSIZETcp593 double(8,1)
FCUINSIZETée net double(8,1)
FCUINSIZEtota double(8,1)
FCUINSIZEWww double(8,1)
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FCUOUTFLOWB16881 double(8,1)
FCUOUTFLOWBLt6882 double(8,1)
FCUOUTFLOWBt6883 double(8,1)
FCUOUTFLOWBt6884 double(8,1)
FCUOUTFLOWBLt6885 double(8,1)
FCUOUTFLOWBLt6886 double(8,1)
FCUOUTFLOWBLt6887 double(8,1)
FCUOUTFLOWBLt6888 double(8,1)
FCUOUTFLOWBt6889 double(8,1)
FCUOUTFLOWBT Server double(8,1)
FCUOUTFLOWEdonkey double(8,1)
FCUOUTFL OWEdonkey4662 double(8,1)
FCUOUTFLOWEdonkey4663 double(8,1)
FCUOUTFL OWEdonkey4664 double(8,1)
FCUOUTFLOWEdonkey4665 double(8,1)
FCUOUTFLOWEZzPeer6677 double(8,1)
FCUOUTFLOWEZzPeer6678 double(8,1)
FCUOUTFLOWFtp double(8,1)
FCUOUTFLOWFtpdata double(8,1)
FCUOUTFLOWicmp double(8,1)
FCUOUTFLOWKuro double(8,1)
FCUOUTFLOWNetbiosDgm double(8,1)
FCUOUTFLOWNetbiosNs double(8,1)
FCUOUTFLOWNethiosSsn double(8,1)
FCUOUTFLOWothers double(8,1)
FCUOUTFLOWPOp3 double(8,1)
FCUOUTFL OWProxy double(8,1)
FCUOUTFLOWSmMtp double(8,1)
FCUOUTFLOWTCcpl35 double(8,1)
FCUOUTFLOWTcp445 double(8,1)
FCUOUTFLOWTcp593 double(8,1)
FCUOUTFLOWTée net double(8,1)
FCUOUTFLOWitotal double(8,1)
FCUOUTFLOWWww double(8,1)
FCUOUTPKTSBt6881 double(8,1)
FCUOUTPKTSBt6882 double(8,1)
45

ZEP A5 e-Paper (92595 14)



PEEP IS ELRLEEY SEE i B AR 27 AT 2 (]

FCUOUTPKTSBt6383 double(8,1)
FCUOUTPKTSBt6884 double(8,1)
FCUOUTPKTSBt6885 double(8,1)
FCUOUTPKTSBt6886 double(8,1)
FCUOUTPKTSBt6887 double(8,1)
FCUOUTPKTSBt6388 double(8,1)
FCUOUTPKTSBt6889 double(8,1)
FCUOUTPKTSBT Server double(8,1)
FCUOUTPKTSEdonkey double(8,1)
FCUOUTPK T SEdonkey4662 double(8,1)
FCUOUTPKTSEdonkey4663 double(8,1)
FCUOUTPKTSEdonkey4664 double(8,1)
FCUOUTPKTSEdonkey4665 double(8,1)
FCUOUTPKTSEzPeer6677 double(8,1)
FCUOUTPKTSEZzPeer6678 double(8,1)
FCUOUTPKTSFtp double(8,1)
FCUOUTPKTSFtpdata double(8,1)
FCUOUTPKTScmp double(8,1)
FCUOUTPKTSKuro double(8,1)
FCUOUTPKTSNethiosDgm double(8,1)
FCUOUTPKTSNetbiosNs double(8,1)
FCUOUTPKTSNethiosSsn double(8,1)
FCUOUTPKTSothers double(8,1)
FCUOUTPKTSPop3 double(8,1)
FCUOUTPKTSProxy double(8,1)
FCUOUTPKTSSmtp double(8,1)
FCUOUTPKTSTcpl35 double(8,1)
FCUOUTPKTSTcp445 double(8,1)
FCUOUTPKTSTcp593 double(8,1)
FCUOUTPKTSTe net double(8,1)
FCUOUTPKT Stotal double(8,1)
FCUOUTPKTSWww double(8,1)
FCUOUTSIZEBt6881 double(8,1)
FCUOUTSIZEBt6882 double(8,1)
FCUOUTSIZEBt6883 double(8,1)
FCUOUTSIZEBt6884 double(8,1)
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FCUOUTSIZEBt6885 double(8,1)
FCUOUTSIZEBt6886 double(8,1)
FCUOUTSIZEBt6887 double(8,1)
FCUOUTSIZEBt6888 double(8,1)
FCUOUTSIZEBt6889 double(8,1)
FCUOUTSIZEBT Server double(8,1)
FCUOUTSIZEEdonkey double(8,1)
FCUOUTSIZEEdonkey4662 double(8,1)
FCUOUTSIZEEdonkey4663 double(8,1)
FCUOUTSIZEEdonkey4664 double(8,1)
FCUOUTSIZEEdonkey4665 double(8,1)
FCUOUTSIZEEZPeer6677 double(8,1)
FCUOUTSIZEEZzPeer6678 double(8,1)
FCUOUTSIZEFtp double(8,1)
FCUOUTSIZEFtpdata double(8,1)
FCUOUTSIZEicmp double(8,1)
FCUOUTSIZEKuro double(8,1)
FCUOUTSIZENethiosDgm double(8,1)
FCUOUTSIZENetbiosNs double(8,1)
FCUOUTSIZENetbiosSsn double(8,1)
FCUOUTSIZEothers double(8,1)
FCUOUTSIZEPop3 double(8,1)
FCUOUTSIZEProxy double(8,1)
FCUOUTSIZESmtp double(8,1)
FCUOUTSIZETcpl135 double(8,1)
FCUOUTSIZETcp445 double(8,1)
FCUOUTSIZETcp593 double(8,1)
FCUOUTSIZETenet double(8,1)
FCUOUTSIZEtotal double(8,1)
FCUOUTSIZEWww double(8,1)
18
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4.1. 15.
FCU |IN/OUT FLOW/PKTS/SIZE Services
prefix FLOW  Flow

PKTS packet

1000  packet

SIZE

MB

19
4116 Table
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4. 161. Tabl e

sub createdb {
my($net,$io,$sd,$port,$ip,$i,$);
$i=0;
foreach $net ("FCU"}{
foreach $io ("IN","OUT"}
foreach $sd ("SRC","DST"){
foreach $port (keys(%oservice)) {
foreach $fps ("FLOW", "PKTS", "SIZE") {
@tablefield[$i] = sprintf("$net$iobsdSportHfps’);
if ($ioeq"IN" && $sd eq"DST") || ($io eq"OUT" & & $sd eq
"SRC")) {
@tablelist[$i] = sprintf(" $net$i oPf psservice{ $port}
DOUBLE(8,1) NOT NULL,");
@tablefield1[$i] = sprintf("Snet$ioBf pshservice{ $port}\,");
Si++;

chop @tablefield1[$i-1];

$create = sprintf("CREATE TABLE $tablename(ip char (15) NOT
NULL,@tablelist) TY PE=MyISAM"):

$dbh ->do($create);

}

4.1. 2

Flow
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4.1.3

TopN

TopN

IP P
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4.3

Netflow
Netflow
Netflow Flow-Toals
Flow-Tools Netflow
Netflow CPU Loading
100% (Pentium-166)
Flow-Tools CPU Loading
Netflow
PC(Pentium3-1G)
Router(Cisco Catayst 5500)
Netflow
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OK
PHP  MySQL
PHP GD PHP
GD
http://www s lisoftware.com/ phPig() php
script
Sasser
IP
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[1]Jon Orwant, Perl 5 Interactive Course, The Waite Group,Inc 1996
[2] Schwartz, Christiansen, Learning Perl, 2/e, O’ REILLY 1999

[3] , ,PHP4 :

,2000
[4] ,PHP4 - : ,2000
[9] ,PHP4+MySQL4 :

,2002

[1] Flow-Tools http://www.splintered.net/sw/flow-tool s/
[2] How to install and configure DBD::mysgl
http://search.cpan.org/src/JWIED/DBD-mysql-2.1026/INSTALL .html

[3] Netflow http://netflow.nctu.edu.tw/netflow.html

[4] Netflow  http://www.tn.edu.tw/sammy/netfl ow/setup.htm

[5] NetFlow Services Solutions Guide
http://www.cisco.com/univercd/cc/td/doc/cis ntwk/intsol ns/netfl sol /nfw

hite.htm

[6] NetflowExporter Project http://sunsite.cc.ncu.edu.tw/NetflowExporter/

[7]phPie php sript
http://www.silisoftware.com/scripts/index.php?scriptname=phPie

[8]Perl Doc http://www.perldoc.com/

[9]PHP5 http://www.perldoc.com/
10] http://dob.tnc.edu.tw/
[
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#/usr/local/bin/perl5

use DBI;

my $dsn = "DBIl:mysqgl:dbname:localhost”;  #data source name
my $user = "dbuser"; #username

my $password = "password"; #password

my ($dbh, $rows); #database handle

$dbh = DBI->connect($dsn, $user, $password);

($sec,$min,$hour,$mday,$mon,$year, $wday ,$yday,$isdst) = localtime(time-86400);
$mon++;
$year+=1900;

#format date to 2-digit. Ex: 2 -> 02
$mon = sprintf("%02d",$mon);
$mday = sprintf("%02d",$mday);

#setting up path

Srawdir = "/netflow";

$flowprint = "/usr/local/netflow/bin/flow-print";
$dir = "/netflow/prog";

Soutputdir = "/netflow/log";

$protfile = "$dir/protocols’;

$servfile = "$dir/services';

$tablename = "ff$yearSmon$mday";

@qotfilename = "Is $rawdir/ft- v05.$year-$mon-$mday.**;

#log
open LOG, ">$outputdir/process.|og.$year$mon$mday” or die §!;
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$starttime = localtime();
&init_prot($protfile);
&init_serv($servfile);

$dbh->do("DROP TABLE IF EXISTS “$tablename™);

#create tables
& createdb;

for ($i=0;$i<scalar @gotfilename;$i++) {
Pprocesstime = localtime();
chomp @gotfilename[$i];

printf LOG "NOW 9%3s %45s AT %20s\n",$i,@gotfilename[$i],$processtime;
open FLOWDATA, "$flowprint -f0 < @gotfilename[$i] |" || die $!;

while (<FLOWDATA>) {
chomp;
$sif = substr($_, 0, index($_,'", 0));
$src = substr($_, 5, index($, "', 5) -5);
$dif = substr($ , 22, index($ , ' ', 22) - 22);
$dst = substr($_, 27, index($_, ' ', 27) - 27);
$proto = substr($ , 45, index($ , ', 45) - 45);
$sp = substr($_, 48, index($ , ', 48) - 48);
$dp = substr($_, 53, index($_, ' ', 53) - 53);
Ppkts = substr($_, 59, index($ , ' ', 59) - 59);
$size = substr($_, 70, index($_, ' ', 70) - 70);

$pkts /= 1000;
$size /= 1048576; #(1024* 1024);

& checkinout;

$insertdbtime = localtime();
print LOG "Start insert datato DB at $insertdbtime\n";
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&insertdata;

& dailysizetotal;

#execute other perl program
do "$dir/ipdeny.pl”;

do "$dir/flowchart.pl";

$dbh->disconnect();

$endtime = localtime();
print LOG "start :: $starttime\n’”;
print LOG "end :: $endtime\n";

sub insertdata {
my($.$);
$i=0;
$=0;
$k=0;
@sorted _hash = sort keys %iplist;
$length = scalar @sorted_hash;
$tablelistlength = scalar @tablelist;
for ($ipno;$ipno<$length;$ipno++){
for ($j=0;%j<$tablelistlength;$j++){
$tt = K @tablefield[$j]} { @sorted_hash[$ipno]};
@value[$j] = "\"$&t\"\,";
}
chop @vaueg[$-1];
$dbh->do("INSERT INTO $tablename(ip\, @tabl efield1)
VALUES(\" @sorted _hash[$ipno]\",@value)");
}

sub isInNet {
my($ip) = @_;
if ($ip=—~/"140\.134\/ || $ip =~ /"172\.((1[6-9|(2[0-9|(B[O-LD)\..*/ || $ip =~
IM0N)
if ($ip!~/"140\.134\.242\./){
return 1;
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}else{
return O;
}
} else{
return O;

sub checkinout {
if (isinNet($src) & & lisinNet($dst) ){
$iplist{ $src} = "$src”;
& update("FCU","OUT");

}
elsif (lisinNet($src) & & isinNet($dst) {
$iplist{ $dst} = "$dst";
&update("FCU" "IN");
}
}
sub update{
my($net,$io) = @_;
if ($proto =="06' || $proto =="11") {
if ($service{"$sp"}) {
$port = $sp;
}
elsif ($service{"$dp"}) {
$port = $dp;
}
else {
$port = "others’;
}
}
elsif ($proto == 01) {
$port ="icmp";
}
if ($i0 eq "IN"){
# my($a, $b, $c, $d) = split(A./,"$src”);
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H O O

H*

H*

}

$src = sprintf("%d.%d.%d", $a, $b, $c);

$H{ $net.$i0.SRC.$port. FLOWC}H "$src"'} ++;

H{ $net.$i0.SRC.$port. PK TSC}H{ "$src"} += $pkts;
H{ $net.$i0.SRC.$port.SIZEC}H{ "$src"} += $size;
H{ $net.$i0.DST.$port. FLOW}{ "$dst"} ++;

H{ $net.$io.DST . $port. PK TS}H "$dst"} += $pkts;
${ $ret.$i0.DST.$port. SIZE}{ "$dst"} += $size;

H{ $net.$io.DST .total . FLOW}{ "$dst"} ++;

${ $net.$i0.DST .total . PK TS}H{ "$dst"} += $pkts;

${ $net.$i0.DST .total.SIZE}{ "$dst"} += $size;

else {

my($a, $b, $c, $d) = split(A./,"$dst");

$dst = sprintf("%d.%d.%d", $a, $b, $c);

H{ $net.$i0.SRC.$port. FLOW}H{"$src"} ++;

H{ $net.$i0.SRC.$port. PK TSH "$src"} += $pkts;
H{ $net.$i0.SRC.$port.SIZE}{ "$src"} += $size;
$H{ $net.$io.SRC.total . FLOW}{"$src"} ++;

${ $net.$i0.SRC.total .PKTS}H{ "$src'} += $pkts;
$H{ $net.$io.SRC.total .SIZE} {"$src"} += Ssize;
H{ $net.$io.DST.$port. FLOWC}H "$dst"} ++;

$H{ $net.$i0.DST . $port. PK TSC}H{ "$dst"} += $pkts;
$H{ $net.$i0.DST.$port. SIZEC}{ "$dst"} += $size;

sub init_prot {

my($file) = @_;

open (FN,$file) || die $!;
while(<FN>){

my($name, $proto) = split;
$protocol{"$proto"} = $name;

sub init_serv {
my($file) = @ _;
open(FN, $file) || die $!;
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while (<FN>){
my($name,$port) = split;
$service{"$port"} = $name;
}
$eervice{ "total"} = "total";
$service{ "others'} = "others";
$service("icmp"} = "icmp";

sub createdb {
my($net,$io,$sd,$port,$ip,$i,$);
$i =0;
foreach $net ("FCU"){
foreach $io ("IN","OUT"){
foreach $sd ("SRC","DST"){
foreach $port (keys(%oservice)) {
foreach $fps ("FLOW", "PKTS", "SIZE") {
@tablefield[$i] = sprintf("$net$ioSsdSportSfps’);
if ($ioeq"IN" && $sd eq "DST") || ($io eq "OUT" && $sd eq "SRC")) {
@tablelist[$i] = sprintf("$net$io$fps$service{ $port} DOUBLE(8,1) NOT
NULL,");
@tablefield1[$i] = sprintf("$net$io$f pshservice{ $port} \,");

$i++;

chop @tablefield1[$i-1];

$create = sprintf("CREATE TABLE $tablename(ip char (15) NOT
NULL,@tablelist) TY PE=MyISAM");

$dbh ->do($create);

sub dailysizetotal {
my($insize, $outsize,$total size);
$sth = $dbh->prepare(" SELECT
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sum(fcuinsizetotal ),sum(fcuoutsi zetotal ) ,sum(fcuinsi zetotal ) +sum(fcuoutsi zetotal )
FROM $tablename”);
$sth->execute();
while(($insize ,$outsize ,$totalsize) = $sth->fetchrow_array()) {
$dbh->do("insert into DailyTotal Size(date,insize,outsi ze,total size)
vaues('$year$mon$mday’,'$insize,'Soutsize',' $totalsize) ");

}
}
#/usr/local/bin/perl5
use DBI;
my $dsn = "DBIl:mysgl:netflow:localhost”;  #data source name
my $user = "root"; #username
my $password = "sysnet”; #password
my ($dbh, $rows); #database handle

$dbh = DBI->connect($dsn, $user, $password);

($sec,$min,Shour,$mday,$mon,$year,$wday Py day, $isdst) = local time(time-600);
$mon++;
$year+=1900;

$nowtime = (time+60* 60* 8)%686400;
$suffix = ($nowtime-(86400/144))/(86400/144)%6;

if ($min >= 0&& $min<=9){
$suffix = 0;

$mon = sprintf("%02d",$mon);
$mday = sprintf("%02d",$mday);
$hour = sprintf("%02d",$hour);
$min = sprintf("%02d",$min);
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$rawdir = "/netflow";

$flowprint = "/usr/local/netflow/bin/flow-print";
$dir = "/netflow/prog";

Soutputdir = "/netflow/log";

$protfile = "$dir/protocols’;
$servfile = "$dir/services';
Sipfile = "$dir/iplist";
$tablename = "virus';

$sth = $dbh->prepare(" SELECT

‘icmp’,"4457,'59a’,"87", codered’, nimda’, netsky ", smtp’, netbios’ FROM
virus_cont");

$sth->execute();
($cont_icmp,$cont_445,$cont_59a,$cont_87,$cont_codered,$cont_nimda,$cont_netsky,
$cont_smtp,$cont_netbios) = $sth->fetchrow_array();

$sth->finish();

$filename = sprintf("ft- v05.%002d-%02d-%02d.%602d%d* ", $year, $mon, $mday, $hour,
Psuffix);
@gotfilename = "Is $rawdir/$filename’;

open LOG, ">$outputdir/abnormal.$mon$mday$hour-$suffix" or die $!;

$starttime = localtime();
&init_prot($protfile);
&init_serv($servfile);

for ($i=0;$i<scalar @gotfilename;$i++) {
Pprocesstime = localtime();
chomp @gotfilename[$i];
printf LOG "NOW 9%3s %45s AT %20s\n",$i,@gotfilename[$i],$processtime;
open FLOWDATA, "$flowprint -f0 < @gotfilename[$i] |" || die $!;
while (<FLOWDATA>) {
chomp;
$sif = substr($_, 0, index($_, "', 0));
$src = substr($_, 5, index($,'", 5) -5);
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$dif = substr($ , 22, index($_, ' ', 22) - 22);
$dst = substr($_, 27, index($_, ' ', 27) - 27);
$proto = substr($ , 45, index($_, ', 45) - 45);
$sp = substr($ , 48, index($ , ' ', 48) - 48);
$dp = substr($_, 53, index($_, ' ', 53) - 53);
Ppkts = substr($_, 59, index($ , ' ', 59) - 59);
$size = substr($_, 70, index($_, ', 70) - 70);

# $size /= 1024;
& abnormal;
$total flow10min++;

$insertdbtime = localtime();

#$dbh->do("DROP TABLE IF EXISTS "$tablename™);
#& createtable;
#& expire;

&out;

$dbh->disconnect();

print LOG "10 min tota flow count $totalflow10min\n";
$endtime = localtime();

print LOG "dart :: $starttime\n”;

print LOG "end :: $endtime\n"”;

close LOG;

sub expire {
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my ($expired,$mon,$mday,Shour,$min,Syear);
($sec,$min,$hour,$mday,$mon,$year, $wday, Sy day,$isdst) = localtime(time-3600);
$mon++;

$year+=1900;

$year = sprintf("%02d",$year%100);
$mon = sprintf("%02d",$mon);
$mday = sprintf("%02d",$mday);
$hour = sprintf("%02d",$hour);
$min = sprintf("%02d",$min);

print " $year$mon$mday$hour$min\n’;
$expired = sprintf (" $year$mon$mday$Shour$min”);

$dbh->do("delete from virus where date < \'Sexpired\");

sub abnormal{

if (isinNet($src)) {
$flow_cont{ $src} ++;
$flow_cont_pkts{$src} += $pkts;
$flow_cont_size{ $src} += $size;

}

if ($proto==01&& P$sp == 0 && $dp == 800){
$abnormal_cont_icmp_flow{ $src} ++;
$abnormal_cont_icmp_pkts{ $src} += $pkts;
$abnormal_cont_icmp_size{ $src} += $size;

}

if ($proto=="06"&& $dp =="1bd") {
$abnormal_cont_445 flow{ $src} ++;
$abnormal_cont_445 pkts{ $src} += $pkts;
$abnormal_cont_445 size{ $src} += $size,

}

if ($proto=="11'&& $dp =='593) {
$abnormal_cont_59a_flow{ $src} ++;
$abnormal _cont_59a pkts{ $src} += $pkts;
$abnormal_cont_59a_size{ $src} += $size;
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}

if ($proto=="06'&& $dp =='87" & & Ppkts=="1"' & & P$size =='48") {
$abnormal_cont_87_flow{ $src} ++;
$abnormal_cont_87 pkts{ $src} += $pkts;
$abnormal_cont_87_size{ $src} += $size;

}

if ($dp =="'50' & & $pkts=="'3 && $size =='144") {
$abnormal_cont_codered_flow{ $src} ++;
$abnormal_cont_codered_pkts{ $src} += $pkts;
$abnormal_cont_codered size{ $src} += $size;

}

if ($dp=="50") {
$abnormal_cont_nimda_flow{ $src} ++;
$abnormal_cont_nimda_pkts{ $src} += $pkts;
$abnormal_cont_nimda_size{ $src} += $size;

}

if ($dp=="19' && $pkis=="2' && $size == '96) {
$abnormal_cont_netsky _flow{ $src} ++;
$abnormal_cont_netsky pkts{ $src} += $pkts;
$abnormal_cont_netsky size{ $src} += $size;

}

if ($dp =="19) {
$abnormal_cont_smtp_flow{ $src} ++;
$abnormal_cont_smtp_pkts{ $src} += $pkts;
$abnormal_cont_smtp_size{ $src} += $size;

}

if ($dp=="8b' && Ppkts=="1'& & $size =='48") {
$abnormal_cont_netbios flow{ $src} ++;
$abnormal_cont_netbios pkts{ $src} += $pkts;
$abnormal_cont_netbios size{ $src} += Psize;

}

}

sub out {
my($src);

foreach $src(keys %flow_cont){
if ($flow_cont{ $src} > 10000){
printf LOG ("on %15s occur %9s times flow too
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much\n",$src,$flow_cont{ $src});

$dbh->do("INSERT INTO
$tablename(ip\,flow\, pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\\'$flow_cont{ $src} \'\,'$flow_cont_pkts{ $src} \'\\'Sflow_cont_size{$s
rc;\\,\\'10min
FlowA\>10000\\,\'$flow_cont{ $src} \\,\'$flow_cont_pkts{ $src}\'\\'Sflow_cont_size{ $src
H)");

}
foreach $src(keys %abnormal_cont_icmp_flow){

if ($abnormal_cont_icmp_flow{ $src} > $cont_icmp){
printf LOG ("on %18s occur %8s times icmp(dst:2048) pkts %10d,size
%5.2An",$src,$abnormal _cont_icmp_flow{ $src} ,$abnormal_cont_icmp_pkts{ $src} ,$a
bnormal_cont_icmp_size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\,flow\,pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\, \'Sabnormal_cont_icmp_flow{ $src} \'\,\'$abnormal_cont_icmp_pkts{$
srci\\,\'$abnormal_cont_icmp_size{ $src}\'\,\'icmp\\,\'$flow_cont{ $src}\'\,\\'Sflow_cont
pkts{ $src}\'\\'Sflow_cont_size{ $src}\)");
}

}
foreach $src(keys %abnormal_cont 445 flow){

if ($abnormal_cont_445 flow{$src} > $cont_445){
printf LOG ("on %18s occur %8s times 445 port(1bd) pkts %10d,size
%5.2An" $src,$abnormal _cont_445_flow{ $src} ,$abnormal_cont_445_ pkts{ $src},$abn
ormal_cont_445 size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\,flow\, pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'$Sabnormal_cont_445 flow{ $src}\'\,\\'Sabnormal_cont_445 pkts{ $src
FV\\'Sabnormal_cont_445 size{ $src}\'\\'445\'\ \'$flow_cont{ $src}\'\\'$flow_cont_pkts{
$src}\\\'Sflow_cont_size{ $srci\)™);
}

}
foreach $src(keys %abnormal_cont_59a flow){

if ($abnormal_cont_59a flow{ $src} > $cont_59a){
printf LOG ("on %18s occur %8s times 1434 port(59a) pkts %10d,size
%5.2f\n",$src,$abnormal _cont_59a_flow{ $src} ,$abnormal_cont_59a pkts{ $src} ,$abno
rmal_cont_59a_size{ $src});
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$dbh->do("INSERT INTO
$tablename(ip\, flow\, pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'$abnormal_cont_59a flow{ $src} \'\,\'$abnormal_cont_59a_pkts{ $src
H\\\'$abnormal_cont_59a_size{ $src}\'\,\'59a\\,\\'$flow_cont{ $src} \'\,\\'Sflow_cont_pkts{
$src}\\ \'Sflow_cont_size{ $srci\)™);
}

}
foreach $src(keys %abnormal _cont_87 flow){

if ($abnormal_cont_87_flow{ $src} > $cont_87){
printf LOG ("on %18s occur %8s times 135 port(87) pkts %10d,size
%5.2f\n",$src,$abnormal _cont_87_flow{ $src} ,$abnormal_cont_87_pkts{ $src} ,$abnor
mal_cont_87 size{$src});
$dbh->do("INSERT INTO
$tablename(ip\,flow\, pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'$abnormal_cont_87_flow{ $src}\'\,\'Sabnormal_cont_87 pkts{ $src}\'
\\'Sabnormal_cont_87_size{ $src}\'\,\\'135\'\,\'$flow_cont{ $src}\'\\'$flow_cont_pkts{ $sr
ch\\\'$flow_cont_size{ $sc}\)");
}

}
foreach $src(keys %abnormal _cont_codered_flow){

if ($abnormal_cont_codered_flow{$src} > $cont_codered){
printf LOG ("on %18s occur %8s times CodeRed pkts %10d,size
%5.2\n" ,$src,$abnormal_cont_codered_flow{ $src} ,$abnormal_cont_codered pkts{ $sr
c},$abnormal_cont_codered_size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\, flow\,pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'Sabnormal_cont_codered_flow{ $src}\'\,\'$abnormal_cont_codered
pkts{ $src}\'\\'$abnormal_cont_codered _size{ $src}\'\,\'CodeRed\'\,\\'$flow_cont{ $src}\\,
\'$flow_cont_pkts{ $src}\'\\'$flow_cont_size{ $src}\)");
}

}
foreach $src(keys %abnormal _cont_nimda_flow){

if ($abnormal_cont_nimda_flow{ $src} > $cont_nimda){
printf LOG ("on %18s occur %8s times Nimda pkts %10d,size
%5.2A\n",$src,$abnormal _cont_nimda_flow{ $src} ,$abnormal_cont_nimda_pkts{ $src},
$abnormal_cont_nimda_size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\,flow\,pkts\,size\,kind\,10minoutfl ow\, 10minoutpkts\, 10minoutsi ze)
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VALUES(\'$src\'\,\'$abnormal_cont_nimda_flow{ $src} \'\\\'Sabnormal _cont_nimda_pkts
{$src}\'\\'$abnormal_cont_nimda_size{ $src} \'\,\'Nimda\'\,\'$flow_cont{ $src} \'\,\\'$flow_
cont_pkts{ $src}\'\,\\'$flow_cont_size{ $src}\)");

}

}
foreach $src(keys %abnormal_cont_netsky flow){

if ($abnormal_cont_netsky flow{$src} > $cont_netsky){
printf LOG ("on %18s occur %8s times NetSky pkts %10d,size
%5.2\n" ,$src,$abnormal_cont_netsky flow{ $src} ,$abnormal_cont_netsky pkts{ $src},
$abnormal_cont_netsky size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\, flow\,pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'$abnormal_cont_netsky flow{ $src}\'\,\'Sabnormal_cont_netsky pkt
S{ $src}\'\,\'Sabnormal_cont_netsky _size{ $src} \'\,\'Netsky\,\'$flow_cont{ $src}\\,\'Sflow
_cont_pkts{ $src}\'\,\'$flow_cont_size{ $src}\)");
}

}
foreach $src(keys %abnormal _cont_smtp_flow){

if ($abnormal_cont_smtp_flow{$src} > $cont_smtp){
printf LOG ("on %18s occur %8s times Smtp pkts %10d,size
%5.2An",$src,$abnormel_cont_smtp_flow{ $src} ,$abnormal_cont_smtp_pkts{ $src},$ab
normal_cont_smtp_size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\, flow\, pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'$abnormal_cont_smtp_flow{ $src} \'\,\'Sabnormal_cont_smtp_pkts{$
srep\V\ \'$abnormal_cont_smtp_size{ $src}\'\,\'Smtp\\,\'Sflow_cont{ $src}\'\,\'$flow_cont_
pkts{ $src}\'\\'Sflow_cont_size{ $src}\)");
}

}
foreach $src(keys %abnormal_cont_netbios flow){

if ($abnormal_cont_netbios flow{ $src} > $cont_netbios){
printf LOG ("on %18s occur %8s times Nethios pkts
%10d,size
%5.2\n" $src,$abnormal _cont_netbios_flow{ $src} ,$abnormal_cont_netbios pkts{ $src
},$abnormal_cont_netbios_size{ $src});
$dbh->do("INSERT INTO
$tablename(ip\,flow\, pkts\,size\,kind\,10minoutfl owA, 10minoutpkts\, 10minoutsi ze)
VALUES(\'$src\\,\'$abnormal_cont_netbios_flow{ $src} \'\,\\'Sabnormal_cont_netbios pk
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ts{ $src}\'\, \'$abnormal _cont_netbios_size{ $src}\'\,\'NetbiosScan\'\,\'$flow_cont{ $src} \'\,
\'$flow_cont_pkts{ $src}\'\\'$flow_cont_size{ $src}\)");
}

sub createtable {

$dbh->do("CREATE TABLE 'virus (‘date’ TIMESTAMP (10) DEFAULT "0, “ip’
CHAR (15) DEFAULT '0' NOT NULL, “flow™ MEDIUMINT (8) UNSIGNED
DEFAULT '0'NOT NULL, "pkts MEDIUMINT (8) UNSIGNED DEFAULT '0' NOT
NULL, 'size DOUBLE (8,1) DEFAULT '0' NOT NULL, 'kind" CHAR (10) DEFAULT
'0' NOT NULL) TYPE = MylSAM");

}
sub isinNet {
my($ip) = @_;
if ($ip=~/"140\..134\/ || Sip =~ /*172\./ || $ip =~ /"10\/){
retun 1,
} else{
return O;
}
}
sub init_prot {
my($file) = @_;
open (FN,$file) || die $!;
while(<FN>){
my($name, $proto) = split;
$protocol{"$proto"} = $name;
}
}
sub init_serv {
my($file) = @_;

open(FN, $file) || die $!;
while (<FN>){
my($name,$port) = split;
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$service{"$port"} = $name;
}
$service( "total"} = "total";
$service{ "others'} = "others';
$service("icmp"} = "icmp";

sub ipdeny {#added at 2004/02/25
my($ip,$insize, $outsi ze, $total size, Bl ow,$middl e, $high);
$low = 1000;
$middle = 2000;
$high = 3000;
$sth = $dbh->prepare(" SELECT ip, fcuinsizetotal ,fcuoutsizetotal FROM
$tablename ORDER by ip");
$sth->execute();
while(($ip ,$insize ,$outsize) = $sth->fetchrow_array()) {
$totalsize = Sinsize+$outsize;
if (Ptotalsize> $low & & $totalsize <= $middle){
$dbh->do("INSERT INTO IpDeny(ip,status_id,date?)
VALUES('$ip','1','Syear$mondmday’)");
}elsif ($totalsize > $middle & & $totalsize <= $high)]{
$dbh->do("INSERT INTO IpDeny(ip,status_id,date?)
VALUES('$ip','2','$yearSmon$mday’)");
}elsif ($totalsize > $high )}
$dbh->do("INSERT INTO IpDeny(ip,status_id,date?)
VALUES('$ip,'3','$year$mon$mday’)");
}

}
$sth->finish();
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