IPSANA: an Intrusion Prevention System disputing No-op Attacks
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Abstract

In this paper, we present a real-time
Intrusion Prevention Ssystem named IPSANA (an
Intrusion Prevention System disputing No-op
Attacks), which is based on system call
interception technique. In this system, users can
describe attacking models in forms of state
machine through a well-designed GUI interface.
This system intercepts every system call invoked
by application programs and tries to match any
penetration pattern. Once there is an evidence
showing some penetration is undertaking, the
system can terminate the penetration process
before injury. To improve detection accuracy, we
developed an inspection model based on
automata theorem and human-immunity concept.
With the help of this enhancement, IPSANA can
solve several kinds of mimicry issues that are
destined for pattern-matching IDS.
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1. Introduction

There are many security systems, such as
firewalls, anti-virus engine and Intrusion
Detection System (IDS), can be used to prevent
the system from malicious attacks on network.
Those tools are designed by experts and used to
detect and/or to prevent intrusion behavior.
However, no matter how powerful or
complicated they are, the intruders can always
sneak through and bypass the security checking
after analyzing these tools from top to toe.
Fortunately, the experts always try to push
forward new defending technology as soon as
possible to resist new attack methods.

IDS can be divided into two categories
according to their detection methods, including
the Anomaly IDS and the Misuse IDS. The
Misuse IDS is the prevalence one and it will use
given and occurred attacking scenarios to build
up an intrusion characteristics database. So, the
Misuse IDS is also called the Signature-based
IDS. When the monitored behavior is compared
and matched against some intrusion pattern, this
action will be judged as an intrusion. In this
manner, the Misuse IDS has the benefits of low
false alarm rate. But it will also suffer from the
drawbacks of low detection rate to new kinds of
intrusions, since it does not have the patterns of
new attacking scenario in its signature database.

The Anomaly IDS has a database which is
used to store templates of normal program
behaviors. The Anomaly IDS will compare the
monitored action with normal models in
database and identify it as abnormal when it has
lots of divergence comparison result. Although
the Anomaly IDS can detect new attacking
methods, it also has to bear high erroneous
judgments rate. That is because it is quite hard



and uncertain to exactly define what the normal
behaviors are in this complicated computing
world.

Exactly as mentioned in the design goal and
principals of STBIPW (State-Transition-Based
Intrusion Prevention using Wrapper)[1] , only
when the intruder have accessing privilege to
system resource can he cause certain degree of
damage to victim system, and the only possible
way to access system resource is via system call
interface provided by OS. Therefore, system call
interface is an area of strategic importance. With
the help of wrapper-based IPS, we can intercept
and analyze the system call sequence invoked by
process to detect intrusions.

In recent years, most of the researches
regarding IDS are mainly focused on the
improvements of detection rate and erroneous
judgments rate. However, there are also some
articles trying to give a warning to the potential
attacks of IDS, such as Mimicry Attacks [5] .

In order to reduce the possibility of false
positive rate and to enhance the capability of
wrapper-based IDS, we proposed the IPSANA
(Intrusion Prevention System disputing No-op
Attacks) based on the STBIPW which we built
before. In STBIPW, user can define intrusion
templates in the form of finite state machine
(FSM) and those templates are similar to the
patterns in traditional signature-based IDS,
which can be used to detect intrusion actions and
stop its execution before damage occurred.
However, STBIPW is a signature-based IPS and
it also has to resolve the problem of low
detection rate caused by new kinds of attacking
scenarios. Therefore, against STBIPW, there are
two major improvements in IPSANA. First, we
analyze and transform user-defined intrusion
templates according to Automaton theorems.
After transformation, these modified templates
will assist IPSANA to detect not only original
intrusion behaviors, but also the No-op attacks.
Seconds, we adopted the concept of
Human-Immunity in our system. We use
negative  selection mechanism to  test
user-defined templates and filter out improper
ones to lower down false alarm rate.

In this paper, we will first introduce several
related works regarding intrusion detection
systems (IDS), and then give an overview of
human-immunity system in section 2. Then, we
will talk about mimicry attacks that give several
challenges to signature-based IDS. In section 3,
we describe how the IPSANA conquers several
issues that are destined in signature-based IDS,
followed by the detail architecture of IPSANA in
section 4. In section 5, we use plenty of
experiments results to show the intrusion
detecting capability and to evaluate the system
efficiency of IPSANA. Afterwards, we will give

a brief discussion and conclusion in the last
section.

2. Related Works

In this section, we first introduce two
intrusion detection systems related to this paper.
One is the system-call-based IDS that intercepts
and monitors the sequence to detection intrusion.
And the other is the state-based IDS that use
states and state transitions mechanisms to find
out the evidence of intrusions. Afterwards, we
present the human immunity concepts and
introduce one intrusion detection system
designed and implements based on this concept.
Finally, we talk about some possible attacks to
host-based IDS and ways to pass by its
detection.

2.1 System-call based Detection Methods

In modern operating systems, user process
has to use system calls to access system resource
through kernel. In this way, kernel can schedule
each request and ensure fairness among multi
processes. To provide security checking, it is
quite practical to do examination on system calls
invoked by suspected process. There are many
IDS systems designed with this concept, such as
STBIPW[1] and N-Gram [18] [23] .

N-gram was proposed by Stephanie Forrest
and other team members in 1996. They used
system call tracing technology to build their IDS
system and finally presented the pH-IDS[2]
(process Homeostasis IDS) in year 2000.
pH-IDS will verify each system call invoked by
process and determine its status. It builds a “self
database” for each privileged process which is
used to represent this process’s normal behavior
under specific hardware architecture, software
version and configuration.

The “N” in N-gram represents that it will
examine N continuous system calls. For example,
when N = 3, N-gram will observe each system
call and check their relationship with the
following three system calls. It will compare
each fragment of system call sequence against
database to detect intrusion. In this way, N-gram
is simple and efficient, but the detection rate will
depend on the window size N. When window
size N is larger, it will be more precise to the
comparison result since it has more evidence to
prove it is an attack. However, it will decrease
the detection rate with too large N. Therefore,
choosing N is an important and tough job when
using N-gram since every process has different
adapted window size. The other drawback of
N-gram is that it checks only system call
sequence. It does not inspect the system call



parameters. There are some attacks that are
carried out with valid system call sequence but
harmful arguments to achieve the purpose of
attacking. Furthermore, we can choose some
valid system call fragment from normal database
and insert it into intrusion sequence. In this way,
the intrusion system calls are scattered into each
fragments and beyond the scope of window size,
thus successfully escaping the N-gram’s check.

2.2 FSM based Detection Methods

The finite state machine (FSM) is
composed of states and transitions. Each state is
used to record status of certain task and related
to each other with transitions. Each transition
will be triggered to make switch when some
event happened. We can view each intrusion
behavior as a sequence of states that each state
represents some key action has been done. For
example, Figure 1 represents the behavior of
virus infection.

open open write
The open file is an object file  File name == comm

Initial state

open open
File name == comm  The open file is an object file

Figure 1 FSM of Virus Infection

The STAT (State Transition Analysis Tool)
[15] [20] is one well-known IDS system that
uses FSM to analyze intrusion. STAT is a log
investigation system. It uses FSM to describe
attack scenarios and then feeds system logs into
intrusion detection engine to find whether the
system has been attacked. However, attackers
can make a detour to go on the offensive and
leave without being aware of.

There are many researches that use the
concept of STAT, such as STBIPW[1] . In that
work, it decomposes a penetration into many
states linked with critical system call transition.
It uses graphical interface to describe intrusion
behaviors. It would be more intuitive and easy to
depict attacks, especially for complicated rules.
Therefore, the STBIPW can provide real-time
intrusion prevention, and the graphical models
will not only decrease the complexity of rule
maintenance but also raise the accuracy of
detection rate.

2.3 Immunity based Detection Methods
Human body is always being in touch with

external materials, such as water and air. All
these outside materials may contain harmfulness

invaders to human bodies. It might be bacteria,
virus, even the parasite. Fortunately, we have
biological immune system that would detect and
eliminate those foreign intruders. The major
character of immune system is the lymphocyte,
which is known as antibody. It is like a sentry
that patrols around and ferrets out pernicious
materials.

To produce antibodies, the immune system
will first pick up a random segment from gene
pool. This randomness is the main reason why
human bodies can resist unknown diseases.
However, not every gene segment is able to be
used as lymphocyte. They have to be tested with
both positive selection and negative selection.
The positive selection will leave behind those
abnormal lymphocytes that can not cooperate
with other human cells. On the other hand,
negative selection will let lymphocytes contact
with human cells and filters out those active
ones since these lymphocytes misjudge normal
cells as enemies, producing the phenomenon of
autoimmunity. The lymphocytes that pass both
positive and negative selections are said to be
mature and be able to shoulder the important
duty of epidemic prevention.

There are many researches that proposed
and designed IDS systems with the concept of
human immunity [24] [25] [26] . The basic idea
is to map certain computer characteristics as
antibody, and then cultivate random-chosen
antibody to be a mature one. For example, we
can represent a network connection to be a byte
stream in length L based on some basic
information, such as IP addresses and port
numbers. We also define the sentries of IDS
system as byte stream with length L. Those
sentries are corresponding to lymphocytes in
immune system and responsible for the jobs of
intrusion detection. When the representative byte
stream of certain network connection matches
some detectors, it means that this connection
might be a dangerous one.

Another kind of immunity detector is
described as a state machine, such as the work in
IGSTAM [26] . In IGSTAM, it represents each
kind of intrusion as sequence of states alternated
with transitions. Consequently, it defines the
antibody as state machine and calls it vaccine in
the following format:

Vac = (S1, Al, S2, A2, ..., Sn).

Those vaccines also have to pass negative
selection. They will be trained against normal
database to see whether they are active to normal
behaviors. If there is no match, those vaccines
are said to be mature and can be spread to detect
whether system is being attacked.



2.4 Weakness of Host-based IDS

To detect intrusions, signature-based IDS
has to detect and match certain pattern exactly,
and then it can judge it as an attack. For that
reason, we can insert some useless operations
(no-op) into penetration sequence to confuse the
detectors. This kind of attack is called “no-op
attack” . Take N-gram discussed above as an
example, N-gram will inspect several continuous
system calls to detect intrusions. If we know the
trained database it uses and insert some normal
system calls into detector pattern purposely, we
can get away from detection since the attack
sequence has been out of the window size. In the
same way, we can disperse attacking steps to
normal patters and accomplish invasion slowly
and stealthily. These kinds of attacks are called
Mimicry Attacks [5] and the no-op attack is one
typical type of them.

Another kind of mimicry attacks is called
the collaborative attack. In order to escape from
examination, malicious process can fork another
child process to carry out invasion. Most IDS
systems will monitor fork related actions and
apply equal inspections for child processes to
prevent such attacks. However, if both the parent
and child processes finished parts of intrusion
steps and exchange their results through IPC, it
will be undetectable by original methods. For
example, if we define the following sequence of
system calls as a simple intrusion patter:

open("/etc/passwd");
write("/etc/passwd");
close();

It will be undetectable by general IDS systems if
we let parent process do the open system call
and let child process finish the write, as shown
in Figure 2. Currently we will focus on detecting
the No-operation attacks. To disputing the
collaborative attacks would be our future work.

fork/execv

write(fd) close(fd)

open(“/etc/passwd™) Td

Operating system

Figure 2 Collaborate Attacks

3. IPSANA System Requirements and
Design Issues

Detection rate and false positive rate have
been challenges to intrusion detection systems
all the time. Therefore, a well-designed IDS
system should pay attention to both requirements.
In this section, we first introduce how to use
negative selection mechanism to inspire from
immune system to filter out unsuitable detectors,
and thus reduces the chance of false positive. In
additions, we proposed solutions to against
mimicry attacks.

3.1 Examination of Improper templates

In this paper, the system architecture we
proposed can be classified as a Misuse IPS. It
can let users customize their own penetration
templates so that it can be used to detect
intrusions as required. In order to lower down
the false positive rate, we collect normal system
call sequences on a clean system and use this
data to examine user-defined templates. There
are two phases in this procedure, one is the
training phase and the other is the testing phase.

In training phase, we collect system call
sequences of normal actions to build the Normal
Database. During this phase, it should be
guaranteed that the testing environment is clear
and there would be no any intrusion at all. This
is much like the way used in Anomaly IDS.
However, the normal database built in Anomaly
IDS is used for intrusion detection. On the
contrast, normal database is used to inspect
user-defined patterns (as shown in Figure 3), just
as lymphocytes and negative selection
mechanism in the immune system.

I Initial State I

‘ Choose one sequence ‘
in Normal Database

[ | Compare with | |
User-defined Template

Np

Prompt
Warning

Modify Update
Template Database
| |

Figure 3 Procedure of Negative Selection

Finish
Negative Selection




In testing phase, if the comparison gets
positive reactions, it means that this template
might misinterpret normal behavior as abnormal
one. The system will make a warning prompt to
user. In this way, users will have the opportunity
to modify just-defined templates or let it be used
in system even though it got positive result.
Based on the testing procedure inspired from
immune system, we can diminish lost caused by
improper template detectors.

3.2 Prevention the No-op attacks

In traditional signature-based IDS, it is easy
to circumvent intrusion examination by inserting
lots of useless system calls. However, those
systems that specify intrusion as state machines
have certain degrees of resistance against no-op
attacks in nature. This is because the finite state
machine would stay remained when it faces an
unrelated event. However, it is not enough to
defend no-op attacks with only such inborn gifts.

For example, we can define an intrusion
template as shown in Figure 4 and suppose all
those labels on arcs are system call numbers.
This machine is a DFA (Deterministic Finite
Automaton) and thus it must make a state
transition when the current state and current
system call satisfied its definition of transition
function. To attack this template, we can make a
system call sequence “a, c, ¢ and this sequence
won’t be detected by this machine. That is
because the attacker can escape the inspection of
“c, €” sequence by executing “a” first. We call
this kind of attack as Evasion attack. It is one
kind of no-op attacks since the system call “a”
behaves like a no-op operation used to disturb
detection.

Figure 4 Original Template

In order to solve evasion problem, we have
to reorganize the FSM. First, we decompose the
complex parts of original FSM into several
sub-FSMs as shown in Figure 5. Every two
crotched paths that join before final state would
be separated. Formally, we will do DFS search
on original graph and take apart the graph into
individual subgraphs represented by the paths
from initial state to final state when we find a
back edge.

Figure 5 Template after first transformation

In this way, attackers can not insert evasion
operation (unrelated but influenced) to escape
inspection. For example, it would be
undetectable for sequence “c, f, ¢ and
become a suspect one after transformation. This
algorithm is listed as follows:

Ggraph (FEM)

V[G]nedesin G

U[Gledges in G

P[G]:path from initial node to final node in G

DF3(3)
for each node u € V[ 3]
do  colot[u] =--WHITE
[u] =--NIL
foreach node u & V[3)
do if color[u]=WHITE
then DF3-VIZIT ()
DF2-VISITw)
color{u] <--GRAY
foreach v & Adjfu]
do if color[v]=WHITE
then m[v] <--u
DFAE-VISITw)

if color[v]=BLACE and vwl=final and z[v]l=u

then for each p € P[3] that include (u,v)
do MNew a sub-F3M
discard (u,w) from G
color[u] <--BLACE
if Adifu] =MIL and uis not final
then discard {7 [w],u) from G
discard u from G

In second step, we add an ¢ -transition for
each non-final state back to previous fork state
that has more than two possible transitions. It
will become an & -NFA (Nondeterministic Finite
Automaton), as shown in Figure 6. In this way,
no matter how far this machine has been to, it
can go back to previous fork state and trace
another path to the destination.



Figure 6 Template after second transformation

After this transformation, the enhanced
FSM can detect any kind of no-op attacks, no
matter how much the useless operations are and
how dispersed those key events are. This
algorithm is listed as follows:

Gigraph (FSID)
V[G]nodes in G
T[Gledges in G

D[G] : crotched nodes in G

DF3(G)
D[G]=INULL
for each node u € V]3]
do colot[u] =--WHITE
7 [u] =--NIL
foreach node v & V[G]
do if  color[u] ="WHITE
then DFS-VISIT(w)
DFS-VISIT(u)
coloru] =--GEAT
i Num(&difu]) =1
then Add u  to D[E]
foreach v & Adju]
do if colot[v=WHITE and vl=final
then 7 [v]<--u
foreachd € D[3F]
do  Add {d.v) labeled &
DES-VIZIT(w)
colot[u] <--BLACE
if u e D[G]
then discard v from D[3]

Finally, we transform the & -NFA into an
equivalent DFA as shown in Figure 7. We do this
transformation for the reason of simplicity and
efficiency. In DFA, the system only has to pay
attention to relative system calls that are critical
to current state. However, in € -NFA, it needs to
guest all possible paths against happened events
and search whether there is one path that reaches

the final state. Therefore, it would be much
simpler and efficient in real-time execution when
we use DFA to specify the intrusion. Even so,
the transformed FSM does not lose its detection
capability since they are equivalent according to
automaton theorem. It can detect several variants
of no-op attacks, including evasion attack.

b

Figure 7 Final Template

4. IPSANA System Architecture

Based on STBIPW, our system is divided
into two segments; one is the user level
components and the other is the kernel-level
components. We use a device driver to connect
these two parts. The device driver acts as a
bridge between these two segments. In one side,
it will help to pass commands and data to
underlying core engine for user configuration.
And in the other side, it will also help to return
execution information back to wusers. The
architecture of the complete system is shown in
Figure 8. We use the Kernel-Level Wrapper
technique to build all the kernel components in
the form of LKM (Loadable Kernel Module) and
plug it into the Linux kernel in the run time.

[ I sutbased e o)
Rule configuration Pilde ]re A B
1 interfiice 1 - i
User level
components
Wrapper
Driver
Kermel level |
i o rgring it
i
il ch
\ Colletor
Loadable module support Kernel

Figure 8 System Architecture of IPSdANA



4.1 User Level Modules

The main function of the user level module
is to pre-set the attack templates. This includes
providing the interface for users to formulate
attack templates, and analyzing the attack
templates the users have defined. This can not
only prevent no-op attacks, but can also verify
the user-defined templates. The purpose is to
make sure there are no inappropriate attack
template monitoring programs that may cause a
high false positive alarm rate.

First, we must analyze and verify the attack
template defined by the user. Therefore, we
might alert the user when he/she defines an
inappropriate attack template to eliminate
recognition errors, and also prevent hackers from
inserting no-op system calls to avoid detection.
These functions are accomplished by the
Template Analysis Module and the Template
Testing Module.

The Template Analysis Module first
analyzes the original attack templates, divides
them into several sub-FSMs according to the
condition, transforms each sub-FSM into a ¢
-NFA, and last, transforms them into real attack
templates that can actually be used to detect
attacks. As in Figure 9, the upper part reveals the
original attack template that the user has defined;
after going through analysis and transformation
via the Template Analysis Module, it will
become the final attack template as revealed in
the lower part.

Pre-reqire
comm=nuftpd

Q setreuid chroot

open(“/etcipasswd’

wiite(“/etc/passwel’)
chdir(*../.1../

111.T) - chroot(T") —~
_/

execve(*/bin/sh’)

execve(“/bin/sh")

chdir("

chroot /\\/,./v./v. .
N

open(* "
A0
)

chrooti"/"h
N

Q setreuid

execve(“/bin/sh”)

Figure 9 Template Transformation

After analyzed, the attack templates must
be tested before being inserted into the kernel.
The Template Testing Module will first select the
normal system call sequence from the Normal
Behavior Database, and then test to see if it
could transform the attack template to the
template’s ultimate condition. The flow is shown
in the figure below.

The template will be inserted into the
Wrapper Driver after it is verified. Then the
kernel level modules will execute the monitoring

program according to the user defined template,
and detect attack behaviors which match with
those ones that the users have defined.

- )
L L J)—
- [ \Q/ ™
w B
L emplate analysis \_Q_\\
S module
/ O
/
/
/ user define template
/ A
// '/\_\
| \ ' Oh
' \ \
1 \ | |
. Qe |
User decision '\Q

W final Tﬂplate

/ emplate testing
Insert to kernel module

no

compromise

P —

Figure 10 Template Analysis and Verification

module

4.2 Kernel Level Modules

The main function of the Kernel level
module is to detect real-time attacks. This
includes generating an FSM object, intercepting
system calls, and executing the state-transition of
the attack FSM object. Training the Normal
Behavior Database is also a function of the
Kernel level module.

The Normal Behavior Database used by the
Template Testing Modules is constructed by the
Normal Behavior Collector. The Normal
Behavior Collector records the system call
sequence while normally and securely used by a
user. This training method could be used on any
application program. Via the Wrapper Driver, a
user could set up the requirements in the
Wrapper Manager to record normal system calls.
The Wrapper Manager could then call the
Normal Behavior Collector according to the
requirements, and train an exclusive Normal
Behavior Database for any application program.
The user could decide both the time of training
and the size of the database. The longer the time,
or the lager the size, the more accurate the attack
template test would be, resulting in reduced false
positive alarm rate.

5. Experimental Results

In this section, we will use the experimental
results to illustrate the efficiency and
practicability of the IPSANA system we
proposed. First, we will discuss the run-time
performance overhead of our system; then we
will show the results of the experiment on



detecting improper attack templates by
implementing the user-trained Normal Behavior
Database. We use attack behaviors that can
purposely avoid detection for the mimicry
attacks to verify that our system can catch these
attack behaviors, and detect the attacks more
accurately.

5.1 Runtime Overhead

The runtime overhead of our system is
mainly caused by state-transition. We designed
the first testing program as a copying program,
which opens a text file and copies it to another
file. All the read and write system calls will
cause state-transition in the FSM object of the
supervising program while it is executed. The
result is shown in Figure 11. No matter how
large the size of the copied file is, the
state-transition time is a stable constant around
1300 1 s. Therefore, the lager the file is, the
longer the time is used on the I/O operation, and
relatively, the smaller the system’s runtime
overhead will be. This is shown in Table 1.

—&— without monitor
—®— with monitor

- 50000

=

£ 40000

30000

3

% 20000

E

g 10000

= 0

S1I2k M 2M 3M 4M SM
file size

Figure 11 Program size vs. elapsed time

File Size (MB) 05 |1 2 3 4 5

Overhead Rate 36% | 18% | 11% | 8% 6% 4%

Table 1 Program size vs. System overheads

However, the combination of the first
program and the attack template results in the
worst state. That is, when a user formulates an
attack template, the key system calls on the
template seldom occurs. This is because
comparing to the rate of normal behaviors, the
rate of attack behaviors is much lower while
executing a program. Therefore, in the second
testing program, our program copies a 2M file in
the experiment, modifies its behavior conditions
and attack templates, and reduces the rate of the
system calls that causes the state-transition in
attack templates. The result is shown in Figure
12. From the figure, we can claim that the
runtime overhead is approximately 0 while the

rate of the system calls that causes the
state-transition in attack templates is below 8%.

100.00%
90.00% F
o, 8000% [
g 70.00%
=
5 60.00%
S 50.00%
£ 4000%
5 30.00%
20.00%
10.00% e
0.00% ‘ ‘ ‘ ‘

0 10 20 40 60 80 100

state transition percentage(%)

Figure 12 Overhead in State Transition

The experiences above merely show the
state of a single attack template monitored by a
single program. Next, we will use the program
that copies a 2M file to experience the condition
with attack templates and several monitor
programs executed concurrently. Figure 13
reveals the relationship chart of one program
being monitored by different numbers of attack
templates. From the chart we can see that even if
the program meets the monitoring conditions of
several different attack templates, the executing
efficiency will not reduce as long as the program
is still normally running. Therefore, the runtime
overhead can remain in a stable status. This is
because even though the program is affected by
being monitored under many monitoring
conditions, it will not cause a lot of templates to
do state-transitions constantly if normally
executed. Hence, it will be able to stably retain a
low runtime overhead.

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00% —

0.00% ;

10 20 30 40 50
number of monitor template

runtime overhead

Figure 13 Number of Monitored Templates vs.
Overheads

Figure 14 shows the overhead when many
programs that require being monitored are
executing. We can see that while running many
monitored programs at a time, the runtime
overhead can also retain stable. This is because
while a system call of a program is intercepted,
the hash method is used to search for the FSM
object of the monitoring programs. Therefore,
running many programs concurrently would only
increase the searching time, which is relatively

little. This can retain a stable runtime overhead.
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Figure 14 Number of Process vs. Overheads

Afterwards, we experienced running
multiple programs at once, each program being
monitored by many attack templates, as shown
in Figure 15. In the figure, each line represents
the number of programs that are executed at the
same time. This shows that even under such a
sophisticated monitoring condition, our system
can still retain a low stable runtime overhead,
and not be affected by the increased numbers of
programs and templates.

—&— 5 processes
—8— 10 processes

100.00%
80.00%
60.00%
40.00% [
20.00%

0.00% ‘ ‘ ‘ ‘

10 20 30 40 50
number of monitor template

runtime overhead.

Figure 15 Runtime overheads

5.2 The Attack-Detection Expeirments

First, we assume that the sequence of an
attacking system call is as follows:

setreuid(0,0)
open("/etc/passwd")
write("/etc/passwd")

In the pH-IDS detection method, say that
the window size is 3; we would only have to
insert a no-op system call, such as read, to make
the sequence of the attack system call as below:

setreuid(0,0)

open("/etc/passwd")
read("/etc/passwd")
write("/etc/passwd")

in order to avoid the pH-DS detection.

Based on the characteristic of STAT, our
system assumes that the attacker already knows
the attack template the user will define, as in
Figure 16. However, our FSM would only do
state-transition when a key system call occurs.
Therefore, inserting unrelated no-op system calls
would not affect our detection. As in the
example above, while going through the setreuid
system call and the open system call, the FSM
will stay in state 3; if read, an unrelated system
call, is inserted at this moment, it will not affect
our detection. Our FSM will remain in state 3
until write, another system call, is intercepted; it
then moves to the final state and the attack is

caught.

open(*/etofpasswd™)
write(“fetcipasswd”)
setrewid(0,0) m
! 2 &

Figure 16 Original testing template

Besides, experienced attackers may use the
weaknesses of STAT and try to insert onto the
other system calls of the attack template to find
another route to attack. The attacking system
calls are as below:

setreuid(0,0)
open("/etc/passwd")
chroot("\")

The “open” is a no-op system call which
attempts to use open as other-routed attacks. It
first executes system calls setreuid and open to
put the FSM in state 3; because FSM could not
intercept chroot in state 3, it could avoid the
detection. Yet, in our system, our Template
Analysis Modules will first transform the
original  attack  templates into  no-op
attack-evading attack templates, as shown in the
figure below.

@ chroot(*f7)

open(*/etoipasswd™)
write(“fetolpasswd”)
setrenid(0,0)
O, &) @
chroot(“/")

Figure 17 Testing template after transformed

We can detect the inserted No-op system
call’s rerouted attack, as shown in Figure 18. No
matter how many no-op system calls the attacker
inserts into the original attack template, or how



many attacking routes it tries, we will be able to
successfully detect it.

5.3 Warning Test of Improper Templates

If we want to monitor the sftp-server
program, we use the Normal Behavior Collector
for two days of normal behavior trainings to
generate a 2M sized Normal Behavior Database.
This can prevent errors from occurring in the
future, and also prevent high false positive rate
templates.

Ir21686:7# [forkl
ondition is hold
insert instance successfully
[insert instancel process ID :
update syscall 283 ttt
update instance 18 1
update
update i
update
update

process name : bash

1878

instance 1878tt?

fAlert ttt process: after call: 61

"no_op_attack"”
Kill process: "no_op_attack" ....

Figure 18 No-op attacks detected

During the training phase, we only need to
use the intranet to login and operate, in case of
attack behaviors. Then we try to define an attack
template, as in Figure 19, to prevent attackers
from using the loophole of the sftp-server to get
the root authority and leave some programs that
would cause to the system.

The attack template we defined is to
prevent attackers from using loopholes to get the
root authority. They may create new file folders,
modify authorities, write invading programs, etc.
However, after going through Template Testing
Modules, it will still move to the final state
under a normally used condition. Because the
system calls sequence shown in Figure 19, it
may still happen under another file with the
same authority. This shows that the attack
template is not accurate enough, casing false
positive rate to enhance. Thus our system tests
the templates first once they are defined, and
report them to the users.

socketcall mizir

6. Discussion and Conclusion

In this paper, based on the result of
STBIPW[1] [1] we developed an intrusion
prevention system, IPSANA, which has the
following four advantages:

(1) It has the advantage of a kernel wrapper, and
the monitoring job is done in the kernel. The
runtime overhead is relative low. Our system
can intercept all the system calls. Any
application programs that requests services
from the system will be monitored. Thus,
before the system being harmed, malicious
behaviors will be blocked in real-time.

(2) It has the state-transition statement advantage
of STAT. IPSANA can use state-transition
statement to generate graphical statement
interface, so that the user may use direct
sense to understand sophisticated behaviors.

(3) Low false positive rate. We use the negative
selection inspired from the concept of human
immunity system to train a Normal Behavior
Database to detect attack templates, in order
to prevent users from defining inappropriate,
easily mistaken attack templates. Therefore,
the false positive rate will reduce.

(4) It is able to go through the tricks of
purposely avoiding IDS detects. To dispute
the No-op attacks, we first analyze the
original attack template that the user has
defined, and then add an ¢ -transition for
each non-final state that has more than two
possible transitions. After that, we use the
FSM transformation algorithm to transform
the & -NFA (Nondeterministic Finite
Automaton) to an equivalent DFA so that
every path can be traced, and thus can
prevent no-op attacks.

In the near future, we will try to improve
the IPSANA to fight the collaborative attacks.

Figure 19 improper sftp-server attack template

10



(1]

(2]

(3]

(4]

(3]

(6]

(7]

(8]

(9]

[10]

Reference

Tsung-Yi Tsai, Kuang-Hung Cheng,
Chi-Hung Chen, Wen-Nung Tsai, “An
Intrusion  Prevention  System  using
Wrapper,”in Proceedings of International
Computer  Symposium,  pp.1218-1223,
2004.

A. Somayaji, S. Forrest, “Automated
Response Using System-Call Delays,” in

Proceding of 9th  Usenix  Security
Symposium, pp.185, 2000.

Bai, Y., Kobayashi, H., “Intrusion
Detection  Systems: technology and
development,” in Proceding of 17th
International Conference, pp. 710-715,
2003.

Caberera, J.B.D., Ravichandran, B., Mehra,
RK., and Sci. Syst. Co., Woburn,

“Statistical traffic modeling for network
intrusion detection,” in Proceedings of the
8th International Symposium on Modeling,
Analysis and Simulation of Computer and
Telecommunication Systems, pp. 466-473,
2003.

D. Wagner and P. Soto ., “ Mimicry Attacks
on Host-Based Intrusion Detection
Systems,” in Proceding of the ACM
Conference on Computer and
Communications Security, pp. 255-264,
2002.

Dozier, G.,Brown, D., Hurley, J., Cain, K,
“Vulnerability analysis of AIS-based
intrusion detection systems via genetic and

particle swarm red teams,” FEvolutionary
Computation, Voll, pp. 111-116, 2004.

Eskin, E., Wenke Lee, Stolfo, S.J,
“Modeling system calls for intrusion
detection with dynamic window sizes,” in
Proceding  of DARPA  Information
Survivability Conference & Exposition I,
Vol 1, pp.165-175, 2001.

F. Besson, T. Jensen, D. L. Metayer, and T.
Thorn., “Model  checking  security
properties of control flow graphs,” Journal
of Computer Security, pp.217-250, 2001.

F Gonzalez and D Dasgupta, “Anomaly
detection using real-valued negative
selection,” Journal of Genetic
Programming and Evolvable Machines,
p.383-403, 2003.

Feng, H.H., Kolesnikov, O.M., Fogla, P.,
Lee,W., Gong, W., “Anomaly Detection
Using Call Stack Information,” in

11

[11]

[13]

[14]

[15]

[17]

[18]

[19]
[20]

Proceedings of the 2003 IEEE Symposium
on Security and Privacy,Berkeley, pp. 62,
2003.

Ghosh, A.K., Wanken, J., Charron, F.,
“ Detecting anomalous and unknown
intrusions  against i
Proceedings of the 14th Annual Computer

programs, ” in

Security Applications Conference, pp.
259-267, 1998.
Iguchi, M., Goto, S., “ Network

surveillance for detecting intrusions, ”
Internet  Workshop ISW99, pp.99-106,

1999.

Joseph, M. McAlerne and Stuart Staniford,
James A. Hoagland, “Practical Automated
Detection of Stealthy Portscans,” Silicon
Defense Publications,
http://downloads.securityfocus.com/library/
spice-ccs2000.pdf

K.M.C. Tan, K.S. Killourhy, R.A. Maxion,
“Undermining an Anomaly-Based Intrusion
Detection  System  Using  Common
Exploits,” to appear at RAID 2002 pp.54-73,
2002.

Koral Ilgun, Richard A. Kemmerer, and
Phillip A. Porras, “State Transition Analysis:
A Rule-Based Intrusion  Detection
Approach,”[EEE Transaction on Sofiware
Engineering, Vol.21 No.3, pp.181-199,
1995.

Phillip A. Porras, “Detecting Computer and
Network Misuse Through the
Production-Based Expert System Toolset
(P-BEST)*,”in Proceedings of the 1999
IEEE Symposium on Security and Privacy,
Oakland, California, pp.146-161, 1999.

Rapaka, A., Novokhodko, A., Wunsch,
D.,“Intrusion detection using radial basis
function network on sequences of system
calls,” in Proceedings of the International
Joint Conference, Vol3, pp. 1820-1825,
2003.

S. A. Hofmeyr , S. Forrest , and A.
Somayaji, “Intrusion detection using
sequences of system calls,” Journal of
Computer Security, pp.151-180, 1998.

Snort Homepage. http://www.snort.org/

STAT Homepage.
http://www.cs.ucsb.edu/~rsg/STAT/

T. Garfinkel, “Traps and pitfalls: Practical
problems in system call interposition based
security tools,” in Proceedings of Network
and  Distributed  Systems  Security
Symposium, pp.163-176, 2003.


http://downloads.securityfocus.com/library/spice-ccs2000.pdf
http://downloads.securityfocus.com/library/spice-ccs2000.pdf
http://www.snort.org/
http://www.cs.ucsb.edu/%7Ersg/STAT/

[22] Tal Garfinkel, Ben Pfaff, Mendel
Rosenblum,  “Ostia: A  Delegating
Architecture for Secure System Call
Interposition,” in Proceedings of the
Internet Society's 2004 Symposium on
Network and Distributed System Security,
pp-187-201, 2004.

[23] Warrender, C., Forrest, S., Pearlmutter,
B.,“Detecting intrusions using system calls:
alternative data models,”in Proceedings of
the 1999 IEEE Symposium on Security and
Privacy, pp.133-145, 1999.

[24] Zhang Yanchao , Que Xirong , Wang
Wendong , Cheng Shiduan , “ An
immunity-based model for network
intrusion detection,” in Proceedings of ICII
2001 - Beijing, Vol 5, pp.24-29, 2001.

[25] Zhao Junzhong, Huang Houkuan, “An
evolving intrusion detection system based
on natural immune system,” in Proceedings
of 2002 IEEE Region 10 Conference on
Computers, Communications, Control and
Power Engineering, Voll, pp.28-31, 2002.

Zhou-Jun Xu , Ji-Zhou Sun , Xiao-Jun Wu ,
“An immune genetic model in rule-based
state action IDS,” in Proceedings of
International  Conference on Machine
Learning  and  Cybernetics,  Vol4,
pp.2472-2475, 2003.

[26

—_




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


