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Abstract

Intrusion detection systems play an important
role in detecting possible attacks and notifying the
firewall to carry out the process of providing counter-
measures for malicious behaviors. There are two
primary techniques of intrusion detection systems:
“Anomaly detection” and “Misuse detection.” The
former defines normal network behaviors with
specific techniques in order to identify and predict
anomalous behaviors. The latter models known
attacks and is popular in most recent utilization of
IDS products. In several similar researches, the
analysis and evaluation of the anomaly detection

usually rely on manually pre-captured network traffic.

Nevertheless, even though the detector can perform
well in off-line simulated data, it might not work as
well as expected in real traffic. That is because
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merging real traffic into simulated traffic for a
detector usually leads to a lower detection rate and
higher false alarm rate. Consequently, in this paper
we provide an intrusion detection module which
relies on the analysis of the combination of manual
and real traffic. To minimize the obstruction of
training process, the real traffic is required to be
filtered by a misuse detector to remove all known
attacks. This work has an important result that can be
used to get an “on-line” anomaly detector into
practice in the future.

Keywords : Anomaly detection, Network intrusion,
False alarms, Network traffic

combination, Off-line packet analysis
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