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Abstract

An authenticated multiple-key agreement protocol enables two entities to authenticate each
other and construct multiple common keys in a two-pass interaction. Since Harn and Lin
proposed the first multiple key-agreement without using a conventiona hash function, there
are several works in the literature. In 2001, Yen, Sun, and Hwang proposed an improved
scheme that adopted the system timestamp to detect the replay message. Here, the authors
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scheme achieves better key utilization.

Index term: Cryptography, key agreement.

Dr. Hung-Yu Chien

Department of Information Management,
NanKa College,

NanTou, Taiwan, R.O.C.

E-mail: redfish6@ms45.hinet.net




I mproved authenticated multiple-key agreement protocol without using

conventional one-way function

Hung-Yu Chiert, Jinn-Ke Jar?
1. Department of Information Management, NanKei College, NanTou, Taiwan, R.O.C.
2. Institute of Applied Mathematics, National Chung Hsing University, Taichung, Taiwan, ROC.

*Corresponding E-mail: redfish6@ms45.hinet.net

Abstract

An authenticated multiple-key agreement protocol enables two entities to authenticate each
other and construct multiple common keys in a two-pass interaction. Since Harn and Lin
proposed the first multiple key-agreement without using a conventional hash function, there
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1. Introduction

In 1998, Harn and Lin [7] noticed that the conventional one-way function is widely
employed in many digital signature schemes [2-5]. In these schemes, the system will become
insecure because of the forgery attacks if the conventional one-way function is not used [7, 8,

12]. Furthermore, they also noticed that the security of these conventional one-way hash
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functions, like MD5 [8], is based on the complexity of analysis of iterated functions but is not
on a public hard problem [2, 3, 12] (the discrete logarithm problem is a public hard problem,
and can be seen as a one-way function.) So, it may seem very difficult to break the security of
these conventional one-way functions at the beginning, but it may become insecure to some
gpecia attacks later [8]. Therefore, Harn and Lin first proposed the authenticated key
agreement protocol without using the conventional one-way function [7]. Moreover, their
scheme greatly enhances the efficiency of key agreement by allowing two entities to establish
multiple keys instead of one common key in a two-pass interaction [7].

Later, Yen and Joye [9] found that the attacker could easily forge, with high probability,
the signature of the exchanged public keys in the HarnLin scheme. From this observation,
Yen and Joye proposed their modified verson. However, Wu et al. [10] found the same
weakness in YenJoye s modified version. Wu et al. finally proposed their solution by
exploiting the conventional one-way function. Unfortunately, this solution violates
Harn-Lin' s original requirement of no conventional one-way function. Therefore, Yen, Sun,
and Hwang proposed an improved version without using the one-way function. The scheme
adopts the timestamp to detect the replay message and to verify the authentic message.

In this article, we show that an impersonator can easily forge the message without
detection, and can share common session keys with the communicating party. That is, the
Y en- Sun-Hwang scheme is not secure. We also propose an improved scheme to overcome the
weakness. The rest of this article is organized as follows. In Section 2, we briefly review
Harn-Lin' s scheme, YenJoye s modified verson, Wu et a.” s scheme, and YenSun-Hwang' s
scheme. In Section 3, we demonstrate that an impersonator can easily forge valid message
and can establish common session keys with the communicating party. In Section 4, we
describe our improved scheme, examine its security and discuss the key utilization. Finaly,

Section 5 concludes this article.



2. Review of previous works

In this section, we review the main ideas of those previous works|[7, 9, 10, 14].
Harn-Lin’ s Scheme:

The HarnLin scheme enables two entities to authenticate each other and to develop
multiple common keys in a two-pass interaction. In the first pass, each entity generates and
exchanges n public values in authenticated manner. After exchanging the authenticated
messages, two entities verify the received messages and then generate n®- 1 keys [7], like
the Diffie-Hellman [1] approach, in the second pass.

By taking a smple example of n =2, we introduce the idea of Harn-Lin' s scheme as
follows. The system initialy publishes a large prime p and a primitive element a over
GF(p). Assume A and B be the two entities to authenticate each other and share

multiple keys. The long-term secret key for A is x, , and cert(y,) is the certificate of

A’ slongterm publickey y, =a mod p. The long-term secret key, long-term public key
and certificate of the public key for B are {x,, y,,cert(y,)}. Firstly, A randomly selects

two secret numbers secrets k, and k_ , and then computes their corresponding publics

I, =a* mod pad r, =a“> mod p. Entity A then has his signature of these two

publics by computing s, =X, - (r,) Xk, +k, ) mod p- 1, where r, =a™"™ modp. A
finaly sends (r, ,r,,,s,,cert(y,)) to B. Proceeding in a smilar approach, B computes

and sends (1, ,1,,, S, cert(y,) ) to entity A. After receiving messages from entity A, entity
B verifies them by checking whether the following equation holds
Y, ° (r,r,)*a* modp. (1)

Entity A aso verifies the messages received from B. If both A and B succeed in



their verifications, then they can derive four common keys: Klzralkbl :rblkal =g

KayK Ka, k
modp , K,=r,®=r*“=a“" modp , K,=r=r'*=a"" modp ,

ag b, az by

K,=r,' =12 =a""* mod p. But, A and B will only use three of these four keys

to preserve perfect forward secrecy [7, 11, 13].

Yen-Joye sscheme:

Later, Yen and Joye [9] found that an attacker can forge A’s message by finding some
integer r', and r', ,suchthat r, %, =r'_ %' mod p. Wecan easly seethat such r',

" a
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and ', dill satisfy Equation (1). They showed an easy approach to deriving such r', and
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r',, by finding a smal factor q of r, (or r, ). Then the attacker lets r', = r, /q and

1
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r',="r,-qtohae r x_ =r'_x' modp.Sucha r', will besmaler than p with

high probability when q is smal. Therefore, from the eavesdropped r, and 1, , an
attacker can easily derive r', and r', to have a successful forgery attack on the Harn-Lin
scheme. To conquer this insecurity, Y en and Joye proposed their modified scheme by limiting
r, ad r, intherange Ep/2u p-1]since?2isthesmallest factor of either r, or r,_ .

ap

They aso replaced the signature equation as @ s, =Xx,- (r,r, )Xk, +k, )modp-1.

Accordingly, the new verification equation becomesy, © (r,r, )™ >a* mod p.

Wou et al.” simproved version:

Later, Wu, He and Hsu examined the combinations of factors for the pair (r, , r, )

instead of just considering one small factor g of r, or r, . They found that an attacker



can forge successfully with a probability greater than 1/18 [10] in YenJoye s version. To
conquer the insecurity, Wu et a proposed their improvement by incorporating the
conventional one-way function into their modified signature equation and verification
equationas s, =X, - h(r,,r, )Xk, +k,)mod p- 1 and vy, ° (r,r,)" ™" >a* mod p,
respectively. Unfortunately, this modification violates HarnLin' s origina requirement of

using no conventional one-way function [7].

Yen-Sun-Hwang' sscheme:
To preserve HarnLin's requirement, YenSun-Hwang s improved scheme has the

following signature generation equation and the verification equation.
s, =%, - (r, Ar,)xk, +k,)mod p-1 2
Ya © (r,r,)™""™ =a* mod p. )
Yen, Sun, and Hwang also noticed that if an attacker intercepts a valid message {r, ,

r s,, Cert(y,)}, then hecan impersonate A and then replays the messageto B such

that B believe he is A, even the attacker does not know the secret session keys. To

overcome this weakness, they adopted the timestamp to refine the signature generation

equation and the verification equation as follows, where Time, is A’ scurrent timestamp.

s, =X, - (r, Ar, ATime,) xk, +k, )mod p- 1 (4)

Yo © (r,r,)= = "™ a % mod p. ©)

3. Impersonation attack and key compromise

In this section, we show that an attacker can easily impersonate A and can establish



common session keyswith B. That is, YenSun-Hwang' s schemeis not secure.

Suppose that the attacker has eavesdropped a valid message {r,, r S

ay’ a’

Time,,
Cert(y,)} from the network. The attacker chooses a random number k;l and lets

r. =a™ mod p. Then he lets r, =(r, @, )r,) " modp and Time, = r, Ar, Ar,

A, ATime, mod p- 1. For each randomly chosen k, , there will be a corresponding pair
{r',,r',,,Time,}. The attacker can find as many such pairs as he wish, and choose the
suitable pairs, according to the timestamp. The attacker can wait until Time, , and sends the

message {r,, I, S, Time,, Cert(y,)} to B. We can easly check tha B will
accept this message and responds the message (r,,, 1, , S,, Timg,, cert(y,)) to  A. Findly, the

attacker will share two common session keys K, =a'"" mod p ad K, =a'“" mod p

with B. The system isinsecure.
4. Our improved scheme

We first introduce our modified scheme, and then examine the security and the key

utilization

Theimproved scheme

A selects two secret random numbers secrets k, and k, , and then computes their

corresponding publics r, =a* mod pad r, =a*> mod p. Then A has his signature
generation equation as s, A K,; =Time, %, - (r, Ar,)xk, +k,) modp-1, where

Kg=a®modp is the longterm secret key between A and B . A sends



(ry.r..S,, Time,,cert(y,)) to B. B will verify the message by checking whether

Time,

Y — Ta Ata s,AK
Yo o =(r,r,,)™ @@= mod p.

The security Analysis

The security of our improved scheme is based on the discrete logarithm problem, and this
improved scheme is resistant to the forgery attacks and the replay attack, which fail the
previous versions [7, 9, 14]. Its resistance to the replay attack can be easily assured by

checking the timestamp. Its resistance to the forgery attack can be analyzed as follows.

Given the values (r,, r S, ), it is impossible for an attacker to derive the

corresponding Time, because it is a discrete logarithm problem and he does not know the
Kus- Given (r,, r, , Time,), it is also impossible to derive the corresponding s, because
it is a discrete logarithm problem and the attacker does not know K ;. The same argument

still holdswhen the attacker try to derive r, or r_ , giventherest of the parameters.

Now we examine the forgery attack in which the attacker make up the message from the

eavesdropped ones. Given avalid message (r, , r,, S,, Time,), the attacker may find r',

ay’

1
a

and r', suchtha (r',r',)=(r,r,)modp, and then try to derive the corresponding
Time, and s, to satisfy the verification equation. Then he has to solve the equations
Time, =Time, xr', Ar’, Ymod p-1 and s, AK,; =-(s,AK,)xr',Ar’, )mod p-1.

Since the attacker does not know K,;, he has no way to derive the s, . The same result

holds when the attacker tries other approaches to make up new message from the

eavesdropped ones. So, our scheme is secure against the forgery attack and the replay attack.

The perfect forward secrecy and key utilization



Now we discuss the perfect forward secrecy and the key utilization of our improved
scheme. Harn-Lin' s scheme only uses three of the four common keys to preserve the perfect

forward secrecy. We can easly check this by examining the signature equations

S, =% - (r)xk, +k,)mod p-1 and s =x,- (r,)xk, +k,)modp-1 , where
rr=a™® modp ad r,=a™™ modp . Then, we can compute X X, =
rah (Ko Ky, + K Ky +K K, +K, k) +s,r,(k, +k, )+r.s,(k, +k, )+s,5 mod p-1 and

K =@ = (K KKK, )™ (r, r, )™ (r, 1, )**@>> mod p. From the equation, we can

see that an adversary can derive the logterm secret key K,, between A and B if he

knows four consecutive session keys K., K,, K,,and K,. Therefore, Harn-Lin' s scheme

only uses three of the four common session keys.

Next we examine the key utilization of our scheme. According to the signature generation
equation, we have Time, XTime, xx, %, = (s, A K,5) X5, A K o)+ (S AK,Q) XK, Ar,)x
(kq + kbz) + (Sb A KAB) >(ra1 A raz) >(ka1 + kaz) + (ral A ra2 )(rti A rbz)(kal +ka2)(kb1 + kbz) mOd p' 11
and derive KABTimeaTime;J — a(saAKAB)(sDAKAB) x(rh_ rbz)(SaAKAB)(rblAsz) )(r r )(SQAKAB)(ralAraZ) x
(K, K,K,K )@ ®A%) mod p From the equation, we see that the adversary cannot

derive the long-term secret key even he getsthe sessonkey K, K,,K,,and K,. Therefore,

our scheme can use al the four session keys and achieve better key utilization.
5. Conclusions
In this article, we have proposed a secure multiple-keys agreement protocol. This

protocol does not employ the conventional one-way functions, and allows two entities to

share multiple keys in a two-pass interaction. Compared with HarnLin' s scheme and the



previous modified versions, our scheme not only preserves the origina requirement but also
withstand the forgery attack and the replay attack. Further, the improved scheme achieve

better key utilization.
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