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Abstract

Visual secret sharing (VSS) scheme is a
perfect secure method that protects a secret image
by breaking it into shadow images (called shadows).
Unlike other threshold schemes, VSS scheme can
be easily decoded by the human visual system
without the knowledge of cryptography and
cryptographic computations. However, the size of
shadow images (i.e., the number of columns of the
black and white matrices in VSS scheme [1]), will
be larger than the original image. Most recent
papers about VSS schemes are dedicated to get a
higher contrast or a smaller shadow size.

In this paper, the gray (non-binary) sub pixel
in the proposed method is completely different
from the black and white (binary) sub pixel in the
conventional VSS scheme. The new definition of
gray sub pixel lets the proposed VSS scheme have
non-expansible  shadow size. The term
“non-expansibleé’ means that the sizes of the shared

secret and shadows are same.
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1 Introduction

The secret sharing scheme, or sometimes
caled threshold scheme, was first introduced by
Blakley [9] and Shamir [10] independently in 1979.
A threshold scheme is a method to protect a master
key by breaking it to a set of participants and only
qualified subsets of participants can retrieve the
master key by combining their shadows. For a (k, n)
threshold scheme, the master key is divided into to
n different shadows, so that we can recover the
master key by combining any k(K £ n) shadows
but k-1 or fewer shadows will get no information.

A new type of secret sharing scheme [1]-[8]
called visual secret sharing (VSS) scheme, was first
proposed by Naor and Shamir in 1994 [1]. The
shared secret is an image (printed text, handwritten
note, pictures, etc.) and the VSS scheme provides
an unconditionally secure way to encode the shared

secret into shadow images. The decoder is human



visual system so that we can easily recover the
shared secret using the eyes of human being. For a
(k, n) VSS scheme, k or more participants can get
the shared secret by stacking their shadows
(transparencies). In the previous construction
methods for VSS schemes, we use several sub
pixels in the shadow to represent a pixel in the
original secret image, i.e., the size of shadow is
larger than the original image. Here we define the
Pixel Expansion = (the size of the shadow) / (the
size of the secret image). For example the Pixel
Expansion of Shamir’ s (2, 2), (2,n) and optimal (K,
k) VSS schemesare 2, n, and 2€*.

In this paper, we will propose the new VSS
schemes with non-expansible shadow size. That is
the Pixel Expansion of our scheme is 1. Our
method is to expand the binary level (only “black”
and “white”) of the sub pixel to non-binary level
(gray level) instead of expanding their shadow size.
This paper is organized as the following. In section
2, we will describe the conventional VSS scheme.
In section 3, we propose our VSS schemes and also
define the new contrast and security conditions.
Section 4 gives the experimental results and our

definition of the contrast. Section 5 concludes the

paper.

2 TheBasic VSS Scheme

As described in [1], in a k, n) VSS scheme,
the original image consists of a collection of black
and white pixels. Each original pixel isdivided into
m black and white sub pixels in n shadows. VSS
Scheme can be described by n x m Boolean matrix
S=[sj], wheres; = 1if and only if the jth sub pixel
in the ith shadow is black, otherwise s; = 0. When
shadows iy, ip, . ir, are stacked together in a way
which properly aligns the sub pixels, we see a

recovered image whose black sub pixels are

represented by the Boolean “ or” of rowsiy, iz, irin
S. The gray level of this recovered image is
proportional to the Hamming weight of the “or” ed
mvector V. Forthefixedthresholdl d m
and relative difference & 0, if H(V) d, this
gray level isinterpreted by the user’ svisual system
as black, and if H(V) d — am, the result is

interpreted as white.

DEFINITION 1. A (k, n) VSS Scheme can be
shown as two collections of n x m Boolean function
matrices By and B;. When sharing a white (resp.
black) pixel, the dealer randomly chooses one row
of the Boolean matrix B (resp. B) to a relative
shadow. The chosen matrix definesthe gray level of
the m sub pixels in every one of the n shadows. A
VSS Scheme is considered valid if the following
conditionsare met [1] :

1. For any Sin B (resp. By), the“or”ed V of
any k of the n rows satisfiesH (V) d —
am(resp.H (V)  d).

2. For anysubset {iy,ip, ..,iqt Of {1, 2, ...n} with

g < k, the two collections of d m matrices

obtained by restricting each n”m matrices in

B , il {0, 1}, to rows iy, b, .., iq are not

visual in the sense that they contain the same

matrices with the same frequencies.

The first condition is called contrast and the
second condition is called security. Due to the
security condition, we cannot get any information
about the shared secret if we do not have more than
k shadows.

For the basic (2, 2) VSS scheme, we will
stack two shadows to recover the shared secret, and
“black” is 2B and “whit¢ is 1B1W in the
recovered image. We cannot get any information

from any one shadow, because every pixel in the



shadow isrepresented as 1B1W.

3 TheProposed VSS Schemewith
Non-Expansble Shadow Size

In this section, we use new definition of sub
pixel to construct the VSS schemes. Instead of
expanding the original pixel into msub pixels, we
expand the gray level of the sub pixel as a
substitute. The new gray sub pixel is shown in
Fig.1(a), where a sub pixel is a fixed gray level,
and the operation between sub pixels is the
“ADDITION’. It means that a gray sub pixel
“ADD” agray sub pixel will cause anore gray sub
pixel. The stacking operation for the conventional
VSS scheme is* OR” shown in Fig.1(b). The major
difference between two schemesis that our scheme
uses non-binary operation and the conventional

scheme uses Boolean operation.

As a replacement for using n x m Boolean

matrix, therefore define N~ 1 matrix
P=[p,] where p, =1 iff the sub pixel in ith

we

shadow is gray level, otherwise [, =0. When

shadows I,l,,...,1
by “ADD”

5yl N P. The gray level of this combined

are stacked, we can

represent it operation of rows

i),
sub pixel G(V) is denoted by the “ADD” ed value
of this r-tuple column vector V, i.e, G(V )=
i, +o i

Next we use the DEFINITION 2 to show the
formal required conditions of the proposed VSS
scheme with non-expansible shadow size. As
convenience, we herein use the abbreviation
NEVSS (Non-Expansible VSS) scheme to denote

our scheme.

DEFINITION 2. A (k, n) NEVSS scheme can be

shown as two collections Cy and C; consisting of n,

and ngn x 1 matrices, respectively. When sharing a
white (resp. black) pixel, the dealer first randomly
chooses one column matrix in Co (resp. C;), and
then randomly selects one row of this column
matrix to a relative shadow. The chosen matrix
defines the gray level of one sub pixel in every one
of the n shadows. A NEVSS Scheme is considered
valid if the following conditions are met :

1. For these n (resp. ng) matrices in Co (resp.
C,), the“ ADD"” ed value of any k-tuple column
vector V satisfies G(V)T | (resp. G(V)T Q.

2. The two sets | and gsatisfy that |P,-P is
great enough such that we can distinguish the
“black” and " white”, where P, and Pyarethe
probabilities of the dominant color in the set |
and g respectively.

3. For any subset {iy, i, .., igy of {1, 2, ... n}
with g < k, the @V)in C, and C, are

same with the same frequencies.

The first two conditions are called contrast
and the third condition is called security. Note that
the two sets | and gare chosen to let us see the
“black” and* white’, and the dominant color means
the color with the biggest contrast relative other
colors in the set | and g From the definition, Cq
and C; are n x 1 matrices, so the Pixel Expansion is
1; however By and B; are n x m matrices, and thus

the Pixel Expansion ism.
3.1A (2, 2) NEVSS Scheme

For the description of the construction, we
first define the notation M, to represent the nx1

column matrices with the Hamming weight i of

every column vector, and j denotes the matrices

belong C; where il {0, 1}. For examplen =3, m,



are three 3x1 column matrices shown as

éOvéluélu
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m, ={gl_@ﬂg’lt} and M), belongs Co.
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Construction 1 : Let Cy and C; be the two white

and black collections of 2" 1 matricesfor a (2, 2)

NEVSS scheme. Then, C, ={m,.m,} ,

and C, ={m,}.

Theorem 1: The scheme from Construction 1 isa(2,

2) NEVSS scheme with non-expansible shadow

sSze.
Proof: Since the matrices
é0u ély
Co=imemy  ={od o8 and
0 0 0 SOH gl-u
é0u ély
C, ={m,} ={egeqd -+
Lo &Y &4

| :{G(g§’6(§5} = {0, 2} and

g:{G(gtfb,G(gb} = {1, 1} when stacking
u u

two shadows. The dominant color is “0” (white),
because “0" is the biggest contrast among the
colors“0”, “1",and “2” in | and g Now, P,=1/2
P&~0, the difference P,-P&=1/2, thus holds the
second condition.

For a proof of the third condition “security’, note
that we randomly chooses one column matrix in Cqy
and C,, and then randomly selects one row of this
column matrix to a relative shadow. So for each
shadow every pixel will be “0” (white) or “ 1" (gray)
half and half, and one cannot see any thing from
the shadow. O

Example 1: For a (2, 2) NEVSS scheme and

Co={m,.Mm,} . ad C, ={m,} . Fig.

2(a)~(d) are the shared secret, shadow 1, shadow 2,
and the recovered image shadow 1 + shadow 2. We
can observe that the shadow size is not expansible
from the following figures, and the gray level “1”

is used to represent “ black” and gray level “0” and

“2" are used to represent “ white” .

3.2 A (2, n) NEVSS Scheme
We now describe our 2-out-of-n NEVSS

scheme based on the new gray sub pixel.

Construction 2 : Let Cy and C; be the two white

and black collections of n” 1 column matrices for a

(2, n) NEVSS scheme. Then, C, ={m,,m},

and for even n or

C ={ m., 1}

Cl :{ rTé]r|/2ﬂ' 11 rri-])n/Zfﬁ-l, 1} for odd n.

Theorem 2: The scheme from Construction 2 isa (2,
n) NEVSS scheme with non-expansible shadow
Sze.

For since the collections

Proof: even n,

Coz{rra,mm,o} and C ={m/2,1} » SO

I :{G(”&o)'G(m,o)} = {0, 2} and g =

o ] n
— "
{0,...,0, 1,...1,2,...,2} when stacking any

27 -2
two shadows, where np = C; " ClJ , ny =

CZ2" ClZ.,ny= C2” CM2 .. The probability

of “0" and “2” in |
probability “0r

are al 0.5; however the

of and “2 in g
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and the probability of

“1” in g

2n
n, 2n

n+n +n, +2/ - a4’

Since “0” is the dominant color among “0”, “1”,

and“2”, and P =1/2, Pg&= /4 for large n.

The difference P,-Pg=1/4, thus holds the second
condition, and our (2, n) NEV SS scheme can show
the shared secret correctly due to the difference
probability.

For a proof of the third condition “security’, the
probability of G(V )=0 in Cy is 1/2, and the

n-1
n/2

probabilityr of G(V)=0in C; is =1/2.As

n/2
the same reason, the probability of G(V )=1inCy is
1/2, and the number of G( V )=1 in C; is
Cz
“1”(gray) half and half, and one cannot see any

=1/2. So, it satisfies that “0” (white) and

thing from the shadow.

For odd n, using the same approach, we can

get the similar result. O

Example 2: For a (2, 3) NEVSS scheme and
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={0, 1, 1, 2,1, 1} when shadow 1 and shadow 2 are
stacked. The dominant color is* 0", P;=1/2, P&=1/6,
thus the difference P -P=1/3. Fig.3(ar-(f) are
shadow 1, shadow?2, shadow 3, and the recovered
image shadow 1 + shadow 2, shadow 2 + shadow 3,
shadow 1 + shadow 3. We can observe that the
shadow size is not expansible from the following

figures.

Example 3 : For a (2, 4) NEVSS scheme, the two
white and black collections Cy and C; of 41

column matrices are shown below :

eot'e]“
eo

Co ={m,.m,} = { lﬂ
éOc%m
‘?o “‘Eo “

Rt

3.3 A (k, k) NEVSS Scheme

Construction 3 : Let Cy and C; be the two white

and black collections of k™ 1 Boolean matrices for a



(k, k) NEVSS scheme. Then, for even k
Co ={mMo, Mg Mo} :
C,={m,m,,..m,;}, and for odd Kk,

Co ={mo,Mgsesy M 10} :

Cl ={ my,Mmy,..., rrll,l} .

Theorem 3: The scheme from Construction 3 isa(k,

k) NEVSS scheme with non-expansible shadow

sze..
Proof: For even k, since the collections
G z{m,o’m,o’"-’m,o} and
Mo
——
C,={m,m,..m,} so I 0,...,0,
n2 n4 nk
— —
2,....2, 4,...4, ... Kk,...,K}, where ng =
C& np=Cs, ny=Ck, .. n=C, and
m 3 5
— — —
o 1..1, 3...3 ., 5...5, .,
N-1
—
k-1...,k-1}, wheren, = Clk,ngz Csk,n5:

k _ K
C5, v N1 = Ck-l'

Since “0” is the dominant

color among “ 0" ~" k", and P =C 12'=1/2%, P=0

The difference P-P=1/2" holds the second
condition.
For a proof of the third condition “security”, for

even n, when q(<k) shadows are stacked, the

number of G(V)=j in Cois C{'” (é Cilf'jq .
izeven

and the number of G( V )5 in C; is

Cl” (acr 1), where j=0, 1, ..q, and i

izodd

. - K- , k-
k-g. Since C{ (aC 1= C{ (a G,
ireven izodd
so the third condition is satisfied.
For odd n, using the same approach, we can

get the similar result. O

Example 4 : For a (3, 3) NEVSS scheme and

€Ouel el i
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when stacking these three shadows. P, =1/2%Y=1/4,
Pg=0, thus the difference P,-P=1/4. Fig.4(a)~(c)
are shadow 1, shadow2, shadow 3. Fig.4(d)~(f)
show that we can not get any information when
stacking any two shadows. Fig.4(g) is the
recovered image. We can observe that the shadow

sizeis not expansible from the following figures.

Example 5 : For a (4, 4) NEVSS scheme, the two
white and black collections Cy and C; of 41

Boolean matrices are shown below
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4.Experimental Results and Contrast of
the NEVSS Scheme

4.1 Experimental Results

Example 1, Example 2, and Example 4 show
the (2, 2), (2, 3), and (3, 3) NEV SS schemes. In this
section, we use these three NEVSS schemes to
show how to choose the optimal gray level of sub
pixel such that we can get the clear recovered
image. Fig.5~Fig.7 shows the recovered images
using different gray levels of the basic sub pixel for
(2, 2), (2, 3), and (3, 3) NEVSS schemes. The gray
levels we use are GL-0, GL-30, GL-60, GL-90,
GL-120, GL-150. Here, GL-0 means black and
GL-255 means white.

From the above experimental results, Fig.5(a),
Fig.6(a), Fig.7(a) have the best contrast a. We find
an interesting observation that the optimal choice
of the gray level will be the “black”. The reason is
that when the sets| or ghave the element “0”, the
“0” (white) will perceive big contrast relative
“black” color.

According the experiment, we will define the
“contrast” of our NEVSS scheme to meet the real

situation in next section.

4.2 Contrast of the NEVSS Scheme

The quality of the recovered imageinaVsSS
scheme is usually called contrast. Since the original
black and white pixels will be expanded to the
black and white sub pixels, the recovered image is
less clear to the human visual system than the
original image. Contrast provides a measurement
for the quality of the recovered image; however,
there is no consensus on the definition of contrast.
First, we introduce the former definitions about
contrast. The parameters h and | are the
“whiteness’ of awhite and black pixel, andmisthe

Pixel Expansion. Naor and Shamir defined contrast

as A,g 27 [1]. Verheul and Van Tilborg

showed that Naor and Shamirs definition is
inadequate. For example, two schemes with the
parameters h=2, 1=0, m=7, and h=4, |=2, m=7 will
have the same contrast value. However, these two
schemes have different clearness of the recovered
images. They gave the new contrast as
h- |
m(h+1)

not show the correctness. Since ayy is aways 1/m,

W= [7]. The definition of a, does

when =0, but in fact for larger h the recovered

image will more clear. Eisen and Stinson improved

the previous disadvantages and defined their
-

contrastas Agg =

The authors defined their own contrast by the
observation of the real results. We aso use the
methodology to define the contrast of the NEVSS
scheme such that the definition of contrast is
consistent with the recovered image. The contrast

of NEVSS anevss is defined as the following:

anevss = [P - Py
( 255- (graylevel of thesub pixel)
255 ’



where P, isthe probability of the dominant color in
theset | , and Py is the probability of the dominant

color inthe set g.

The first term in anevss is the difference of
the probability for the dominant color, and the
second term is the background color. The dominant
color means the biggest contrast relative other
colors in the set | and gmentioned in the early
section. For example, for (2, 2), (2, 3), and (3, 3)
NEV SS schemes, the dominant color is“0” (white).
The contrast of the recovered images in Fig.5 ~
Fig.6 are calculated and shown in Table 1.

From Table 1, and Fig.5~Fig.7, we see that
our definition of contrast is consistent with the
experimental results.

Ohbvioudy, the vdue of ans, aw, aes,
and anevss wWill be different for one
recovered image due to the different
definitions. Here, we make atest to show
the relation between clearness and the
contrast vaue for different definitions of
contragt. Firgt, we choosefive typical
recovered images for the conventiond (2,

2) VSS scheme and useascoreof 5to 1 as
“excellent” to “ poor” to represent them.
Then, sdlect five recovered images for the
(2, 2) NEVSS scheme with the same clear
quality of the recovered images compared

to the conventiond (2, 2) VSS scheme.
Cdculate each contrast vaue, and we find
every dope of lineraiseswhen the
clearnessincreases shown in Fig.8. This
shows the truth that these contrast ans, aw,
ags, and anevss redly give ameasurement
of how clear the recovered imageiis.

5. Concluding remarks

In this paper, we have presented new (2, 2), (2,
n), and (K, k) NEV'SS schemes with non-expansible
shadow size based on the new infrastructure and
operation of the sub pixel. In fact, we can also
construct k, n) NEVSS schemes by choosing the
suitable sets | and g Here, we give the white and
black collectionsCy, C; for (3, 4) NEVSS scheme to
the of (k, n) NEVSS

show feasibility

schemes. C, ={m,,m,} . C, ={m,,m.} ,

andl ={0,0,2 2 2 3,9={0,1,1, 1 3, 3, then
P - P4 =1/3-1/6=1/6. If we use the gray level of sub

pixek = GL-0, i.e, black, then aes
2 1.,,25-0, 1

=(=- =) (———) == However, the general
6 6 255 6

method for constructing (k, n) NEV SS schemes may
need the further studies.
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(a)“ ADD” operation for gray sub pixes (b) “OR" operation for black and white sub pixels

“ ADDH

Figure 1. The sub pixels of the proposed scheme and conventional

scheme and their operations.
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(d) Shadow 1 + Shadow 2

Figure 3. The (2, 3) NEVSS scheme



(d) Shadow 1 + Shadow 2 (e) Shadow 1 + Shadow 3 (f) Shadow 2 + Shadow 3

(9) Shadow 1 + Shadow 2 + Shadow 3

Figure4. The (3, 3) NEVSS scheme

(c) level = GL-90 (f) gray level = GL-150
Figure5. The recovered images for (2, 2) NEVSS scheme with different gray levels of sub pixel
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(d) gray level = GL-90 (e) gray level = GL-120 (f) gray level =GL-150
Figure 6. The recovered images for (2, 3) NEV SS scheme with different gray levels of sub pixel



(d) gray level = GL-90 (e) gray level = GL-120

.

(f) gray level =

GL-150

Figure 7. The recovered imagesfor (3, 3) NEV SS scheme with different gray levels of sub pixel

Table 1. The contrast aygyss for different NEV SS schemes

Types of NEVSS Gray level of the sub pixel
schemes G-0 [G-30 |GL-60 |GL-90 |GL-120 |GL-150
2,2 050 044 |038 [032 [026 |021
2,3 033 029 |0.25 o021 [017 [014
(3,3) 025 022 019 o016 [043 |01

Contrast

1 2 3 4 5
clearness
— —I— — Naor-Shamir Contrast —>— Verheul-Van Tilborg Contrast
—24A— Eisen-Stinson Contrast —6—— NEVSS Contrast

Figure 8. The value of ans, &y, s, and aygyss



