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ABSTRACT

Visual secret sharing(VSS) scheme is a method that
encodes a secret image into shadow images (called shadows)
and the decoder does not need complex calculations. With
the help of overhead projector(or image editing package),
the shared secret can be decoded directly by the human
visual system without the knowledge of cryptography and
the cryptographic computations. Most recent papers about
VSS scheme are dedicated to study a higher contrast or a
smaller share size in VSS schemes, Smaller size means that
the number of columns are smaller when the number of rows
of the share matrices in VSS scheme[1] are the same. In this
paper, we propose a novel hierarchical method for
constructing VSS schemes with significantly less share size
than other previously methods.

1. INTRODUCTION

The concept of secret sharing scheme(or sometimes
referred as threshold scheme) to solve the master key
sharing problem is first introduced by Blakley[13] and
Shamir[14] in 1979, independently. A (k, n) Visual Secret
Sharing(VSS) scheme[1]-[11] is a method by which the
shared image is visible by A(k=<n) or more participants with
stacking their transparencies(or pictures), called shadows,
with the help of overhead projector(or image editing
package). However, k-1 or fewer of them can not obtain any
information about the original shared image. The revealed
images in [1]-[9] are all black and white. Some authors[9]-
[11] proposed colored VSS schemes such that the users can
share the colored secret image. Naccache[11] even used
hardware(some chromatic filters) that only allows the pass
light with a wavelength in certain interval to reveal the
original picture. Readers who interested in VSS scheme are
encouraged to refer the article "dn Introduction to Visual
Cryptography"[12].

VSS scheme may have some shortcomings. For
example, loss in contrast or distortions are due to xeroxing
the shares onto transparencies, and stacking them. We know
that the xeroxing and printing process will have distortions
and it is in practice hard to align more than three
transparencies precisely. So, somebody will say that VSS
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scheme is far removed from being of any practical use.

Truly, the practical use of VSS scheme seems to be very
limited; however, it is great use when teaching. In fact, a
dynamic password visual authentication scheme through
Internet using (2, 2) VSS technique is proposed in {15]. The
basic model of the proposed authentication scheme is shown
in Figure 1, and the authentication process is shown in
Figure 2. Readers who want to try this at home may want to
have a look at http://crypto.ee.ncku.edu.tw/cgi-bin/
login.html . Naor and Pinkas[16] also pointed out that VSS
scheme can be used in visual authentication and
identification. From above descriptions, it tells us that there
still exist some nice and interesting research problems in
VSS scheme.

send a mndom
image each time
when user login

PWzPW

Figure 1 : The block diagram of our proposed visual
authentication scheme in [15]

(b) the recovered password
Figure 2 : The authentication process of the proposed visual
authentication scheme in [15]
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The construction of (k, k) VSS scheme in [1] with the
share size 2*' had been proven that it is the optimal scheme.
Here, we propose a (k, k) VSS scheme with hierarchical
layer structure, such that the share size can be reduced
significantly. The shortcoming of our scheme is that the
complexity of scheme is proportional to "number of layers".

(a -1)
Our (k, k) VSS scheme contains (1+p;+py*+...4py ! )’s
a (a -1)
(1, py) schemes,(py IX(1+P2+P22+ A4p2 2))s (pa, p2)

» and pr X(ZP(J l)) (Pj, Pj) schemes,
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when k=p,* p,2 ... pY, and the share size is now 2 ' !
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x ...x 277 instead of 2%".

The paper is organized as follows. In Section 2, we will
give a brief review of the basic VSS scheme and optimal (%,
k) scheme. In section 3, we propose a hierarchical (, k) VSS
schemes. The improvement to the hierarchical (k, k) VSS
schemes is also discussed in Section 4. Section 5 gives the
compared results between our schemes and Naor-Shamir's
optimal scheme. Section 6 concludes the paper and indicates
the hierarchical method for (k, n) VSS scheme.

2. THE BASIC VSS SCHEME AND
OPTIMAL (%, k) SCHEME

VSS scheme is an encryption technique that stacks
some transparencies. The decrypt the secret picture instead
of using complex calculations. The decoder is omly the
"eyes” of human being.

The required conditions of basic (k, n) V5SS scheme (see also

[

Let Cy and Cj be two collections of nxm Boolean matrices.

The dealer randomly chooses one of the matrices in Cp{resp.

Cp) to share a white(resp. black) pixel; a (k, n) VSS scheme

must satisfy the following conditions where Condition (1) is

called contrast and Condition (2) is called security :

(1) For any S in Cw (resp. Cp), the “OR” of any & of the
n rows has a Hamming weight of at most d-
aun(resp. at least d), where “@’(1=d<m) is the
threshold value and “o”(0>0) is the relative
difference. The grayness can be decoded as
white(or black) by human sight if the Hamming
weight of corresponding stacked rows no greater
than d-oum(or no less than 4)

(2) For any subset {i}, i, ..., i;} of {1,2, ..., n} with g
<k, the two collections of gxm matrices obtained by
restricting each nxm matrices in C;, i€ {W#¥, B}, to
TOWS iy, Iy, ..., i, are not visual in the sense that they
contain the same matrices with the same
frequencies.

In [1], Naor and Shamir have proposed an optimal (%,
k) VSS scheme with the share size 2*'. Let's look at a basic
(2, 2) example. This means that there are only two black and
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white shadows. When they are stacked, a shared picture
appears.

The original shared picture is divided into little small
dots, called pixels, and then we divide the white(resp. black)
into two(=2"") sub pixels as shown in Figure 3. Every pixel
in Shadow 1 and Shadow 2 has one black and one white sub
pixels. When we stack the shadows(i.e., Shadow! +
Shadow2), black pixels have two black sub pixels, white
pixels have only one black sub pixels, so we can reveal the
original shred picture.

Shadow 2 | Shadow 1+] Cwor Cs
Shadow 2

Pixel Shadow 1
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matrices by
permuting

colurmns of

|7
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B3
matrices by
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halfand half  haif and baif
Figure 3 : A (2, 2) VSS scheme

3. HIERARCHICAL (k, k) VSS SCHEME

In this section, we show a method to construct the
hierarchical (%, k) VSS schemes. Our proposed schemes use
the same infrastructure of Naor-Shamir's optimal (%, &)
scheme. The basic principle of our hierarchical schemes is
that our scheme may combine some small scheme. Let us
look at the basic (k;, k;) scheme, i.e. there are k; shadows
and when they are all stacked, a picture appears. If we use
every k; shadows as the new original shared pictures of a
(ks, k2) scheme, then we can get k) xk, shadows. This forms
a two-layer (ki k;, kik;) VSS scheme with the share size 2"l

-1 1
><2’02

We now describe the hierarchical construction based
on the Naor-Shamir's optimal (k, k) VSS scheme.
Construction 1 : Let k be an integer which is greater than 1
and the prime factorization form of k can be expressed as
k=p™ p°2 ... pf, where py, p,, ..., p; distinct prime
oumbers and a;, as, ..., g; are positive integers. Figure 4
shows the block dlagram of (a;+as+.. +aj)—1ayer (k, k) VSS

scheme whxch includes (1+p,+p*+. +p1 “ )s @, o)

( -1)
schemes, (p1 X(1+P2+P7 ot P2 WS (o P
schemes, ..., and H pl X(Z pE.H) ) (7, p) schemes.
i=1 s=1
. 40D a7
The share size is now 2 ' ! x 27777,

The rather proof of Construcnon 1 is omitted here to
clarify the idea of hierarchical method. We now give an
example to show the correctness of this construction.
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Figure 4 : A (a+aq+...+a)-layer (k, k) VSS scheme with
= p"2 ... p)y

Example 1: Observe that a two-layer (4, 4) scheme presented
in Figure 5 and 6 uses two Naor-Shamir (2, 2) schemes and
the black and white pixels in original picture are divided into
four sub pixels in each shadow(8S 11, S 12, § 21, § 22). The
analyses of "contrast" condition and "security" condition are
shown in Figure 7. One can easily verify that 1 out of 4, 2 out
of 4,and 3 out of 4 satisfy "security” condition because they
contain the same matrices with the same frequencies. The
last column in Figure 7 shows 4 outof 4(i.e,, S11+S12+8
21 + S 22) has the "contrast” condition : =4, a=1/4, m=4.
However, our hierarchical VSS scheme is a probabilistic

black and white original pixels(a combination of four sub
pixels) when we stack these four shadows, since the original
white pixel in the stacked picture(S 11+ 8 12 +§ 21 +522)
may include four all black sub pixels with probability 50%.
In fact, considering implementation, this shortcoming of our
proposed hierarchical VSS scheme. is minor due to the
probability. For example, two adjacent white original pixels
will have all black sub pixel with probability 1/4, three
adjacent white original pixels will have all black sub pixel
with probability 1/8, ..., and so on. These four shadows S
11, S 12, S 21, and S 22 are shown as Figure A(ay~(d) in
Appendix. When copied on transparencies and stacked
carefully (or scanned into the computer and stacked with
image editing package such as Adobe Photoshop™), one
can reveal the shared image. Figure A(e) shows the result of

S11+S12+S821+822
shared
secret picture

N
Layer1:
(2, 2) scheme

N
Layer2:
(2, 2) scheme

Figure 5 : Two-layer (4, 4) scheme including two (2, 2)
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Figure 6 : The white and black pixels is divided into 4 sub pixels in a two-layer (4, 4) scheme
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Figure 7

In fact, the implementation may have any choices
when we consider the order in which the prime factorization
form is listed. For example, the decomposition of 12 can be
expressed as 2x2x3, 2x3x2, and 3x2x2. A hierarchical
structure can be implemented as these three types as shown
in Figure 8(a)~(c). The type in Figure 8(a) needs 3 (2, 2)
schemes and 4 (3, 3) schemes. The type in Figure 8(b) needs
7 (2, 2) schemes and 2 (3, 3) schemes. The type in Figure
8(c) needs 1 (3, 3) schemes and 9 (2, 2) schemes. One can
choose the suitable implementation type to reduce the
operation time. However, the share size in the construction
is independent of the choice of the implementation structure.

(a) 12=2x2x3 (b) 12=2x3x2 (e} 12=3x2x2
Figure 8 : Different implementation structures considering
the listed order
4. IMPROVED PROPOSED

HIERARCHICAL (k, k) VSS SCHEME

The basic idea of the improved scheme is based on the
following theorem.

Theorem 1 : For a (k, k) VSS scheme, one can make a (-,
k-h) VSS scheme by addmg any h(<k) shadows in the k, k)
schemes to other k-4 shadows.

Proof': LetS 1,8 2,..., S k be the k shadows of in the (%, k)
VSS scheme. When we add S iy, S is,... , S i to other k-h
shadows S ji, S ja,... , Sk, to form new k-h shadows S’ 1=
Sj]+ S i1+S iat... +S ip, S’ 2= Sj2+ S i1+S ir+... +8 igyenn, S’
k-h= 8 jeyt S iy+8 ir+... +S iy, These new k-h shadows are
just #-out-of —k cases in the original (%, k) VSS scheme. So,
they also satisfy the conditions of the VSS scheme.
Q.ED.
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: The analysis of "contrast" and "security” conditions for two-layer (4, 4) scheme

Construction 2 : Let k be the integer in the range of [2¢"V+1,
2%]. We can construct a (k, k) VSS scheme by using (2°, 2

b
scheme. The scheme uses 2 -1=(1+2+2%+...+2¢-Dy5 (2, 2)
' b

schemes, and the share size is now 2 .
The proof that Construction 2 for (k, k) VSS scheme is very
easy when use Theorem 1. _

Figure 9 shows a (15, 15) VSS scheme using
Construction 1. Since 15=3x35, this scheme needs one (3, 3)
scheme and five (5, 5) schemes and the share size is 2

1) (1)
x2  =64. Since 15§2 , thus we can use 2 -1=15 (2, 2)

schemes to construct a (16, 16) VSS scheme, and the share
4

size is 2 =16. Then using the idea of the above theorem, we

can get a (15, 15) scheme with share size 16 which is much

better than the (15, 15) scheme in Figure 9. The improved
(15, 15) scheme is shown in Figure 10.

shared
secret picture

S1 S2 83 S84 85 S6

Figure 9 : Two-layer (15, 15) scheme including (3, 3) and (5,
5) schemes

5. COMPARISONS

In this section our proposed schemes are compared
with previously optimal scheme. Table 1 shows that our
schemes in this paper have the much smaller share size than
the optimal scheme. In general, the improved
construction(Construction 2) has less share size than the
Construction 1.

S7 S8 S9 SI10 S1I1 Si2 S13 Si4 SI5



1998 Intemational Computer Symposium
Workshop on Cryptology and Information Security
December 17-19, 1898, N.C.K.U., Tainan, Taiwan, R.0.C.

™ shared
Layer2: secret picture
(2, 2) scheme
¥ () (2)
Layer2:
(2, 2) scheme
a OO &)
N
Layer3:
(2, 2) scheme
. ORONSOROSONORRONO
yer 4 :
(2, 2) scheme
. 06000000 00060000
ﬁl sz S3 s4 o su s12 s3 Sl4 SlS 816
s'8 10 §11 §12 §13 §14 §15
Fxgure 10 : Fou:-layer (15, 15) VSS scheme using Construcuon 2
Table 1 The share size of our proposed (k, k) VSS schemes and the optimal scheme
3 2 3 4 9 10 15 20 30 40 50
the optiroal 2 4 8 16 32 64 128 256 | 1024 | 2° | 2° | 22 | 2 2
share size in [1]*
prime factorization of k] 1x2 | 1x3 | 20 | 1x5 | 2x3 | 1x7 | 2 37 [ 2x5 | 3x5 | 2%x5 [2x3x5] 2x5 | 2x5?
the share size of 2 4 4 16 3 64 8 16 32 64 64 | 128 | 128 | 1024
Construction 1**
22k 2 2 2* 2 2 2 2 2 2* 24 2 2 2¢ 2
the share size of 2 4 4 8 8 8 3 16 16 16 32 32 64 64
Construction 2***

* - the share size of optimal Naor-Shamir’ s scheme [1] is 2.

-b

#* - the share size of Construction 1 is 2 ® D ox 2/
b

**+* - the share size of Construction 2 is 2 .

One can see that the share size of Naor-Shamir'
optimal scheme is 128 when k=8. Thus, it is not practical
from the viewpoint of implementation to use a VSS scheme
with share size 128(i.e., one black or white pixel is divided
into 128 sub pixels). However, our proposed construction
just needs to divide one pixel into 8 sub pixels. Figure 11
shows the revealed picture of our proposed (8, 8) scheme
with the help of PhotoShop, by reducing 50% image size and
arranging threshold value. This result shows that our
proposed hierarchical construction for (k, k) VSS scheme
can work really.

acetlee . Cme e 8 b
Figure 11 : The revealed picture of our (8, 8) scheme
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6. CONCLUDING REMARKS

In this paper, we have presented new constructions of
(k, k) VSS scheme. The construction methods use the
optimal Naor-Shamir’s optimal (k, k) scheme as its
infrastructure. The basic idea of our proposed constructions
is to use some small schemes to form a large scheme. We pay
the complexity of conmstruction procedures, but get the
fantastic and amazing result. For example, the optimal (16,
16) needs 2'° =32,768 sub pixels to represent one original
pixel, but our proposed scheme just needs 16 sub pixels. This
gives the practical use of our proposed (k, k) VSS scheme
when k is large. Furthermore, (k, n) scheme can also be used
in hierarchical construction method. For example, we can
use (2, 3) scheme in the 1st layer, and the (2, 2) scheme in
2nd layer, to construct one (4~5, 6) VSS scheme. This
scheme is a soft threshold scheme, it means that 4-out-of-6
may get the revealed shared picture or not(this situation is
shown in Figure 12), but 5-out-of-6 and 6-out-of 6 always
can get the revealed picture. If (2, 3) scheme is nsed in the
Ist layer and 2nd layer, then we can get a (4~6, 9) scheme.



Hierarchical structure seems very useful for VSS
scheme. How to combine different VSS schemes, and what
is the optimal structure may need further study.

A(2,3) _123)
+ =+
2,2) 2,2)
L4 v
- S$18283 S48S85 86 $18283 S485 86

O selected shadows
. can reveal the picture

O can not reveal the picture

(a) can reveal the picture  (b) can not reveal the picture
Figure 12 : Different situations for 4-out-of-6 in (4~5, 6)
VSS scheme
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(€) The shared secret picture S 11+ § 12+ S 21 +§ 22
Figure A : The shadows and the revealed picture of a two-
layer (4, 4) VSS scheme
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