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ABSTRACT

At Auscrypt’92, Harn and Yang firstly propose
the concept of group-oriented undeniable signa-
tures. Two threshold undeniable signature schemes
were devised in their paper to realize the (1,7n) and
(n,n) cases. However, Langford in 1996 showed that
Harn-Yang’s (n,n) threshold undeniable signature
scheme is not secure enough by presenting a conspir-
acy attack on it. Recently, Lin et al. also proposed
a new (¢,n) threshold undeniable signature scheme.
Unfortunately, the Langford attack can be applied
to Lin et al.’s scheme as well. Thus, the problem
of designing a general group-oriented (¢,7n) thresh-
old undeniable signature scheme is remained open.
This paper will try to solve the open problem by
proposing a general (£,n) threshold undeniable sig-
nature scheme without the assistance of a mutually
trusted party. Moreover, this paper will extend the
signing policy to the generalized case and propose
a generalized group-oriented undeniable signature
scheme.

Keywords: Digital Signature, Group-Oriented
Undeniable Signature, Lagrange Interpolating Poly-
nomial, Undeniable Signature.

1. INTRODUCTION

An undeniable signature, like a digital signature,
is a number, which is generated from the message
and the signer’s secret key. But unlike a digital sig-
nature, an undeniable signature cannot be verified
without the signer’s consent. An undeniable sig-
nature scheme was firstly invented by Chaum and
Antwerpen [1] in 1989. Later, Chaum also proposed
a zero-knowledge undeniable signature scheme [2]
based on discrete logarithms.

Group-oriented activities play a very important
role in the modern society. A group-oriented signa-
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ture scheme is a method which allows a group to
decide its signing policy in such a way that only
the authorized subsets of this group can cooperate
to sign a message. If the authorized subsets are
any set of ¢ members of this group, then it is called
a threshold signature scheme [3][4][5]. If the au-
thorized subsets are arbitrarily specified, then it is
termed as the generalized group-oriented signature
scheme.

In 1992, Harn and Yang [6] incorporated both
concepts of the undeniable signature and the group-
oriented signature to devise (1,n) and (n, n) thresh-
old undeniable signature schemes. The responsibil-
ity of signing a signature can be shared by an autho-
rized subset. Besides, the verification of a signature
needs the agreement of an authorized subset. It is
quite useful for many applications. However, Lang-
ford {11] showed that Harn-Yang’s (n,n) threshold
undeniable signature scheme has an actual security
of only 2-out-of-n. That is, any two adjacent sign-
ers can collude to sign an arbitrary message success-
fully. Later, Lin, Wang and Chang [12] proposed a
(t,n) threshold undeniable signature scheme with-
out a trusted center. Any ¢ members in a group
can represent the group to sign a message and a
verifier can verify the validity of the undeniable sig-
nature with the consent of any ¢t members in the
original group. Unfortunately, the Langford attack
[9] can be applied to Lin-Wang-Chang’s scheme [12]
as well. Thus, this paper will try to propose new
group-oriented undeniable signature schemes which
can prevent from the Langford attack.

Based on Chaum’s zero-knowledge undeniable
signature scheme (2], we are going to propose a (¢, n)
threshold undeniable signature scheme without a
trusted center, where 1 <t < n. Moreover, we will
try to extend the signing policy to the generalized
case. In 1991, Laih and Harn [10] proposed gen-
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eralized threshold cryptosystems for group-oriented
secret communications. However, Langford [11] also
showed that their second scheme without a trusted
center is insecure for some access structures. But,
Laih-Harn’s second scheme can be modified to avoid
the Langford attack by simply adding an one way
hash function on it. Based upon the modified Laih-
Harn generalized threshold cryptosystem, we are go-
ing to propose a generalized group-oriented undeni-
able signature scheme. In the new proposed group-
oriented undeniable signature schemes, any autho-
rized subset in the group can cooperate to sign a
message. Further, with the consent of any autho-
rized subset, a verifier can verify the validity of the
undeniable signature. The security of both schemes
are based on the discrete logarithm problem.

"The rest of this paper is organized as follows. In
Section 2, we will propose a new (¢,7n) threshold
undeniable signature scheme. A generalized group-
oriented undeniable signature scheme will be pre-
sented in Section 3. Finally, concluding remarks
will be made in Section 4.

2. A (t,n) THRESHOLD UNDENIABLE
SIGNATURE SCHEME

In this section, a (¢,n) threshold undeniable sig-
nature scheme without the assistance of a trusted
center will be proposed on the basis of Chaum’s
zero-knowledge undeniable signature scheme [2].

[System setup phase]

The method proposed by Pedersen [9] for thresh-
old cryptosystem without a trusted party is mod-
ified here and applied in this phase. Assume that
there are n members, say Uy, Us, ..., U,, in the
group. Let A (JA| = n) be the set of all members
in the group. B (|B| =t, t < n), any subset of size
t in A, is authorized to generate group undeniable
signatures. Firstly, all users cooperate to generate
the following system parameters: P, p and &, where
P, p are large primes, P = 2p+ 1, and «a is an el-
ement of order p in GF(P). H() is a collision free
one way hash function.

Then, each member U; executes the following
steps to generate the secret keys of all group mem-
bers and a group public key.

Step 1. U; randomly selects a secret number s; and
a public value z; between 0 and p.
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Step 2. U; computes a value y; = a* mod P and
generates a commitment Blob(d;,y:), where d;
is a random number. Then, he/she broadcasts
Blob(d;,y;)- Upon all Blob(d;,y:), i € 4, are
published, U; opens Blob(d;,y;). The group
public key Y is calculated as ¥ = [[;c 4 ¥: mod
P and the corresponding group secret key S is
equivalent to S =}, , 8i mod p.

Step 3. U; randomly selects a secret polynomial
fi(z) of degree (t — 1) over GF(p),
fi() = fio + finz + - - + fiz12'! mod p,
such that f;(0) = fio = si-

Step 4. U; secretly distributes a s; ; = fi(z;) mod
p to Uj;, where z; is U;’s public value and j =
1,2,..,n.

Step 5. U; computes his secret key S; as S; =
Z?:l Sj,i mOd p.

Let F(z) be the polynomial over GF(p):
F(z) = fi(z) + - + fn(z) mod p.
Then, S; = fi(z:) +--- + fn(z:) = F(z:) mod p for
every i = 1,2, ...,n. Thus, the secret key S; of user
U; is a share of F(0) = )1 i mod p [9].

[Undeniable signature generation phase]

Assume that t users Uy, Us, ..., U in the signing
group want to generate a group undeniable signa--
ture on the message M. They do the following:

Step 1. Each user U; computes a hash value M} =
H(M) mod P. If the order of M; modulo P is
P -1, let My = (M})? mod P. Otherwise, let
My, = Mj, (see Remark 1).

Step 2. Each user U; computes a partial undeni-
able signature z;,

-z
s I ——%)modp
. ay TP T
zi =M, UieB Uyl mod P,
and sends z; to a designated combiner.

Step 3. Upon receiving ¢ partial undeniable signa-
tures, the designated combiner computes a Z
by
Z = HU.-EB z; mod P

(Y8 [T =—L-)modp

T — 2.
UicB U;eBU;zU; Tt 7Y
=Mh

=M;® = MF mod P.

mod P

Z is the group undeniable signature of M.



Remark 1: Assume that P and p are two large
prime numbers and P = 2p+1, the order of an
unspecified number M}, modulo P will be 2p,
p or 2. If the order of M} modulo P is 2p, let
My, = (M})? mod P. Then, the order of M,
modulo P will be p [8]. On the other hand, if
the order of M} modulo P is 2, M} shall be 1 or
P —1. The probability of having the hash value
M}=1or P —1is only %, which is extremely
low and can be almost neglected. Therefore,
the order of M} modulo P can be assumed to
be p.

[Undeniable signature verification phase]

Assume that a set B = {U1,Us,..., U} of arbi-
trary ¢ members (not necessary the same as those
who generate the signature) in the group agrees to
help the verifier V to verify the group undeniable
signature Z of the message M. These ¢ members in
B cooperate to do the following steps:

Step 1. V computes M} as stated before. Then,
V randomly selects two integers a and b from
GF(p), and computes W = M2a® mod P. W
is sent to B.

Step 2. Each user U; in B chooses a random num-
ber k; from GF(p) and computes the value o
mod P. Then, o is broadcasted to all mem-
bers in B. Then, U; computes R;,

Ry =Wl]lyepa® = Wauies ¥ mod P,
Moreover, U; computes Ry ;,
, —Zj

(S u~eBHU-¢U» P z,-) mod p
Ry; =R, 777777 mod P.
Similarly, Ra ; is broadcasted to all members in
B. Then, R, is calculated as R = [[;;. 5 Ra,i
mod P. R, and R, are sent back to V.

Step 3. V sends a and b to B.

Step 4. The member U; in B checks whether W
Mpa® mod P. If it does hold, then k
> v, ki mod p is revealed to V.

Step 5. V checks whether B, = Wa* mod P and
Ry = Z%Y%+* mod P. If these two equations

do hold, the group undeniable signature is ver-
ified.

[Disavowal phase]

Any t members (not necessary the same as those
who generate/verify the signature) can prove that
whether the signature is generated by their group
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or not. To do this, these ¢ members in B and the
verifier choose a mutually agreed constant [, e.g.
[=1023.

Step 1. V randomly selects an integer g between 0
and ! and chooses ¢ from GF (p), then computes
e1 = Mja® mod P and e; = Z7Y° mod P.
Then e; and e; are sent to B.

Step 2. All members in B cooperate to determine
the value of g by trial and error. Besides, Each
member U; in B randomly chooses an integer d;
and uses Blob(d;,q) to commit q. Blob(d;,q)’s
are sent backto V,1 <1 <t

Step 3. V sends ¢ to B.

Step 4. Each member U; in B checks whether ¢; =
Mjof mod P and e3 = Z9Y° mod P. If they
do hold, then U; reveals d; to V, U; € B.

Step 5. V opens all blobs. If the values committed
by t blobs are equivalent to g, Z is not gener-
ated by the group.

[Correctness)

The following theory proves the correctness of the
proposed scheme.

Theorem 1: The proposed scheme is a (¢,n)
threshold undeniable signature scheme.

<Proof> Let F(z) be the polynomial over GF(p):
F(z) = fi(z) + - + falz) mod p.

S; = fa(zi) + -+~ + fnlz:) = F(z;) mod p for ev-
ery i = 1,2, ...,n. Thus the secret key S; of user U;
generated in the System setup phase is a share of
F(0) =31, si mod p.

By Lagrange Interpolation Scheme, the group se-
cret key 3 .., s; mod p can be computed from any ¢
integer pairs (z1, S1),(z2,S52), ....(z¢, St} by the fol-
lowing equation:

S, simodp

= F(0) mod p

=Y v.en Sil H z‘_x’z.)modp
U;eB,U;2U; 7 Y

Hence, following the Undeniable signature genera-
tion phase, these ¢ group members, Uy, Us, ..., Us,
will generate a value Z

SosC 10 'I;j) mod p

7 — MU€B  U;€BU;#U; T
which is a valid group signature.

mod P,

Similarly, during the Step 2 of the Undeniable
signature verification phase and the step 1 of the
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Disavowal phase, the users in B will generate values

.. Si
R, and ef~*=* " mod P respectively, which are used
to check the validity of the signature and disavow
the generation of the signature. (Q.ED.)

[Security Analysis|

The group secret key S cannot be derived from
the group public key Y or the group undeniable sig-
nature Z unless one can solve the discrete logarithm
problem. Due to the same reasons, the secret keys
of members will not be revealed during the Undeni-
able signature verification phase and the Disavowal
phase.

According to the Lagrange interpolating scheme
[7], less than ¢ members cannot reconstruct the se-
cret value F(Q) correctly. Thus, less than ¢t members
cannot generate, verify or disavow group signatures.
Because our scheme is based on Chaum’s zero-
knowledge undeniable signature scheme, the secu-
rity of our scheme is the same as Chaum’s scheme
[2). Moreover, each signer knows what message
he/she does sign and release his/her partial unde-
niable signature simultaneously. Thus, our scheme
can avoid the Langford attack.

3. GENERALIZED GROUP-ORIENTED
UNDENIABLE SIGNATURE SCHEME

In this section, a generalized group-oriented un-
deniable signature scheme will be proposed on the
basis of the modified Laih-Harn generalized thresh-
old cryptosystem.

[System setup phase]

Let A denote the set of all members in the group
and B = B; + Bs + ... + B, denote the collection
of all authorized subsets in A, such that the valid
group signature can be generated by the coopera-
tion of the members in B;, 1 < i < r. As similar
to the previously proposed threshold case, all users
cooperate to determine the public values P, p and
a where P and p are values as described before. «
is a element of order p in GF(P).

Each member U;, 7 € A, randomly selects a se-
cret key s; (0 < s; < p— 1) and computes a value
y; = a® mod P. Then, he/she generates and broad-
casts a commitment Blob(d;,y;), where d; is a ran-
dom number. Upon all Blob(d;,y;), i € A, are pub-
lished, U; opens Blob(d;, y;). The group public key
Y is calculated as ¥ = [[;c4% mod P and the
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corresponding group secret key S is equivalent to
S =73%;c4 8 modp.

Any member U; who does not belong to the au-
thorized subset B; has to compute a public value
T; ; which satisfies

si= »_ H(Kip,j)+Ti; mod p, (1)
heB;

where K; » = y5' =a*® =y;* = K;; mod P and
j is the authorized subset number in the group. H()
is a collision free one way hash function.

[Undeniable signature generation phase]

Assume that the authorized subset B; wants to
generate a group undeniable signature on the mes-
sage M. Each member U;, U; € Bj, computes a
Z;

Z;=M* [ M#Erid) modP, (2)
hegBj

where K}, ; is the common secret key between mem-
bers U; and Uy (b ¢ B;). Then, U; broadcasts
Z;. Once all Z;’s, i € Bj;, have been published,
The group undeniable signature Z of the message is
computed as

Z
- (I 2(I] #™)

i€ B; hgB;

- (H(Ms.- H MH(K""'j)))(H MTJ..:')

i€B; hgB; hgB;
— (H Mai)(H H MH(KA.:’J))(H MTh.J')
i€ B;j i€B; hgB; h¢B;
. E  H(Ka,i,5)+Th,;
= (I] e I] B )
ig,' hg;‘
— (H Ms.-)(H MSh)
i€B; hgB;
= MS

[Undeniable signature verification phase]

Assume that an authorized subset Bj; agrees to
verify the group undeniable signature Z of the mes-
sage M for the verifier V.

Step 1. V randomly selects two integers a and b,
and computes W = M¢a® mod P. W is sent
to Bj.



Step 2. Each member U; in B; chooses a random
number k; and computes the value o mod P.
Then, o* is broadcasted to all members in B;.
Then, U; computes the Ry = W [[y,cp, o =

Waz"-‘e”:‘ * mod P. Moreover, all members
in B; cooperate to compute a Rg,

Ry = R{ mod P. (similar as the undeniable
signature generation phase)

R, and R; are sent back to V.

Step 3. V sends a and b to B;.

Step 4. The member U; in B; checks whether
W = M%® mod P. If it does hold, then
k=3 y.cp,; ki mod p is revealed to V..

Step 5. V checks whether By = Wa* mod P and
Ry = Z°Y%* mod P. If these two equations

do hold, the group undeniable signature is ver-
ified. ‘

[Disavowal phase]

Assume that an authorized subset B; in A wishes
to prove that the group signature, Z, is not gener-
ated by A. To do this, the B; and the verifier choose
a mutually agreed constant [, e.g. [=1023.

Step 1. V randomly selects an integer g between 0
and ! and chooses a random ¢, then computes
e; = MIa® mod P and e; = Z?7Y° mod P.
Then ¢; and e; are sent to the B;.

Step 2. All members in B; cooperate to determine
the value of g by trial and error. Besides,
each member U; in B; randomly chooses an
integer d; and uses Blob(d;,q) to commit q.
Blob(d;, q)’s are sent back to V, U; € B;.

Step 3. V sends c to the B;.

Step 4. Each member U; in B; checks whether
e;1 = M%° mod P and e; = Z9Y° mod P. If
they do hold, then U; reveals d; to V, U; € B;.

Step 5. V opens all'blobs. If the values commit-
ted by all blobs are equivalent to ¢, Z is not
generated by the group.

[Security Analysis] -

The group secret key S cannot be derived from
the group public key Y = af mod P or a group
signature Z = M5 mod P unless one can solve the
discrete logarithm problem. Since pis a large prime,
the secret value s; of a member U; will not be de-
rived from his/her public value y; = o* mod P.
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Instead of Kjp, the common secret value
H(K; n,j) between members ¢ and k is used to gen-
erate T; ;. It is hard to compute the hash value
H(K;p,j) for a malicious user without knowing
K ». Moreover, the hash value H(Kj,j) is differ-
ent from the hash value H(Kj; s, k), j # k. There-
fore, the malicious user cannot use the Langford
attack to reveal the secret keys of the other users.

Since the group secret key S can be computed
from the following congruence
S=73ca8 modp
= Eiij 8i+ 2 igp, (Zhes,. H(Kip,j) +Tij),
it is obvious that a valid group signature can be de-
rived only when all users in the authorized subset
B; are present. Similarly, only the authorized sub-
sets can help the verifier to verify the validity of a
group undeniable signature.

4. CONCLUSIONS

This paper has proposed a new (t,n) threshold
undeniable signature scheme to solve the open prob-
lem proposed by Harn and Yang. Moreover, we have
extended the signing policy to the generalized case, ~
and proposed a new scheme based on modified Laih-
Harn generalized threshold cryptosystem. Since a
group public key is constructed by all group mem-
bers, any authorized subset in the group can work
together to generate, verify and disavow a group
undeniable signature.
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