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Abstract

A feasble DWT-based watermarking scheme is proposed in this paper. The
scheme is designed from the idea of extracting watermark from those stable trends of
DWT sub-bands distribution. The watermarks is embedded by modifying all coeffi-
cients of each subband according to their modifiable capacity. The modification of
coefficients is based on aspect of implementation and observation to DWT on digital
image. It is also mentioned that how different attacks influence the ability of water-
mark scheme under similar structure and how the watermark extracted from those
undamaged subbands. Experimental results demonstrate that the idea is accurate. The

proposed method is robust enough to tolerate most of image-processing operations.
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1. Introduction

Invisible robust watermarks are most valuable in various watermark applications

[1]. It isamark inserted into an image without creating visible artifacts on normal in-

gpection. It must be very resistant to destruction under any image processing involv-

ing pixel value manipulation. It is useful in verifying ownership of an image sus-

pected of misappropriation.

There were many researches in this area. Some of them used the methods in spa-

tial domain [2, 3, 4]. Some of the others used the methods in frequency domain. In

frequency domain, two major transforms have been frequency used. One is DCT [5, 6,

7], the other is used Wavelet [8, 9, 10]. Due to the standard of JPEG2000 is designed

in wavelet domain [11], there are more and more researches on watermarking using

wavelet coefficients. However, most of the previous researches on wavelet water-

marking embedded watermarks by directly modifying the wavelet coefficients with-

out concerning the capacity of the coefficient being changed. They did not concern

about how the attacks influence the coefficients ather.

In this paper, the capacity of wavelet coefficient that could be changed was com-

puted by the proposed watermarking scheme according to the observation on wavelet

coefficients. The behavior of different kinds of attacksis analyzed as well.



This paper is organized as follows. Section 2 addresses an observation on wave-

let coefficients. The proposed wavelet-based watermarking scheme is introduced in

section 3. Section 4 demonstrates and analyzes the simulation results in different at-

tacking conditions. Findly, the conclusion and future works are given in section 5.

2. Observation on DWT coefficients

In generd, the Haar DWT s applied in most of the previous researches. It has

the advantage of easy implementing and lossless inverse DWT. Some details should

be concerned when modifying the DWT coefficients. Due to the fact that the previous

DWT-based watermarking techniques did not pay attention to the influence of modi-

fication on DWT coefficients when gplying DWT on watermarking. We make do-

servations when implementing DWT on digital images. The observation results n-

clude the range of DWT coefficients within each subband, the base amount of modi-

fication for coefficients within each subband, and the modifiable capacity of coeffi-

cients within each subband. All of them are described in the following paragraphs.

The proposed watermarking scheme is designed partly based on this observation.

2.1 The Range of Haar DWT Coefficients

Due to the range of pixel vaue isfrom 0 to 255, the ranges of 3 level’ sDWT co-

efficients are {high band of levell: 2*255~-2*255, level2: 8*255~-8*255, level3:



32* 255~-32* 255, low band: 64*255~0}. The modification should not make the coef-

ficients out of range. Otherwise, it will change the pixel value a lot after IDWT, for

example, 0 becomes 255.

2.2 Base Amount of M odification

Here we make observations on a group of coefficients with size 2*2. According

to observation, in order not to influence the other coefficients of the same group, the

amount of modification for one single coefficient is at least 4. Besides, the sum of

DWT coefficients within the same group is multiple of 4.

It is an important point that when we modify a DWT coefficient, it should not be

changed after the processes of IDWT and second time’ s DWT. In the proposed wa-

termarking scheme, the coefficients in the same group are modified simultaneously.

Therefore it must be careful not to make the modifications influence each other.

Due to our observations mentioned above, we conclude that: for one level DWT,

the base amount of modification of each coefficient is 4. No matter what magnitude

the amount of modification is, it must be multiple of 4.

We continuously observe the 2 level DWT and 3 level DWT, it is concluded that:

the base amounts of each level’ s coefficients of 3 level’ s DWT are {levell: 4, level2:

16, level3: 64}. No matter what magnitude the amounts of modification are, they must



be multiples of those base amounts of modification.

2.3 Modifiable Capacity of Coefficients

Observation:
DWT Coeficients
LL HL LL HL LL HL LL HL
O 4 20 4 1 0240 99 24
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| DW DWT | DW DWT
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out of range out of range
Spati al Domain Pixel Val ues

As mentioned in section 2.1, modifications of coefficients should not make the
origina pixel values out of range. Let’ s make an observation on a group of 1 level
DWT coefficients with size 2*2. It is found that if we want to maintain the high fre-
guency coefficients as origina, there exist a lower bound and an upper bound for low
frequency coefficient. This is the capacity of coefficients that they could be modified.
The computations of lower bound and upper bound of each subband’s coefficients are

in the following:

Given agroup of first level’ slow band coefficients, the ranges of coefficients are

{(L1a, U1a), (L1b, U1p), (L1c, Usc), (L1g, U1d)} -



DWT

al b L LRL|2
HL 1 HL 1
c|d L HR H 2
-
LHY HH1 LHY HH1

For LL2:

Lower Bound : LL2- 4" min(a- Ligq,b- Lyp,C- Lyc,d- Lyg)

2.1
Upper Bound : LL2+4" min(Uqy - Uy, - bUgc - cUqg - d) 1)
For LH2, HL2, HH2:
Lower Bound :
if{LH2,HL2,HH 2} >0
[HLZ- 4" min(a- Lys,C- Ly, Ugp - bUgq - d,|HL2)
ILH2|- 4" min(a- Lya,b- Lyp,Uge - ¢,Ugq - d,|LH2)
[HH2- 4" min(a- Ly,,d- Lyg,Ugp, - bUgc - ¢|HH 2)
dseif{LH2,HL2,HH 2} <0
HLZ- 4" min(Uyg - a,Uge - ¢,b- Ly, d- Lyg,|HL
|HL2| N(U1a 1c b 1d,[HL2) 22

ILH2|- 4" min(Uy, - a,Ug, - b,c- Ly, d - Lyg,|LHZ)
[HH 2|- 4" min(Uy, - aUqq - d,b- Ly, C- Lyc,|HH D)
Upper Bound :
ILH 2|+

4" mn(Uqg - a,a- L1z,Ugp - bb- Ly, Uge - c,C- Lyc,Ugg - d,d- Lyg)
|HL2 +

4" mn(Uqg - a,a- L1g,Ugp - b,b- Lip,Uqc- C,C- Ly, Ugg - d,d- Lyg)
|HH 2|+

4" mn(Uqg - a,a- L1z,Ugp - bb- Ly, Uqe - c,C- Lyc,Ugg - d,d- Lyg)

The results of computations above is for the coefficients at level 2, we could in-

fer the upper bounds and the lower bounds of coefficients at other levels from those

results.



It is found that for low band coefficients, the modifiable capacity of theirs is

weaker at locations of edges. On the other hand, for high band coefficients, the modi-

fiable capacity of theirsis weaker at locations of edges and locations where pixel val-

ues of original image near 0 or 255. For present structure of invisible robust water-

marking, the watermark is embedded in the location where the modifiable capacity of

coefficients at that location is weaker. Therefore, it is an obvious tradeoff between

visual quality and the amount of watermark embedded. Like previous researches, in

the proposed watermarking scheme, we embed watermark in the locations of edgesin

order not to be noticed by eyes. However the amount of modification is dightly so as

to have agood qudity of watermarked image.

3. The Proposed Water marking Scheme

In this section, we will describe the proposed watermarking scheme. The water-

mark used here is a visualy recognizable binary image rather than a randomly gener-

ated sequence of bits. Thus, human eyes can easily identify the watermark.

The proposed scheme first randomly permutes the watermarks in order to pre-

vent from tampering and unauthorized access. Then, it selects wavelet coefficients

after DWT transformation based on the energies sum of coefficients within each high

frequency subband. After the embedding positions are found, the proposed scheme



adjusts those coefficients according to the capacity that they could be changed.

Due to previous observation on wavelet coefficients, the trend of all coeffi-
cients sum within each subband is more stable than a single coefficient in most corn+
ditions. Although the proposed scheme modifies all coefficients within each subband
simultaneously, the amount of modification to each single coefficient is relatively
smal than other techniques. In fact, the visua quality of the watermarked image is

good enough compared with origina image.

In the watermark extraction step, the proposed scheme detects watermarks from
each subband and trends of different levels, which result in a watermark set. The idea
of the proposed scheme is that: There are many kinds of attacks on digital images, if it
is impossible to predict how those attacks influence the image, why not we detect the
watermark from the locations that the watermark may survive? The key steps of the

proposed scheme are described in next sub-sections.

3.1 Watermark Embedding Algorithm

The watermark embedding steps are similar to other techniques. It uses DWT
coefficients and embeds watermark to the positions that are not easily noticed by eye.
However the selection of embedding positionand the method of watermark insertion

are different from other techniques. The summary of steps in the proposed embedding



approach are listed in the following;

STEP1. Pseudo-random permutation of the watermark.

STEP2. Discrete Wavdet Transform.

STEP3. Sdection of modification units.

STEP4. Watermark insation.

STEP5. Inverse DWT transform.

The key detail steps are described as follows.

Discrete Wavdet Transform

The origina image is first decomposed by 3 levels Haar discrete wavelet trans-

formation (DWT). The wavelet framework consists of a three-level decomposition as

illustrated in Fig. 3.1 (a). Note that, the block at upper left corner corresponds to the

low frequency band, and the others are high frequency bands in different directions

and different levels. After transformation, a subband set {LL, LH3, HL3, HH3, LH2,

HL2, HH2, LH1, HL1, HH1}is formed. In addition, the capacity of each coefficient

that could be modified also needs to be computed in DWT domain due to previous

discussion in section 2. The watermark detection is processed on those elements of the

subband set. It is described later in watermark extracting section. A single modifica



tion unit is defined as Fig. 3.1 (b). The amount of modification units equals to the size
of low subband. Not al units have to be modified. If one unit needs to be modified, all
coefficients that belong to this unit within each high subband are simultaneousy

modified to be smaller or larger than original. The selection of those units that have to

be modified is described in next step.

Level3  Lewell Lavell
1L HL3 HL2 HL1
T S Level3

i i A
LHZ HHz

’ HH1
LH1
(a) DT Coefficients (b) Modification Unit

Figure 3.1 DWT Cosfficients and the Modification Unit.

Sdection of modification units

In this step, the modification units are sorted at first. The sorting process is based
on the sum of al absolute values of high frequency coefficients that belong to one
modification unit. If the modification unit is stronger (larger), it has more potential for

embedding watermarks without influencing visual quality. After the sorting process,
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the modification units that have to be changed are selected. The amount of modifica

tion unit that have to be changed is approximately limited to 1/4 of the size for low

band in general case. Therefore the size of watermark equals to this amount. Fig. 3.2

illustrates an example of this step. The white points in position image are the modifi-

cation units that have to be modified.

3 Levels DWT Coefficientson 512 X 512 Image

Figure 3.2 Sdection of Modification Units.

Watermark insertion

The proposed scheme modifies the trend of the modification units instead of sin-

gle one coefficient. According to the bits of watermark stream, the coefficients within

1



one modification unit are smultaneously modified to be smaller or larger than origi-

nal. For a single coefficient | within a modification unit, the pseudo code of modifica

tionon | isshown as beow:

If watermark bit =1

{
If)I|- L>0
{
i2*B, if [I|- L>2*B
M =11*B; if |I|- L>1*B
M- L othewise
. . (3.2)
« _11+M if >0
“H-M o if1<0
}
}
else If watermark bit =0
{
IfU-|I|>0
{

12*B; ,if U-|I|>2*B
M={1*B, ,if U-|I|>1*B,
fu-Ji] ,otherwise
iMoo if1>0
LM if 1 <0
}
}

I” is the modified coefficient of the original |. B is the base amount of modifica:
tion of I. L is the lower bound that |I| could be decreased. U is the upper bound that ||
could be increased. M is the final modification amount of 1. As the pseudo code shows,

not every coefficient that has to be adjusted is modified. In order not to influence the



visua quality much, there will not have any change to the coefficient that has no &
pacity to be modified. The modification amount is at least 2 times of base amount of

modification for | due to the same reason.

3.2 Watermark Extracting Algorithm

To verify the existence of watermark in an image, the original image is required.
Both origina image and tested image are transformed to DWT coefficients at first.
The watermark embedding position is computed from original image. A detection unit
relates to a modification unit at the same position. Due to the idea of the proposed
scheme described at first paragraph of this chapter, the watermark is “embedded” in
all subbands to tolerate different kinds of attacks. Therefore, the extraction step is to
detect the trends of subbands locations. Besides, different methods of detection
would make different extraction results. There are two different definitions of trend
detection proposed in this paper. The definition of trend detection is flexible, which
means there still have capacity to be improved for the proposed scheme. The sum-

mary of extracting sepsislised asfollows.

STEPL. The origind and watermarked images are DWT transformed.

STEP2. The watermark embedding positions are computed from the DWT

coefficients of origind image.
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STEP3. Extract the set of watermark bits from the different locations by different

definitions.

STEPA4. Reverse the pseudo-random permutation of the watermark bits.

The key detail steps are described as follows.

Watermark set

A watermark set isdefined asFig. 3.3.

BEST
——————————————————————————————————— -...\
|
|
|
R R ~x I
'\‘ ,' |
+HH3::Tﬂta]H3 : :
-~ | I
SEDZEETEEEEET & I :
+HH2} = TotalH2 : = TotalH !
HREN ; ' '
- [ '
s e e I l
o |
LI | +HHI'= TotaHl | |
|
: .
| |
| |
| |
!

Figure 3.3 The Detection Unit and The Structure of Watermark Set.

{LL, LH3, HL3, HH3, LH2, HL2, HH2, LH1, HL1, HH1} are the trends of each

single sub band. { Total H3, Total H2, Total H1} are the trends of each level of high

frequency subbands. Total H is the trend of high frequency subbands. BEST is the

best of dl dementsin awatermark set.

14



The trends of each element of a watermark set are computed by comparing the
sums of the coefficients that relate to the element of the watermark set within all de-
tection units. The two proposed different comparing definitions are described as fol-

lows:
Watermark Set Extracted by Comparing Directly with Value

Suppose that a sum of the coefficients absolute value that relate to the element
of the watermark set within all detection unitsis S. A bit of watermark is detected as

below:

i0, if - <0
awatermarkbit::' ST - S0

. (3.2
1L if Sg - Sg >=0
SrisSof tested image. Sy is S of origind test image.
Watermark Set Extracted by Comparing with Proportional Value

A bit of watermark is detected as below:

10, if (Sr, StLp)-(So. SoLp)<0

a watermark bit = (3.3)

%l if (Sr., SrLp)-(So. SoLp)>=0

Sr L, p isthe sum of all modified coefficients absolute value within the subband

that isfrom direction D at leve L intested image. So, |, p isthosein origind image.

Using different extracting method from different subband, the proposed scheme

15



tolerates most of the attacks on digital image. The behavior of various attacks, the ro-

bustness and limitation of the proposed scheme are andlyzed on next section.
4. Experiment Analysis

To measure the feasibility of the proposed watermarking scheme, we have con
ducted a series of experiments. The watermark is a visua recognizable binary image

with the size of 32x32 pixds. It isshownin Fig. 4.1.
Figure 4.1 Origind Watermarks.

The first test is the visual image quality after watermarks embedded. The host

images“Lena” , “F16” and “Gold Hill" are shownin Fig. 4.2.

() Origind “Lend . (b) Origind “F16". (c) Origind “Gold Hill".

Figure 4.2 Test Images.

Image qualities of embedded images are shown in table 4.1.
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Lena F16 God Hill

PSNR 38.6117 38.6504 38.6311

Table 4.1 Image Qudities of Watermarked Images.

In addition, the watermarked image and the watermark extracted from “Lend’

are shown in Fig. 4.3. It shows that not every watermark extracted from each subband

isclear. Thisis because not all coefficients in each subband have sufficient capacity to

be modified.
113 ) .
(a) Watermark Embedded “ Lena’, PSNR: 38.6117.

Pt LW 1 HI W LH2WH LHTwh Bt 5 LHIwWH LHZwH LH1 ‘Wi
1 1] o7 S RO 1 i) o A7 EEETE 1o0a oo

Tobul H 3%t H T we HHE W Teatad HI W4 HLI Wit HHI whi

B RN T.EEE B 8T i E i EER ko

Tatal H2W¥ HL2 Wit HH2 W Tl HZw HLZ Wit HHI'wH

EE ETEET HERN cade b ] B AT ek e ] HEED
Tobal Hubd Toatul H Tuite HLT Wi HH1wH Tl Habt Toipd Hl Wi HLT Wit HHT WM
m alid TEET R 100 100 EETHE ERE

(b) Watermarks Extracted by Comparing (c) Watermarks Extracted by Comparing
Directly with Vadue, with Proportiona Vaue.

Figure 4.3 Watermark Embedded and Extracting Test.
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To simulate different kind of attacks, we use amost all major functions of two

famous image processing software: Paint Shop Pro and Photoshop. Most of the a-

tacks can be tolerated by proposed watermark scheme. The attacks that have been

tested are compression, noises, blur, sharpening and histogram distribution. It will be

analyzed one by one category later.

In order to measure the quantitative similarity of watermarks, the Normalized

Cross-Correlation (NC) is used in this paper. In addition, the Peak Signal to Noise Ra

tios (PSNR) is used to evauate the quality of the watermarked image.

4.1 JPEG Compression

Attacked by JPEG compression

Compression Factor 90 92 94 96 98
Compression Ratio
30.99 35.02 40.57 48.94 58.85
F16 (CR)
PSNR (dB) 29.9327 | 28.8878 | 27.6553 | 25.7175 | 23.4736
Best NC 88.2812 | 75.7812 | 66.6015 | 49.6093 | 29.4921
Compression Ratio
34.17 38.49 4421 52.24 61.39
Lena (CR)
PSNR (dB) 30.5513 | 29.5828 | 28.5195 | 26.4696 | 24.6185
Best NC 91.2109 | 81.25 | 74.0234 | 48.8281 | 26.9531

Table 4.2 The Best NC Vaue under Different JPJEG Compression Ratio.

Table 4.2 shows the numerical results of proposed watermarking method with

both host image “F16” and “Lena” after JPEG compression with different compres-

sion factors. The experiment directly began from compression factor 90 in ader to

18



test robustness of proposed scheme in high compression condition.

It is obvious that the scheme is resistant to JPEG compression. The NC value

remains high if the compression factor is below 94. The compression attack’ s behav-

ior is like to threshold the high frequency coefficients. Due to the structure of pro-

posed scheme, the watermarks embedding step is to modify the stronger (larger when

compared the absolute value) coefficients, which are not easy to be thresholded by

compression process. Therefore the proposed scheme can tolerate compression attack

much. In addition, the best location to extract watermark under JPEG attack in most

conditionsistota high bands trend (Tota H).

4.2 Noise
Host image: F16 Attacked by Adding Noise
Noise amount 10% 20% 30% 40% 50%
_ _ PSNR 31.2214 | 249406 | 21.3794 | 18.9016 | 17.1030
Uniform Noise
Best NC | 97.8515 | 83.7890 | 67.1875 | 52.7343 | 41.0156
_ PSNR 22.0090 | 19.0535 | 17.252
Random Noise
Best NC | 70.8984 | 53.125 | 44.5312
_ _ PSNR 20.0358 | 14.9409
Gaussian Noise
Best NC | 60.9375 | 32.2265

Table 4.3 The Results of Watermarking Under Adding Noise Attacks.

There are three magjor kinds of noise that would influence image quality. They

are Uniform, Random and Gaussian noises. It is shown that the Gaussian noise does
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attack the image quality a lot. That is because both Uniform and Random noises be-

havior are more likely disturbing the original wavelet coefficients. However Gaussian

noises behavior is more likely adding another amount on original coefficients, and

this would cause tremendous damage on original wavelet frequencies distribution.

Table 4.3 shows the numerical test results of those three attacks. The best locations to

extract watermark under noises adding in most conditions are lower bands trend (LL

and Tota H3).

4.3 Blur and Sharpen

PSNR after Damaged | Best NC of Watermark Sets
Gaussan Blur 31.8769 82.0312
Blur More 27.9241 42.9687
Mosaic 25.2882 100
Median 34.6271 89.8437
Motion Blur (90? ) 30.3946 84.5703
Motion Blur (45? ) 30.2800 67.5781
Sharpen more 28.5340 94.3359
Sharpen (Enhance) 17.1748 69.1406

Table 4.4 The Results of Watermarking Under Blur and Sharpen Attacks.

Blur is a kind of attack that makes the image looked like more smooth. It makes

those coefficients at higher subband smaller. There are many different blur ways that

make different visual effects. Opposite to blur, sharpen makes those coefficients at

higher subband larger. The sharpened image looks like harsher than original one. Ta



ble 4.4 shows the numerical results of those tests under different conditions.

The best locations to extract watermark under blurring in most conditions are

lower bands' trend (LL and Total H3). The best locations to extract watermark under

sharpening in most conditions are higher bands trend (Total H, Total H1, Total LH1,

Total HL1 and Total HH1).

In most of these series test, extracted watermarks by comparing with propor-

tional vaue are better than those directly with value. That is because that, although

most of high frequency coefficients within the same subband are simultaneously

smaller (larger) than original, the proportional relations between one single coefficient

and all detection units are same in most situations. In addition, the proposed scheme

shows again the ability of extracting watermarks that survived attacks from different

direction in motion blur test.

4.4 Histogram Distribution

PSNR after Damaged | Best NC of Watermark Sets

Darker 27.3198 100

Brighter 29.0572 100

Low Contrast 32.4559 100

High Contrast 32.6037 100
Color Quantizing (16 colors) 31.9220 95.8984
Equdization 11.4924 41.4625
Equdization (Scene) 23.2669 89.8437

Table 4.5 The Results of Watermarking Under Histogram Adjustment.
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This kind of imaging processing step in software are usually color adjustment

such like brightness, contrast, color quantizing and equalization. Table 4.5 shows the

numerical results of this series test. This kind of attacks changes the coefficients in

low frequency subband alot.

The proposed scheme is good enough to tolerate most of those attacks. But it is

an exception under equalization condition. The ability of watermark extracting from

equalized image is very image dependent. If the histogram distribution of origina

image is more balance (average), the histogram distribution of equalized image will

not change alot.

The best locations to extract watermark under histogram modification are differ-

ent in different situations. The same point is that the watermark extracted from LL

band is much weaker. Thisis because that this kind of attack is effect on whole image

at once. It changesthe trend of al image pixd vaues.

4.5 Edge Detectionsand Invert

PSNR after Damaged |Best NC of Watermark Sets

Find All Edge 3.2695 69.7265
Trace Contour 9.7842 48.8281
Invert 5.3748 100

Table 4.6 The Results of Watermarking Under Edge Preserving.

This series tests shows promising results. Due to the propose scheme, like other
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similar techniques, modify the stronger high frequency sub bands coefficients, which

are group almost around image object’ s clearer edges. Therefore, there still have some

information survive after this kind of attacks. Table 4.6 shows the numerical results of

these tests. The best locations to extract watermark under this kind of attack are surely

higher bands trend due to the reason mentioned above.

As shown in previous experiment, the idea of the proposed scheme is accurate.

The various attacks influence the different subbands trend of image' s DWT coeffi-

cients. Therefore the watermark may survive at the subbands that may not be dam-

aged. Besides, the different definitions of watermark extraction step would make the

different results. Generaly, watermarks extracted by comparing with proportional

value are better than watermarks extracted by comparing directly with value. The best

and worst results of former are more average than those of later.

5. Concluson and Future Works

In this paper, afeasible DWT-based frequency-domain watermarking scheme has

been proposed. This scheme is designed based on aspect of implementation and do-

servation of DWT on digital image. The ideais to extract watermark from those stable

trends of DWT subbands, where the watermarks is embedded by modifying all coeffi-

cients of each subband according to their capacity to be modified. Experimental 1e-
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sults demonstrate that the proposed method is robust enough to tolerate most of im-

age- processing operations.

It is also mentioned that how different attacks influence the ability of watermark

schemes under similar structure. There are still have a lot of improvable capacity. It is

shown in this paper that even we modify the same amount on coefficients, different

watermarks extracting strategy could make different results. We only propose two

strategies to extract watermarks. To improve the proposed watermarking scheme is

always possible. Besides, it is also a discussable topic about automatically searching

for the best locations of watermark extraction.
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