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Abstract

This paper proposes applying formal methods to license
review process for safety-critical computing systems. We
developed a formal-specification-based method for safety
case construction. A reactor dig ital protection system is
used as our case study. Formal specifications were
designed, and then formal arguments on these
specifications have been developed to verify that the syste

design conforms to regulatory requirements. Besides,
specification-based testing and run -time assertions have
also been used. These methods provide more objective and
rigorous safety arguments than those gnerated by

conventional approach.
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ERFRADBEHRARNEBER T & - AAERE
EREATERZEMETE A ARREFEN X LOHHN
BR - ERAFEREREEH-BENHES  ERTE
TREREELNANHEE, LARENAT T AAF
EHERBRBEY - WHELRRBEELEROEL
BESHLERERG TN ERFVEETRANL &
SEENLHEERELMERARBT H— AR
FREELH-ABHEE ARRALLARSELR
o RITHRBEEHT RS RFHRE - ZHRAL
B R AR AT R AR A 63RO
DOREE - ARRA—ZERHEA R T AMNESL
EHRRKE  BFRAEMRRE ARG R EWE R
MAlRA % LB AT RERERBENELER
UAEREE o

2 ERBBHFE

EEAMNALERBERBEFRELZYAEXHS B
B R TR R REEE KRG FHNGE
%i&%%&&%éﬁ%‘%%ﬁ o AL — A% AR KB B 4R
445 > BA VDM(1] >Petri Net[7] & SCR[3] %
A HEBERERMRLE -

EhBPBEBEREMET (B 1/AF) :
FwEaREiE (channels) WABSRER & £
BB R A ERSBEHBRBIBARE BHE R &S -
@A ey BBk GG LREA KK TR
#HEMEEE M- FEEELF ZBHEEM  DIM
(Digital Trip Module) ~ TLU (Trip Logic Unit) » OLU
(Output Logic Unit) » ¢t 442 A & &8 (0 RFAETS
Jekik 1 RRFEEA/EE) LR BaLpETE
T
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DTM TLU OLU
Sensor Bypass hannel Bypass
’i’ 4 Ba, Bb, BB 4
C ith ’_
ompjr? e _W}_, Channel bypass?
Channel A
w0 |

U

34 Bypass?

Channet B
4 l
j 314 I l[ Bypass? ’—’

| |
L

Channel € /i/ 4 .
compare 3 Bypass? ]—)

Channel D

H

B L RERH

DTH (Digital Trip Module) :

SEPSE R AR B (sensor) ey ARIME L & Sk R AL
B RIS HEEEREEBE (trip) BHRL A S
e TLU R L e =@irie) TLU FRIEHES (0K)
o BBRGAREEH R BE - FFE BT
RERBBRLHER >

TLU (Trip Logic Unit) :

LR BRPITEEZ N EHE - pRUB @ L
63 DTM Pi§ R 6B H M5 - TS EFMBL 8L
45 OLU + 5 Al AR B4R 3K » B 5b » 324E B AR T/ obP%
BHINE M B 538 (sensor bypass: SBa' SBb» SBe: SBd)
HEL BRI B THEICARES S
B mAFiHAeIEEe DTM RESHLS  (EER
BRI = AU =R k) -

e A KA
*:[(A+B)+(SBa+SBb)][(A+C)+(SBa+SBc)][(A+D)+(SBa+SBd)]
[(SB+C)+(SBb+SBc)][(SB+D)+(SBb+SBd)][(C+D)+(SBc+SBd)]
=0 BpE ki

A B C D B2 Mk (rip=0>O0K=1)-SBa-
SBb » SBc + SBd %R & 5 ¥ i@ WM. (true=1,false=0)

OLU (Output Logic Unit) :

BRAIE OLU i TLU e B A4:@ R e M A o123
FoEE BB REBNT Fie¥£8 (channel
bypass) #9354 £ OLU - £F@H AT » F3 TLU &
ROMBR AT » it —~EEEF MR T ERE -
BB RAEH —RIEET AE £E o

BRERE .
BAEZEHEHERESE AU LEEnEh FE=E
BB E R E R A AT ROk -

AE R A ZIET F 6y i R R LB G 8BRS, B
VDM([1], Petri Net[7] , & SCR[3]#24 - VDM £ —{8/

DTM=trip/ Send¥y g TLUZOK)

IR ERRE T 2dHn VDM & RiEET
(concurrency)# 454 4k B 2434 B (state transition
diagram) #v VD AERBEITHM % H—I8 ey LB ik
EBRBBWE 2mr -

DTM TLU OLU

Channel f ;‘ :

bypass CB; o

DTMresullsof ~ Sensor bypags
other chan; mels  SBa,SBb.SB¢,SBd

DfM=0l/SendMSG
to other 7

Bss /

,,.TLU=Tri; /- ; OLU Thip /-

DTM results pf SBiSBb.3BeSBd €B;

other channel§

B 2 REHLE

HEMEARLBEUEHEFHBY - BSAYNLE
HHYME RAEHEME (SendMSG) - #kAE 8 & X B
G (A * B ARE — Bk * ) - b EHAmA
BRFBMARLGITERE(ELEAT) RATPEELS
REBEHERT) » MAPEEGHERU VD £H-FH2
B4 VD 3346, X F mode'ft & mode - — 2] ¢ 3k #&:

type
systemoutput = { 0K , trip }
channels = { A, B, C, D}
channelstatus = { 0K , trip }
status = channels — channelstatus
sensorbypasstype = channels — { true , false }
channelbypasstype = channels — { true , false }

state safe of
sensori : [ poweri , Maxpower: , ReactorP; ,
DrywellP; , ControlRodPi ,
HighSeismici : N, ReactorWL: , WaterT: :
Float , NBSi, NMS: : B }
mode : status
sensorbypass :
channelbypass :
system :

sensorbypasstype
channelbypasstype
systemoutput -

DTH (id : channels) m : systemoutput

status
status

ext rd mode :
wr mode :
pre true
post mode(id) = trip &
((poweric > 40% Maxpoweri¢)
(poweria > 40% Maxpowerid)

<< <<

NMSia = true 4
ReactorPi > 1040

ReactorWLia < 1279.7 .
DrywellPu > 2 V ..) A m = mode(id)

A-164



TLU (id : channels) m : systemoutput

//input sensorbypass : sensorbypasstype
ext rd mode : status

wr mode : status

pre T ( b I , j € dom sensorbypasstype ¢ i #*
j =» sensorbypass (i) = true A
sensorbypass (j) = true )

post mode(id) = 0K <
((mode’ (A) = 0K V mode’ (B) = 0K V
sensorbypass (A) = true V
sensorbypass (B) = true) A

(mode’ (A) = 0K V mode’ (C) = 0K V
sensorbypass (A) = true V

sensorbypass (C) = true) A //m@EEZAR
OV VAN
m = node(id)
QLU (id : channels) m : systemoutput
//input channelbypass : channelbypasstype
ext rd mode : status
wr mode : status

pre T ( 3 i, j € dom channelbypasstype ¢ i
% j = channelbypass (i) = true A
channelbypass (j) = true )

post ((channelbypass (id) = true = wmode(id) = 0K)
V (channelbypass (id) = false = mode(id)
= mode’ (id))) A m = mode(id)

% & B (Petri Net) TTRiEd B/TEA - LEHERE
85 f@ 3 A o B ¥ Delay and fire once" #4E &
B . EHLH (token) 8 FHFABIAR  hEe
REME(fire)—% 0 $ RFHRETHH/RK - Petri
Net 24t R4Fes B R - B FE(place) A %4
(transition) X Pix B tin 4% » 1 T RE XL
] RTEHE -

SR Al EM B LR > AARMBRSWES - B
» SCR kR H4T » RIMEALRE 2 HESAKRE
@B SCR &4 - LEFHAFAE SCR &) AR
£ (ok 1-37) o & PET(HEA ) (ROFCHHE X))
ERERERBA(RBBBESRL -

THRIBABEAEFREANE e ERE
BAHEESBHAERR  SRLOBBFEFFLR - &
L Petri Net & SCR 8RS iEATHEHM LAY
wea o oo VDM 4 K Bey 4T & (program
transformation) @ i —F iy LAHEGE T -

£ 1. DM mEXIFHE

Mode Events
BT(power >40%@F (power >40% Maxpower)
Maxpower) OR AND
@T(power > 40%@F (power > 40% Maxpower)
Maxpower) OR AND
@T{NMS = true)|@T(NMS = false)
OR AND

OK |@T(ReactorP > 1040)|@T(ReactorP < 1040)
OR AND

DTH Trip 0K

% 2. TLU e 2 E# &

Events

@T(*=1) @T(*=0)

TLU OK Trip

(*: &7 TLU 22K °)

% 3. OLU mEx¥F4#44

TLU Event .
OK |8T(channelbypass |False @T(channelbypass
= false) = true)
Trip False @T(channelbypass |@8T(channelbypass
= false) = true)
OLU|OK Trip Bypass

3 EREERAGEN

Z2EEEER—MHEBE  RRLR DR KK
SRR ERGRLERN  EERRBHELR  ARER
HUER T HERLAR AT T HEERE2MEER -

AXAHERERNE—kREA (single failure)
Bl BE—RBRENRE B-ABRBAEVE
NABEEEE - B—RBENBFETRGEMRZ—
#AF A Petri Net pr#lEeiMis » RN NBER
(reachability graph) RER LA HFZIF S E—KH
#al -

B4 AuEd A AXWHEEWER - AEOBER%
ZEEALATRENOEL - £F tu BB 3RE
Ps 81 Pu b RABESFRMIFEFTROGME - B
FAFHRAZUEED, C DAEMBEE, wMNMHk
HEwaP500. B 44557 DIMresd » wfEdEE
w % s — BBk - BERBAZEIRBGRITL A
EAGHEE EESHEER - B8 AEE A
magik, ¢ (1) A B asiin (Trip) - BEEL
REE (0K » ZABA2HH (token) - (2) A A
EERA (0K - 4p B HEEA T BBKAT LT H
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Q.

Operator

Sensor Bypass

Operator

Channel Bypass

U

Py =P

Receive form
SBa,SBp,SBc,SBd

check =ok

3/4

TLU

Receive form
SBa,IBb SBc,SBd

Il

Setpoint
check =ok

3/4

7P4ll t4ll P4l2

Setpoint
check =ok

v b

3. Peiri Net

TLU

Receive form
SBa,SBb.SBc,SBd

3/4

TLU

Receive form
SBa,9B c,SBd

3/4

TLU
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3% (token) ( BP A £%A O - BAKA(DY » E—
KRBT, #EBCoDEHFE B ABEMKN -
RBAALTARA  REHRARE—THIE > b
BT » 24 ETEE RAAXRSHE 2ERN
PRI o BT F T

1 PIHE— i e R kA -

2. HE— > ANERET LT h  kE
EBE-RBRT > AATHESRELEE -

TSR P H—RABEELSENA (assunption) Fo

R (resulting status) - $8H2 ¥ » HIERS
#B(B OREEFTANFRELRREHBR - &

BESRBEY  EEF T

L s B+ §ARENRAL R M ey 4x B (place)
B 444 (transition) o

2. HEREREMATARE - MERESATAELK
B AITRBFSTRI LR P RBEHE -

ERESERE A R ikl ERE BT T A4
1 s Rt mE(Bp At k) » Bl 55 2
Pl % o B R T RE B Sy L -

FRBRMPBIEHE A LR AERR 035
(D (A AEDIMFERERBAARARBESFR (&
BYAHTIUSRAEY -
(2) (A7) A EDIM PSR ARERAES Fid
(8R) A& TLU &R A5k -
LEBEBEE -
HMME 265k E T
BEL £EBEF - TRBXEHE0 (A DIM TR
&% (token)) &R APy (A TLUBRAER) -
FAIE RRENALSRBE AL E(place) B G4
(transition), 2B 4 ¥ P WA NS HEATH 3 B
E(place) b e &> Hbsxeg 1,35 E
PARENEANLBREZEFE  te REEF)RTHTRE
BE - R BITHARHT FRBEEBCDIHDIIMER
LEHEF - LBEARSRHNESEE -

BE 2, HEBEF LR - WBELREAHANER S5
#oBPHeB AT BRINsemE(places)BE Fik
(token) - BdLEDRENE  HERHAHRT L
1% B PP R AE 2 H F 9% (token) »#¥F 2 B,CD
DM RAE2 B EFREWL, FELLHARAEE B
LRI RARB R AR E LT -

iR A SRR - Tho sbBtE B BE KRBT
R EE/ E 2T -
4 SCReyEXEEX

F—% HITHEEE—RBTey SCR H#XEE
K EMBREALZARTRESE XBE - BRE
Jeffords and Heitmeyer F742 35 = SCR # £ 18 B &
(mode invariant) ¥ [4185 7% » £ T SCR #8456
ZEAEXEE - ELRMSHIEE A S THE -
B (TLU) Atz B EXES (R 4 &% 5) -

£ 4 RRARBEBFG LA THRBERELRAH
HRE - AAE -—RAERMOBR=SEHE > BUuTUAL
FEBHEE A KRS EAER - £ P "stae" B
DTM; &k B 2658 —18 sensorbypass(i) = true - {83%
A RO RMEEE B MR

& 4. TLU 89 XBEE (A B A

Channel B Event New
(O1d Mode) Mode
OK Trip

3 i & Channels (C, D) « state(i) = trip A
sensorbypass(i) = false

OK State(©) =0K A stae®)=0K V OK
State(C)=0K A sensorbypass(D) = true A\
State(D) = OK 7\ sensorbypass(C) = true

Trip State(©)=0K A stae(D)=0K A OK
Sensorbypass(B) = true

Trip Sensorbypass(B) = false Trip

% 5423 Jeffords and Heitmeyer &% ik piik ek
BREAKXSBE - LP N MABXEAES (node
entry condition) » & F#ECHEXL&d N (n) % €7
#HEA meXi () REMSSFBEES (unconditional
exit set)  HTFEX n 8d X () B4EHFEX 0.
M Pi(m) RAKBEAX dN () A X (m) BFTH
Bl -

BwRALT : Hlhok 5 PiEE B TLU B£% « AL OK

thiE AB X, (mode entry condition Ni(m))& % 4 §

B —RE=S A E(HREOK 24 8& Ok & Trip
20K - sbRAMABREFBZH - W BREKETR
ART o HEkrFakh €46 (unconditional exit

set, Ki(m) A2 &4 i £ TLURHE & 0K 248 & Trip
HEERABEFRATE-SGHFSE)  BmiEEdB
ZTLU & K 9B AKX (B ( Pi(m) ) = Ni(m) A
Xi(m) ) -

BLEAFRLSHRS AR %% (A W) okt
T B—4E (F4e B) & TLU BES (OK) s9E A K
B THEE AMedEEE 2 DM AL BfHk—
BHEEFREEFE A A ZBEEEBEY -
@i TLU A3kis (trip) $E AKX AR TIEE A Sz
—fEEEz DN ASkBEAERESFE - £E—%
BEEAT (A %) SRBEEXSEAELE
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£ 5 TLU g XEAXn AL (U B BHD

Mode N; (m) Xi(m) P; (m)
M
! , , i} i
— (. = =
(State(C) = OK A state(D) = OK A . ' (State(C)=OK A state(D)=0OK A
y (i € Channels (C, D) » state(i) = Sensorbypass(B) = frue)
Sensorbypass(B) = true) wip A v
v .
sensorbypass(i) = false) = =

ok (State(B) = OK A State(C) = OK A ypas (State(B) = OK A State(C) = OKK A
state(D) = OK) state(D) = OK)
v Vv
(State(B) = OK A State(C) = OK A (State(B) = OK / State(C) = OK. A
sensorbypass(D) = true) sensorbypass(D) = true)
v Vv

(State(B) = OK A State(D)=0K A
(State(B) = OK A State(D) = OK A -
sensorbypass(C) = true) sensorbypass(C) = true)
m v m
i & Channels (C,D) « state(i) = 1 : i &€ Channels (C,D) - state(i) =
. : (State(C)=0K A state(D) = OKA .

Trip |WPA trip A
sensorbypass(i) = false Sensorbypass(B) = true) sensorbypass(i) = false
v Vv
State(B) = trip /\ Sensorbypass(B) = State(B) = trip /\ Sensorbypass(B) =
false false

FHGERER  RETZ  BIHSE—KBE
Al -

5 #EMHEREL

P T Ll E MM BB A SRR BB RES 817
THRATECHUFRPERGER/FERD E
ER—EFHREBE-RMLAN T QR &
—% i VDM M ERGBRABEXE - FRURES
e RARRELERZER (test
oracle){6] fREEZXBEETHBEEIEH - R
9L %1% 5% (equivalence partition) #ikAk
SR EAELFRMREH  LF/ PetriNet #1E 8
T K IR DAL A R A R FE B (test oracle) ©

Rtz #a 38R EHB AKX (embedded) B
i (real time) 24P > B BRATFGHTH
SRS RBREAFHHE  MERFET
FREETHEEZABPTHECEZ -AR—BARE
HRFBERE—F OHEARE (fault
injection) M AHRLE(run time) AS5873E
o MERR&KSRE -

—fp ke r 3B A kR (fault-injection) &4 4%
FB o THIEAE (Flo Y175 Rt R P a9 E R
) - ARBAETHEHERABLRRGEEK - AR
e RHE - BEMBH T - TRIBASERE
3 DTM Fegsm 2 (set point) FHHEE  Hé

EEGHRaRE (P DM LR & 041 &
B 1 4 0;DIM-~ TLU ~ OLU MRl ey S Ess32 3]
REEFARY RBBME  ARZ D BHRRE
BEARFTRENZHER -

FRE—F AL BT (run time assertion)
7 XA AR5 LT e B R R B A 3|
d B AR - AR ETT HABEMART AR
W ERBIPITE E 4 e BRI o AR A
EHBERERI(B] AMERTEREF LA
BEGETTHEA .

HiEE#HE (range assertion) »

BERX (invariant) #%& -«

Z24 (safety) #%% -

#a#k# (dependency) %% -

ZrsE R (DTM/TLU / OLU) —Zadd Rt & -

S

YT

1. FR@EkE
RESBFE—BLUSAREE A B

RES Y IEAT LRSS - Hld

« DTM state == (0K | trip)

s ReactorP == (0 < ReactorP<32767) % -

2. BAX®E .
BRELGBYEF—EEMT  HLEHBE - THF
BEGGEE PR EERAEEFBNE EH —
BEEEELE -
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3. ek
RER 2O o m g SuEE Z B L
HBEFARETENS (FPoB=heg) .

4, jafit

RE—F AN B EG  EHRSELRBH
AT BART R BRI B2 o 64

» TLU state = 0K = OLU state = 0K

s HHBHMENS S KEAS

5. PSR —E M4

WHKE ZEBE (BRHA) » SREEMS TR
GHr L ARE — B - Bl

o DTM. output = TLU. input

*4 18 DM all OK = OLUs output = OK

*3 18 DTM OK = OLUs output = OK

FTUBABABT AR ERENT - FTH S
— B4 % REE (assertion processor) Rk #,
T BTG T  RESTaHKRESEHG
R wRGEEFBBRAFRRAATRLINBEEYYE
#A& M FEFBF  $RALBEHR - bk
SHAR G FRBEIG ERITEH REEE
ER RSB EEN

6 &%

AXBERUERAFEBA ER2BEHREES
LT ERES - RITHREBESRABERY
WiE o RARE  RBATR%E - AAEERAENR
RIEHER  UBBLALEHSENRLEHYE
o HEeMREt A RGN E A ERE S T
WAREAKE - TE—LBEUNS HTEEA
R w R BRI RTHESE LM
(independence) » T At (testability) RiBE
# (defense-in-depth) 2R EXFEH -MER KTk
BRANRREENEBER T R — S ER 4
HiE—FFH '

i
AMEAEBRAR T2 H > FE4%% NSC
88-TPC-E-155-003.

E

(1]

(21

3]

[4]

(51

(6]

[7-

(8]
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