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Abstract

Distributed systems are composed of multiple com-
puters interconnected by communication networks.
Group communication protocol supports the ordered
and reliable delivery of messages to muliiple destina-
tions in e group of processes. The group communica-
tion protocols discussed so far assume that the delay
time between every two processes is elmost the same.
In world-wide epplications using the Internet, it is es-
sential to consider ¢ wide-area group communication
where the delay times among the processes are sig-
nificantly different. We define newly a A*-causality
to be applied in the wide-area group. We present a
protocol which supports a group of processes with the
A¥*-causality. :

1 Introduction

Distributed systems are composed of multiple com-
puters interconnected by communication networks. In
distributed applications like teleconferences, a group
of multiple processes, i.e. process group [16] have to
be cooperated. Group communication protocols sup-
port a group of processes with the reliable and ordered
delivery of messages to multiple destinations. Transis
[2], ISIS(CBCAST) [5], Psync [20], and others [19,26]
support the causally ordered delivery. Totem [3],
ISIS(ABCAST) [5], Ameoba [14], Trans/Total [18],
Rampart [23] and others [6,24] support the totally
ordered delivery. Systems |7, 8] support both.

Group communication protocols discussed so far
assume that every two processes have almost the same
communication delay time. Here, let us consider a
world-wide teleconference among processes K, C, T,
and H in Keele of UK, Colorado in the USA, Tokyo,
and Hatoyama of Japan, respectively. By using the
Internet, 1t takes about 60 msec to propagate a mes-
sage in Japan while taking about 240 msec between
Tokyo and Europe. In addition, the longer the dis-
tance is, the more messages are lost. For example,
about 20% of the messages are lost between Japan and
Furope while less than 1% is lost in Japan. Thus, it
is essential to consider a group communication where
the delay times between the processes in the group are
significantly different [10,11,13], i.e. not neglectable
compared with the processing speed. Such a group of
processes is named a wide-aree group. If the tradi-
tional group communication protocols are adopted to
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the wide-area group, the time for delivering messages
to the destinations is dominated by the largest delay.
For example, if T sends a message m to H and K,
T has to wait for the response from K while having
received earlier the response from H. Next, suppose
that K sends a message m to H and T, respectively.
If T loses m, T requires the sender K to resend m.
The delay time between T and K is about four times
longer than T and H. If H resends m, the time for
retransmitting m can be reduced. Thus, we try to
reduce the delivery time by the destination retrans-
mission.

Suppose that T sends m to H, C, and K. On re-
ceipt of m, the destination processes send the receipt
confirmation messages to 7. Here, let us consider a
way that K sends the confirmation to C instead of di-
rectly sending to T and then C sends the confirmation
back to T. Even if C loses m, the delay time can be
reduced if K retransmits m to C as presented before.
A wide-area group G can be decomposed into disjoint
subgroups Gi, ..., G,y (sg > 2) [10, 27] where each
G; includes processes nearer to each other and has
one coordinator process. Messages sent by a process
are exchanged by the coordinators of the subgroups.
In [11], each subgroup has a log to retransmit mes-
sage.

In multimedia and realtime applications, messages
have to be delivered in some predetermined time
units. The A-causality [1,4, 28] is discussed where
A denotes the maximum delay time between the pro-
cesses required by the application. That is, it is mean-
ingless to receive a message m unless mm is delivered in
A after m is transmitted. The A-causality assumes
that every process has the same A. In world-wide ap-
plications, the maximum delay time A;; is specified
for each pair of processes P; and P; and the differ-
ence between some A;; and Ay is not neglectable. In
this paper, we newly define a A*-causality where some
pair of A;; and Ay are significantly different. Then,
we present a protocol which supports the A*-causality
and can reduce the delay time and the number of mes-
sages with retransmissions by the destination and the
group decomposition.

In section 2, we present a system model. In section
3, we present protocols in the wide-area group. In
section 4, we discuss the A*-causality. We evaluate
the protocols in section 5.
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Figure 1: Distributed system

2 System Model

A distributed system is composed of three hierar-
chical layers, i.e. application, transport, and network
layers as shown in Figure 1. A group of n (> 2) appli-
cation processes APy, ..., AP, are cooperated. Each
APF; communicates with other processes in the group
by using the underlying group communication service
provided by transport processes TPy, ..., TP,. Here,
let G denote a group of the transport processes (G = {
TPy, ..., TP,})supporting AP, ..., AP,. G is consid-
ered to support each pair of processes TP; and TP;
with a logical channel by using the underlying net-
work layer. Data units transmitted at the transport
layer are referred to as packets. TP, sends a packet to
TP; by the channel. The network layer provides the
IP service [21] for the transport layer.

The cooperation of the processes at the transport
layer is coordinated by group communication (GC)
and a group communication management (GCM) pro-
tocols. The GC protocol establishes a group G and
reliably and causally [5] delivers packets to the desti-
nation processes in G. The GCM protocol is used for
monitoring and managing the membership of G. An
application process AP; requests T'P; to send an ap-
plication message s. TP; decomposes s into packets,
and sends them to multiple destinations in G. The
destination process TP; assembles the packets into
a message s;, and delivers s; to AP;. In this paper,
packets decomposed from the application message are
referred to as messages.

A transport process TP; has to know the delay
time &;; with each T'P; in the group G. In the GCM
protocol, T'P; requests the network layer to transmit
two kinds of ICMP [22] packets: “Timestamp” and
“Timestamp Reply”. TPF; can know when “Times-
tamp” sent by T'F; is received by TP;j, and “Times-
tamp Reply” received by TP; is sent by TP; by using
the time information. T P; calculates é;; between TF;
and TP;, i.e. round trip time. TF; sends periodically
the ICMP packets to all the processes in G. Here,
TPF; is referred to as nearer to T'P; than TP if §;;
< b;r. In addition, the GCM protocol monitors the
ratio g;; of packets lost between each pair of processes
TP; and TF;. Here, we assume that 6;; = 6;; and ¢
= ¢;; for every pair of TF; and T'F;.

We malke the following assumptions about packets
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sent by T'P;:

e Packets may be lost and duplicated.

e Packets can be sent to any subset V of destina-
tion processes in a group G (V' C G).

e Packets sent to V' are not received by processes
which are not included in V.

e Packets sent by the same process may be received
by the destination processes not in the sending
order (not assuming FIFO).

3 Reliable Receipt

3.1 Transmission and confirmation

In group communication, a message m sent by one
process T'F; is sent to multiple destination processes
inagroup G = { TP, ..., TP, }. m has to be reliable
delivered to all the destinations in G. Here, let s be
the number of the destinations of . There are two
points to be discussed to realize the reliable receipt of
m:

(1) how to deliver m to the destinations of m, and

(2) how to deliver the receipt confirmation of m to
the sender T'P; and the destinations.

In (1), there are two ways: direct and hierarchical. In
the direct multicast, T'P; sends m directly to all the
destinations. In the hierarchical multicast, TP; sends
m to a subset of the destinations. On receipt of m
from T'P;, TP; forwards m to other destinations. The
propagation-tree based routing algorithms [9, 12] are
discussed so far. Another example is to decompose
G into disjoint subgroups G4, ..., G4 (sg > 2) [27].
Each G; has one coordinator process. TP; sends m
to the coordinator and the coordinators forward m to
the destinations in the subgroups.

In (2), there are two schemes: deceniralized and
distrébuted. In the decentralized scheme [5], T'P; sends
m to the destinations and the destinations send back
the receipt confirmation of m to T'F;. If TP; receives
all the confirmations, T'P; informs all the destinations
of the reliable receipt of m. Totally 35 messages are
transmitted and it takes three rounds where s is the
number of destinations in G.

In the distributed scheme [24,26], every destina-
tion TP; sends the receipt confirmation of m to all
the destinations and TF; on receipt of m. If each
TP; receives the confirmations from all the destina-
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tions, T'P; reliably receives m. Here, O(s?) messages
are transmitted and it takes two rounds. In [26], the
number of messages transmitted in the group can be
reduced to O(s) by adopting the piggy back and the
deferred confirmation.

There are the following protocols to realize the re-
ceipt confirmation of m:

(1) Direct multicast and distributed confirmation.

(2) Direct multicast and decentralized confirmation.

(3) Hierarchical multicast and distributed confirma-
tion.

(4) Hierarchical multicast and decentralized confir-
mation.

The first one is named a distributed protocol [19]. The
second is adopted by ISIS [5] and others [2,14,18].

Next, we consider when each destination process
can deliver messages received. Here, let m; be a mes-
sage received by TP;. TP; can deliver m; if (1) TF;
had delivered every message my such that my — m;
and (2) m; is reliably received by all the destinations.
How long it takes to reliably receive messages depends
on the maximum delay time among the processes in
group G. Hence, the delay in delivering messages is
increased if G includes more distant processes. Since
the processes are assumed to be not faulty, messages
are eventually reliably received by all the destinations.
Hence, T'P; can deliver my if TP; delivers every mes-
sage msg destined to T'P; such that my — m; even if
m; is not reliably received. The reliable receipt of m;
is required to realize the following points:

(1) A message m is guaranteed to be buffered by at
least one process T'P; in G. Hence, if m is lost by
some process, m can be retransmitted by T'P;.

(2) m can be removed from the buffer if m is reliably
received, i.e. no need to retransmit m.

Hence, only the sender or process to retransmit m
needs to know whether or not m is reliably received.

3.2 Recovery of message loss

In the underlying network, messages are lost due
to buffer overruns, unexpected delay, and congestion.
Hence, the processes have to recover from the message
loss. Let us consider a group H = { TPy, TP,, TP;,
TP, }. Figure 2 shows a process graph of H where
each node denotes a process and each edge shows a
channel between nodes. The weight of the channel (
TPF;, TF; ) indicates the average delay time é;;. In
Figure 2(2), a direct edge TP; — TP; means that
TP; is the nearest to TP;. Suppose that T'P; sends
a message m to TPy, TP3;, and TP, but TP, fails
to receive m. In the traditional protocols, the sender
TP, retransmits m to T'P; and 1t takes 26;4. On the
other hand, if T P; forwards m to TPy, it takes 2634.
Since 614 > 634, we can reduce time for retransmission
of m if TP; forwards m to TP;. Thus, if TP; loses
m, a process T P, whose 6; is the minimum in G can
send m to T'P;. As presented here, there are two ways
to retransmit m if TP; loses m sent by TF;.

(1) Sender retransmission: TP; retransmits m to

(2) Destination retransmission: some destination
process TPy, forwards m to T'F;.
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Figure 2: Process graph of the group H

3.3 Protocols

Suppose that a process TF; sends m to a subset
B of the destination processes in the group G. There
are the following protocols.

(1) Basic(B) protocol: distributed protocol with
sender retransmission.

(2) Modified(M) protocol: distributed protocol with
destination retransmission.

(3) Nested group(N) protocol: hierarchical multicast
and decentralized confirmation with destination
retransmission.

(4) Decentralized(D) protocol: direct multicast and
decentralized confirmation with sender retrans-
mission.

[Basic(B) protocol]

(T1) TP; sends m to all the processes in V (C G).

(T2) On receipt of m, each process T'P; in V sends the
receipt confirmation to T'F;.

(T3) On receipt of the confirmation messages from all
the processes in V, TP; reliably receives m.

(R) If some TP; fails to receive m, T'P; sends m to
TP; again. O

The modified (M) protocol is the same as the B one
except that the destination retransmission is adopted.

[Modified(M) protocol] ,

(R) If TP; fails to receive m, some destination TPy
nearest to T'P; sends m to TP;. If all the des-
tinations lose m, the first step (T1) is executed
again. O

In the third protocol, G is decomposed into disjoint
subgroups Gy, ..., G454 (sg > 2). Each G; is composed
of the processes TP;q, ..., TP, (h; > 1) where TP,
is a coordinator.

[Nested group(N) protocol]

(T1) TP;; sends m to the coordinator TF;;. Let DC;
be a set of the coordinators whose subgroups in-
clude the destinations of m. T P;; forwards m to
the coordinators in DC;.

(T2) On receipt of m, the coordinator T Py sends m
to the destinations in Gy. On receipt of m, the
destination T Pyp, sends the confirmation back to
T'Pyy. On receipt of the confirmations from all
the destinations in Gy, T'Py; sends the confirma-
tion to the coordinators in DC;.



(T3) On receipt of the confirmations from all coordi-
nators in DC;, TPy, sends the confirmation to
the destinations in Gy. On receipt of the confir-
mation from T'Py1, T Py, reliably receives m.

(R) If TPy fails to receive m, TPy, resends m to
th. D
In the decentralized (D) protocol, only sender TP;
can know whether each destination receives m or not.
Hence, the sender retransmission is adopted. In the
D protocol, T1 and R are the same as the B protocol.
[Decentralized(D) protocol]

(T2) On receipt of m, T'P; sends the confirmation back
to TF;.

(T3) On receipt of all the confirmations, T'P; sends the
acceptance to all the processes in B.

(T4) On receipt of the acceptance, TP; accepts m. O

Figure 3(1), (2), and (4) show the B, M, and D
protocols where TP, sends a message m to TP, TP;,
and TPy but TP, loses m. In the M protocol, TP
forwards m to T'P, since T'Pj is the nearest to TP,.
Figure 3}32 shows the N protocol with two subgroups
(T.Pu, 12, TP13 ) and ( TP21, TP22, TP23 ) where
TPy and TPy are the coordinators. TPy, sends m
but T Pa3 loses m. Here, T'Py; resends m to T Pas.

TP, TP, TP, TP, TP, TP, TP, TP,
m
§\\x Lost ™% | Lost
Xxﬁ Conf. Conf.
Detect Detect
// Nack Nack
L< Resend
Resend
\ / Conf.
/? Conf. L
time / time
(1) Basic (B) protocol (2) Modified (M) protocol
TPy TP, TPy TPy TPy TPy, TP, TP, TP, TP,
m
~ | | ST o
] / Conf.
m
\ .
x | Lost
> > Canf. Detect
/ < ]%g‘c?ft \\ Resend
> Resend \
_— // Cont.
] Coaf.

——

\

(3) Nested group (1) protocol (4) Decentralized (D) protocol

Figure 3: Protocols
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3.4 Example

Let us consider the process graph shown in Fig-
ure 2. If TP, loses m and §,3 is the minimum, TP,
forwards m to TP, in the modified (M) protocol. In
the basic (B) one, TP, resends m to T'P;. In the
nested group (N) one, H is composed of two sub-

roups Hy = { TP, } and Hy = { TPy, TP; TP,
. TP, is the coordinator in H.

We now consider how long it takes to deliver m
from TP, to TP;, TP;, and TP,. Suppose that 6,3 =
634 = 642 (: 62')'< 612 = 613 = 614 (: 61). Here, let
m;; be a probability that a message sent by T'P, is lost
by TPF;j,ie. 1 — €;;. As shown before, the longer the
distance, the more packets are lost. Hence, T3 < Tep
if (5,'}' < bkn. We assume that mp = g = M4 = M
and mpg = W34 = myq = Wp. We also assume that no
confirmation message is lost though messages may be
lost. As presented before, the message loss ratios in
Japan and between Japan and Europe are about 1%
and 20%, respectively. Hence, we assume m; > 7o, W
= 72, and 7} and 72 can be neglected. We would like
to show the average delay times Dp, Djs, Dy and
Dp for the B, M, N, and D protocols, respectively.

Dp = (1 +2m + 272)6;.

Dy =6 + 27!’1(1 -+ 772)52.

Dy = (l + 2w — 3#%)(51 + (2 + 4wy — 7!'%)52.
DD = (2 + 27I'1 + 271'%)61

Here, suppose that 615 = 613 = 614 = 240, 693 =
524 = 534 =60 [msec], T2 = M3 = W14 = 0.2 and w23
= T34 = w34 = 0.01. Dp = 355, Dyy = 264, Dy =
427, and Dp = 595 [msec]. The M protocol implies
the shortest delay.

In the B and D protocols, only TP, is required to
buffer m since T'P; retransmits m. All the processes
may retransmit m. Hence, every process has to buffer
m. In the N protocol, TP, sends m only to TP,, and
then TP, forwards m to TP; and TP,. If either TP;
or TP, loses m, T P, retransmits m. Hence, the coor-
dinators have to have buffers. The B and D protocols
imply a smaller number of buffers than the others.

4 A*-Causality

4.1 A-causality
The messages sent in a group G = { TP, ...
have to be delivered in the causal order [5].
Causal precedence relation] For every pair of
messages my and mg, my causelly precedes my (my
— mg) iff

e m, is sent before my by a process,

@ my is sent after delivering a by a process, or

e for some message mz, m; — mg — mg. O
The messages can be causally ordered by using the
vector clock [17].

In real time applications like multimedia commu-
nications, messages have to be delivered to the des-
tinations by a deadline. Thus, a process TP; has to
receive a message m in A time units after Tj:’,: sends
m [1,4,28). A denotes the maximum delay time be-
tween the processes in G. Here, let ts(m) be time
when m is sent. Let ¢r;(m) be time when T'P; receives
m. Suppose that TF; sends a message m to TF;. m

» T,
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is referred to as received in A by T'F; iff ts(m) + A
> trj(m). That is, m is received in A after m is sent.
The causality based on A [1] is defined as follows.

[A-causality] For every pair of messages m; and ma,

my A-causally precedes mq (my 4 me) iff
(1) my — mg and (2) ts(m1) + A > ts(m2). O

Let us consider a group K = { ThH, TP, TP }
as shown in Figure 4. Here, TP) sends a message m;
to TP, and TP3. TP, sends m, after receiving m,
in A (my 4 mgy). Then, TP, sends mg to TP3. TP;
receives mo in A after mo is sent but receives m; not
in A. Hence, T P3 delivers ms but not m;.

TP, TP, TP

3
l
N
| i~
\
time "3
v \

Figure 4: A-causality

4.2 A*-causality

In a wide-area group G = { TP, ..., TP, }, some
pairs of delay times are significantly different. Here,
let A;; be obtained based on the statistics of 6;; be-
tween TP; and TP;. For example, A;; may be an
average of é;;. If the distance between é“P,‘ and TP;
is larger than TP, and TPy, Aj; > Apr. Let A* be a
set { Ay |4,j=1,..,n}.
[A*-causality] Let m; and mg be messages sent by
TP; and TPj, respectively. m; A*-causally precedes

mey (m1 é—* mg) iff
(1) my — mq and (2) ts(my) + A;; > ts(my). B
That is, mg is sent in A;; time units after m; is sent.
In Figure 5. TP, sends a message m; to TP, and
TPz, and TP, sends my to TP after receiving m;.
Since T P receives mg in Agy, T'P3 delivers mg. Then,
T P5 receives my. Since T'P; receives my in Agy, TP;
can deliver m,. However, since m; is already deliv-

ered and m, a; ma, TP3 cannot deliver my. I m,
is delivered, ms cannot be delivered because m, is
obligated to be delivered after ts(msq) + Aszy. There
is inconsistency among A;, and Ass. This example
shows that T'P; may not deliver m even if m is received
in A;j. Thus, the A*-caunsality may be inconsistent if
each Ay; is independently decided.

. . A
[Comnsistency] The A*-causal precedence relation —
18 consistent iff for every pair of messages m, and my
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Figure 5: A*-causality

sent by processes TP; and TP;, respectively, ts(m;)
+ Ap; < ts(ma) + Apj and my — my. O

It is straightforward that the following theorem
holds.

[Theorem] £} is consistent if for every triplet of pro-
cesses T'F;, TF}, and T P, Az’j -+ Ajk > Ay O

[Collorary] al 1s consistent if for every triplet of pro-
cesses T'F;, TF;, and TPy, Aj; = Ap;. O

That is, the A-causality A is consistent because Agj
= A for every TF; and TP;.

In the wide-area group, the theorem may not hold
depending on the routing strategies, i.e. A* may be
inconsistent. There are the following ways to resolve
the inconsistency on the A*-causality:

(1) to neglect messages which do not satisfy the A*-
causality, and
(2) to change some A;; so that A* is consistent.

First, let us consider the example of Figure 5. TPy
receives mg in Aqg and m; in Ajz. One way is that
T P5 delivers m, just on Az after mo is sent, i.e. my is
rejected. The other way is to wait for m,. As a result,
my is rejected since my, is received after ts(msq) + Ags.
In the latter case, if m; 1s lost, neither m, nor ms is
received although m, can be received.

For each T'P;, suppose that min(Ay;, ..., Ani) < 4
< maz(Ayy, ..., Ap;). TP; buffers messages received.
Let T; be a variable showing the current time in T'P;.
If there is a message m from TP; in the buffer such
that ts(m) + A; = T; and ts(m) + Aj; < Tj, m is
delivered. The smaller A; gets, the more messages
from the more distant processes are rejected.

Next, we discuss how to obtain a consistent prece-
dence AT from A* if A* is inconsistent. Af; is defined
to be the minimum delay time among the paths from
TP; to TP;. H the theorem holds, Aj; = A;;. Oth-
erwise, Al; = Ajy + Ay; for some T'P;. We define a
following set At from A*.

o At = { A | Af = Ay if Ay + Ajp > Ay for

every k, otherwise A}t' =maz({ A}; + A | A,
+ Ajk > ﬁj,‘ for every k }) }



It is clear that A—J: is consistent because A?} + A;."k
> A;*;c for every i, j, and k. However, A;-"i > Aj;
for some TF; and TP;. Even if T'P; receives m from
TF; in A}"i, it might be too late to deliver m to the

application. Therefore, we adopt the first way. In our
implementation, we assume that realtime data is more
often exchanged between processes which are nearer
to each other. Hence, A; is min(Ay;, ..., Ag;).

5 Evaluation of Protocols

5.1 Reliable receipt

Next we evaluate the basic (B), modified (M?,
nested group (N), and decentralized (D) protocols
in terms of the delay time for delivering and reli-
ably receiving messages. The prototypes of the pro-
tocols have been implemented to be a group G of six
UNIX processes in SPARC workstations, i.e. three
(ktsun0, kelvin, ccsun) in Hatoyama, one (ipsj) in
Tokyo, Japan, one (colomdog in the U.S. and one
(des) in Keele, UK. We consider two cases: (1) there
is no message loss and (2) kelvin loses m. We measure
the delay time where des in UK sends a message m of
128 bytes to three workstations in Hatoyama. In the
B and D protocols, des retransmits m. In the M pro-
tocol, kisun0 nearest to kelvin forwards m to kelvin.
In the N protocol, G is composed of Keele and Ha-
toyama subgroups. The Keele subgroup includes one
workstation des. In the Haloyama subgroup includ-
ing three workstations, ktsun0 is the coordinator.
The following events occur in the process:

send: m is sent by the original sender process.
receive: m is received by the destination pro-
cess.

deliver: m is delivered to an application process.
reliable receive: The sender process knows
that m is received by all the destinations.
detect: A destination process detects a loss of
m by receiving another process’s confirmation of
m.

For each event e, let time(e) be time when e occurs.
The following kinds of delays are obtained from the
times measured:

receipt(R) delay: time(receive) — time(send).
delivery(DL) delay: time(deliver) —
time(send).

reliable receipt(RR) delay: time(reliable re-
ceive) — time(send).

detect(DT) delay: time(detect) — time(send).

(1) of Table 1 indicates the R, DL, and RR de-
lays for four protocols in the first case. The difference
between R and DL shows time for the protocol pro-
cessing. The difference between R and RR shows time
for exchanging the confirmation messages of m. Every
protocol supports almost the same delay.

(2) of Table 1 shows the R, DT, DL, and RR delays
in a case of lost messages. The difference between DL
and DT shows time for recovering from the message
loss by retransmission. For example, ktsun0 forwards
m to kelvin in the M protocol. The difference between
DT and DL show how long it takes to retransmit m.
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In the N protocol, we consider two cases: messages are
lost from des to kisun0 and lost in Hatoyama. The
delay times in the first case are marked * in Table 1.
Following Table 1, the processes can recover from
message loss with shorter delay in the M protocol
than the others. In addition, the delay time is almost
the same as the no-loss case. In the wide-area group,
each channel is different in the delay time and mes-
sage loss ratio. Hence, the messages can be delivered
with shorter delay if the messages are sent through
channels with the shorter delay and less loss ratio.

Table 1: Delay [msec]

| | Protocols | B | M1 N | D
receipt(R) 376 | 376 377 376
(1) dehvery(DL) 383 | 383 384 383
rel. rec. (RR) | 72471724 120 1128
detect (D'T) 386 | 386 | 387 T26¥ | 762
(2) [ Teceipt (R) 1140 | 393 [ 394 1103¥ | 1135
debvery (DL) | 1141 17394 | 395 1105% | 1139
rel. rec. (RR) | 1827|735 | 736 1482% | 18901

5.2 A*-causality

Next, we evaluate protocols which provide G with
the A*-causality in terms of the number of messages
to be rejected. Figure 6 shows the receipt ratio Rét)
(< 1) of messages sent to kelvin from épsj, coloredo
and des for the delay ¢ where [ R(i)di = 1, which is
measured by transmitting 10,000 messages. For ex-
ample, 2.7% of messages take around 120 msec to get
to colorado from kelvin. Table 2 shows the minimum,
average, and maximum delays. In Hatoyama, there
is no message loss and almost all messages are re-
ceived in 0.5 msec. On the other hand, one fourth
of the messages are lost and it takes about 240 msec
between Japan and UK. The figure and table require
that A;; depend not only on §;; but also on Eij.

Table 2: Delay[msec] & lost[%]

[ host ] min | avrg | max || Tost |
1ps) 304371 60427 [ 756.263 [ 0.9
colorado | 119.506 [ I57.171 | 532433 || 8.3
des - 164.497 | 241.370 | 2733.565 || 24.4

Every TP; gets the statistics of the delay time 6;;
and the loss ratio ¢;; for each T'P; by using the GCM
protocol, and reports it to the application process
AP;. AP, decides A;; by using the statistics of 6;;
and ¢;;. One way to obtain A;; is by adding the av-
erage 0;; with some constant ¢;. Another way is for
A;j to be given time ¢ within when a message can be
received in a possibility of @ percent. For example,
let B be 70[%]. From Figure 6, 70% of messages sent
by coloredo can be received by kelvin in 168 msec.
Hence, Ayg, is given 168[msec]. 70% of messages sent
by des can be received in 320 msec. Hence, Apy =
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Figure 6: Message receipt ratio v.s. delay

320. On the other hand, the average delay time be-
tween kelvin and ipsj is about 60 msec where only
0.1% of messages are lost. Here, let Ag; be 90 which
is 50% larger than 60 msec, i.e. a; = 30%.

First, we consider how many messages each process
can receive given A*. As presented before, T'P; does
not receive messages m from T'P; unless m arrives in
A;j. Given A* presented here, 60.5% of messages sent
by ipsj are received by kelvin. Hence, er; = 60.5[%]
for Ag;. Similarly, ez, = 70.0 and ez = 70.0 for Ag,
and Apgq, respectively.

Next, we consider the ratio of messages rejected
due to the inconsistency of the A*-causality. Figure 7

°

shows how m; and ms such that m, =N Mg are Te-
ceived by kelvin. We assume 84, = bpg — Oke, 02 =
Spq — 61ri, and 6 = bxe — Or; since there is a rout-
ing path from Hatoyama via Tokyo and Colorado to
Keele. In Figure 7, we also assume that celorado and
ipsj send my on receipt of my. In (1) and (2), my is
sent by des. In (3), colorado sends my. In (3), col-
orado sends my on receiving my while ipsj sends mg
in (2) and (3). The reject ratios of messages received
are 6.9% in (1), 16.6% in (2), and 16.7% in (3).

Next, suppose that AT is used since the A*-
causality is inconsistent. A;" can be either minimum,
average, or maximum of A;y, ..., Ay,. Here, the min-
imum, average, and maximum are 90, 168, and 320
msec, respectively. Table 3 shows the receipt ratios of
messages sent to kelvin from ipsj, coloredo, and des.
For example, if A; = 168, kelvin receives 94.5% of
messages from ipsj while only 7.6% can be received
from des.

If the A*-causality is adopted, there exist some
messages rejected to Ereserve the causality. On the
other hand, in the AV-causality, fewer messages are
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Table 3: Message receipt ratio ¢ [%) in A
| | A Jmsec| || 1ps) | colorado | des |

minimum 90 Jl 60.5 0.0 0.0
average 168 || 94.5 70.0 7.6
maximum 320 ] 98.9 88.9 70.0

rejected, 1.e. the longer A is, the larger ¢ gets but the
longer it takes to deliver messages. More messages
from the more distant processes are rejected, i.e. the
shorter A is, the smaller ¢ is. Thus, there is a trade-off
between A and ¢. The application processes have to
decide A so that the requirements on the delay time
and the causality are satisfied.

6 Concluding Remarks

We have discussed the wide-area group commu-
nication which includes multiple processes intercon-
nected by the Internet. Here, each logical channel be-
tween the processes in the group has a different delay
time. In this paper, we have presented ways to reduce
the delay time of messages in the wide-area group.
In addition, we have discussed the A*-causality in
the wide-area group. We have presented four kinds
of protocols, i.e. basic, modified, nested group, and



decentralized protocols. These protocols have been
evaluated in terms of the delay time. The evaluation
shows that the modified protocol implies shorter delay
than the others.
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