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Abstract

In this paper, we propose a scheme for provid-
ing anonymous channel service in wireless commu-
nications. By this service, many interesting applica-
tions, such as electronic elections, anonymous discus-
sion groups, with user identification confidential can
be easily realized. No one can trace the sender’s iden-
tification and no one but the authority centre can dis-
tinguish anonymous messages from normal messages
when a user uses the anonymous channel. In our pro-
posed’ scheme, we also consider the key distribution
problem. Our scheme can be easily applied to ezisting
wireless systems, such as GSM and CDPD.

1 Introduction

Many applications, such as electronic voting
schemes [16, 17, 22], anonymous group discussions,
can be easily realized using anonymous channels [3, 5].
In wireline networks, several anonymous channel pro-
tocols [3, 5] have been proposed. The miz-net ap-
proach is used in [3] to realize a sender untraceable e-
mail system. In the miz-net approach, the encrypted
messages are sent to a miz agent who will disarrange
all received messages and send them to the next agent.
Finally, the last agent will send the encrypted mes-
sages to their destinations. The basic assumption of
the miz-net approach is at least one mix agent is hon-
est. The dc-net method based on the Dining Cryp-
tographers Problem is used in [5] to achieve a sender
untraceable e-mail system which is unconditionally or
cryptographically secure depending on whether it is
based on one-time keys or on keys generated by pub-
lic key distribution systems or pseudo random number
generators. In a dec-nei scheme without a trusted auv-
thority, every pair of potential senders must share a

*This research is supported in part by the National Science
Council of the Republic of China under grant NSC-86-2221-E-
002-014.

227

secret key. To send an anonymous message, all po-
tential senders must transmit the message bit by bit.
In the ¢th bit transmission, each potential sender out-
puts the sum (modulo two) of all the i¢h bits of the
keys he shares. If a sender wishes to transmit the bit
'1’, he inverts his output. Since every secret bit con-
tributes exactly twice, if only one participant trans-
mits the bit '1’, the total sum (modulo two) of all
participants’ outputs must be one. If the message in-
cludes some redundancy information, other potential
senders can detect collision of messages. When the
sender detects a collision, he can retransmit his mes-
sage after a period of time. In the dc-net method, it
does not need any trusted mix-agent, but all poten-
tial senders must participant in the mail system when
someone is delivering a message.

The most important and popular wireless systems
are digital cellular systems, such as AMPS and GSM
[14]. The first generation cellular systems, such as
AMPS, are primarily aimed at voice communications.
There is a growing need for wireless communication
systems to provide data services, such as e-mail, fax
etc., for mobile units. The Cellular Digital Packet
Date (CDPD) system is designed to provide data ser-
vices in an overlap to the existing analog cellular tele-
phone network used in the North America. It is de-
signed to make use of cellular channels that are not
being used for voice traffic. Another cellular system,
the global systems for mobile communication systems
(GSMs) used in European and some Asian countries,
is designed to provide secure digital services such as
user authentication, traffic confidential and key dis-
tribution.

In wireless communications, due to the lack of
association between a user and a particular physi-
cally secure location, it can make an illegal user more
easy to attempt at fraudulent acquisition of service.
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Thus, user authentication and the anonymous channel
service must be addressed simultaneously. In wire-
less channels, user anonymity and user authentica-
tion have not been addressed simultaneously. Many
schemes [1, 15] have considered user identification
confidential against outsiders but not against the ser-
vice provider. For accounting purpose, before the
service provider provides an anonymous channel to
a user, user authentication must be considered in ad-
vance.

In wireless communications, it is easier to realize
anonymous channels due to roaming, dynamic chan-
nel assignment and broadcasting. In this paper, we
will design an efficient anonymous channel in wireless
environments, such that, it can be easily applied to
the existing wireless systems. The user anonymity in
our scheme is neither based on any trusted authority
like [3] nor on the cooperation of all potential senders
[5]. In our scheme, message transmissions are trans-
parent to the visiting service domain (VSD), and no
one but the home service domein (HSD) can distin-
guish general messages from anonymous messages. In
the downlink channels (base station to mobile sta-
tion), our scheme uses secret key cryptosystems to
encipher the transmission message but in the uplink
channels (mobile station to base station), it uses pub-
lic key cryptosystems to preserve the message privacy.
The reason for our scheme to use public key encipher
functions instead of secret key encipher functions in
the downlink channel is to preserve the privacy of the
subscriber’s identification and alleviate the key man-
agement problem introduced by secret key cryptosys-
tems.

The remainder of the paper is organized as follows:
In Section 2, we describe a high-level system architec-
ture for GSM and CDPD-like wireless communication
systems. In Section 3, we briefly describe blind sig-
natures and low-cost public key message encryption
algorithms used in our protocol. Based on the high-
level system architecture, we propose our anonymous
channel and the authentication scheme in Section 4.
Then we discuss the implementation issues in Section
5. Finally, a concluding remark is given in Section 6.

2 System Architecture

In this section, we describe a high-level system
architecture for GSM and CDPD-like wireless com-
munication systems. In this architecture, a mo-
bile station (MS) will communicate with a base sta-
tion (BS), which comprising the radio equipment
and small switch functions. The BS links the mo-
bile service switching cenire (MSC) with the MSs.
The MSC, which performs the switching functions
for MSs and allocates radio resources, can connect
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to other MSCs or the existing wireline networks, such
as PSTN, B-ISDN, etc., via wireline communications.
The MSC also connects to a dedicate authentication
centre (AUC) which performs the authentication for
each call attempt made by an MS.

BSs, MSCs and the AUC collectively form a service
domain (SD). For simplicity, we will treat MSCs and
the AUC as an integrated logical entity. Any data
manipulation in an SD must be done in the logical
entity, and all BSs will not keep any important secret
data. The functions of BSs are just data receiving
and transmission. Any user who plans to acquire a
wireless service has to register himself with a SD and
becomes a subscriber to this SD. The SD that a user
registered with is referred to as his home SD (HSD),
and other SDs that the user visits are his visiting 5Ds
(VSDs). The SDs do not have to trust each other, so
they do not have to share any private information of
their own subscribers. In each SD, the network topol-
ogy of BSs and the MSC is a star network. Each BS
only connects to its MSC. An MS can communicate
with the current MSC via the nearest BS by radio.
The MSCs can communicate with other MSCs or ex-
isting B-ISDN, Internet by the wireline networks.

3 Blind signature and low-cost public
key message encryption
3.1 Secure blind signature schemes

The concept of blind signatures was proposed by
Chaum [4]. It allows to realize secure voting schemes
[16, 17, 22] protecting the voters’ privacy and secure
electronic payment systems [6, 12] protecting cus-
tomers’ anonymity. Such systems have a party called
the signer who is able to make certain digital signa-
tures. The other parties called requesters would like
to obtain such signatures on messages they provide to
the signer. In a distributed environment, the signed
blind messages can be thought as tickets in some ap-
plications, such as secret voting schemes, and as fixed
amount of e-cashes in secure electronic payment sys-
tems. A distinguishing property required by a typical
blind signature scheme [2, 4, 11, 18] is so-called the
?unlinkability”, which ensures that the requesters can
prevent the signer from knowing the exact correspon-
dence between the actual signing process performed
by the signer and the signature which later made pub-
lic. The security of the schemes proposed in [4, 11} is
based on the hardness of factorization [21] while the
scheme proposed in [2, 18] is based on the hardness of
computing discrete logarithm [10, 19].

Any secure blind signature scheme can be applied
to our proposed scheme. For simplicity, we adopt the
RSA blind signature scheme [4] as an example. The



RSA blind signature scheme is illustrated as follows:
Let m be a message to be signed and s be the signa-
ture of m.

1. The requester sends to the signer a message
m' =, mR®, where (e,n) is the public key of
the signer and R is a random number chosen by
the requester such that gcd(R,n) = 1.

2. Upon receiving the message m', the signer gen-
erates its signature s' =, (m')? with his secret
key d. Then he sends the message s’ back to the
requester. )

3. Upon receiving the message s', the requester can
obtain signature s for m by computing s =,
§R'=, (mR)R =, m?.

The signer can not derive m from m' since m' is
transformed by the unknown random number R. On
the other hand the requester, knowing the value R,
can compute the signature s of the message m from
the message s'.

3.2 Low-cost public key encryption algo-
rithm

For achieving the low cost computations in mobile
units, the subscriber encrypts his messages by mod-
ified RSA encryption schemes [13, 20, 24]. For sim-
plicity, we use the Rabin’s scheme [13, 20] in our pro-
tocol. to encrypt subscriber’s messages. The Rabin’s
scheme is illustrated as follows. Every user ¢ ran-
domly chooses his secret key (p;, ¢;), where p; and g;
are two large strong primes, and publishes his public
key n;, where n; = p;¢;. For sending a secret mes-
sage m to user i, anyone can encrypt the message
by compute ¢ = m?modn; and send the ciphertext
¢ to user i. With the information of the secret key
(pi, @i), user i can efficiently decrypt the ciphertext
as m = y/cmodn;. Rabin proved that computing m
given ¢ and n; is as difficult as factoring n;. Although
the Rabin’s encryption function is not one-to-one (it is
four to one), if we add some redundancy information
to the message, the user with the secret key can de-
crypt the ciphertext and choose the correct plaintext.
Since Rabin’s scheme only needs one modulo multipli-
cation to encrypt a message, it is especially suitable
for mobile units with low-computation capability.

4 The proposed scheme

In this section, an authentication scheme for anony-
mous channel is presented. A typical session of the
scheme involves a subscriber, his HSD and the VSD
from where the subscriber requests the service. The
communication between the subscriber and his VSD is
via wireless communications. The VSD can communi-
cate with the HSD via a high-speed wireline network.
The scheme consists of three protocols: the ticket is-
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suing protocol, the authentication protocol and the
ticket revivification protocol. In our scheme, if a sub-
scriber plans to send an anonymous message, he first
requests a blind ticket from his HSD using the ticket
issuing protocol. Then he can use the ticket in the
authentication protocol. If the lifetime of the ticket
expires, the subscriber can revive the lifetime of the
ticket via the ticket revivification protocol. For ac-
counting purpose, the HSD keeps a ticket database to
check if the requested ticket is out of money.

The underlying assumptions of these protocols are
that: (a) There exists a secure blind signature scheme
[2, 4, 18}; (b) There exists a secure asymmetric cryp-
tosystem [20, 24]; (c) There exist a secure symmetric
cryptosystem [7] and a secure one-way hash function
[23]; (d) No one can derive the origin of any message
in the underlying mobile communication systems [14}.

In our protocol, for simplicity, we use RSA blind
signature schemes [4] as an example to generate blind
tickets in the ticket issuing protocol. For achieving the
low cost computations in mobile units, the subscriber
encrypts his messages by modified RSA encryption
schemes [20, 24].

Let S denote a subscriber, V' denote the current
VSD of S, H denote the HSD of S and "X —Y : 27
denote that sender X sends message Z to receiver Y.
Also, let K,y be the secret key shared by H and V,
HID be H’s identification number, {m}., denote the
ciphertext of m encrypted using Rabin’s public key
er, (m); denote the ciphertext of m encrypted using
the secret key k of some secure symmetric cryptosys-
tem and ” - ” denote the conventional string concate-
nation operator. Let f be a secret one-way function
known only by H and h be a public one-way func-
tion. H has RSA keys ns, ep and dp, where ny and
en, are the public keys and dj is the corresponding
secret key, and the Rabin’s public key e, and the
corresponding secret keys p, and ¢,,where p, and g,
are two large strong primes and e, = p, * ¢-. Let
ID; be the identification of subscriber i. Upon reg-
istration, every subscriber i shares a unique identifi-
cation (ID;) and a secret key f(ID;) with his HSD
and keeps (ID;, f(ID;),er, ", €n, h()) in his handset
(mobile unit). ‘

4.1 The ticket issuing protocol

Before S can send an anonymous message via the
wireless channel, he must purchase a blind ticket from
H. This ticket will be used as the authentication ticket
and the hash value of the ticket will be used as the
secret key shared with H when S uses the anonymous
channel. The protocol is as follows.

1. § =V : HID,N,,{ID;,®,Cert;,T1}e,
2. V= H:{ID;,¥,Cert;,Ti}e,, N2
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3. H=V (T,N)g,,
4. V3 S:N,T .
In step 1, S sends his HID, a nonce Ny, his ID;, a
blind message ¥, his authentication information Cert;
and a timestamp T to V, where

¥ = r**(Tkt) mod np, ged(r,n)=1land1<r < n,

and Cert; = (Tl,’)’)f(ID,-)a 1)

where v is a random number. The timestamp
Ty will be used for accounting check such that
any malicious person can not replay the message
{ID;,®,Cert;, Ty }., to fool H. The blind ticket in-
formation Tkt = RD - § - li fetime contains a redun-
dancy string RD, a ticket lifetime and a random num-
ber § for increasing entropy of the message Tkt. All
messages, except HID and N;, will be encrypt by
the H’s Rabin’s public key for privacy. In step 2, V
simply passes a nonce N, and the received encrypted
message to H.

Upon receiving the message in step 2, H first de-
crypts the message and then checks if S’s identifica-
tion is valid by verifying if the certificate Cert; is valid
and T is fresh. If yes, H signs the blind ticket by com-
puting

L = ()% mod ny, (2)

and deducts a fix amount of money from S’s account.
Then he sends the signed ticket (T, N3)k,, back to
V. For simplicity we will take the size of [nn| to be
512 bits in our discussion. For verifying the signature
signed by H, we can define a valid signature space as

R = {RD-z-y|RD =0%,z € {0,1}"16, |y| = 32,
y 2 Current - T}, )

where Current is the current time when the verifier
receives the ticket and T is the length of the duration
that the ticket is valid.

Upon receiving the message in step 3, V checks if
the nonce N, is in the encrypted message. If yes, V
then simply broadcasts the received blind ticket T and
Ny to S via the wireless channel. The nonce N; will
be used as the indicator of blind ticket I so that S can
seize I from the downlink channel. Upon receiving the
blind ticket, S can obtain the real ticket by computing

Kop =77'T mod ny, = (Tkt)d" mod np,  (4)

and verify the validity of the ticket by checking if
(Ksn)%* mod np, = Tkt.
4.2 The authentication protocol

After receiving the ticket from V, 8 can use it as
an authentication ticket when he requests an anony-
mous message service. When the first anonymous call
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is made, H will assign a pseudo account (PA) to this
ticket. This ticket can be used until the volume of
its associated PA becomes empty. The following pro-
tocol is the i¢h anonymous call with respect to this
ticket.

1. 5= V:HID, N3, {Kgp,r}e,

2.V H: {Ksh,ri}er,N4

3. H - V (K, ri, PA, lifetime, (r;) k. ),

No)k,»

4.V = 8: Ng, (L, 7)oy (T n(re,n)

In step 1, S sends his HID, N5 and the encrypted
message {K,p,7;}e, to V. The encrypted message in-
cludes the authentication ticket X sk and the ith ran-
dom challenge ;. The challenge r; is used for com-
puting the ith session key K; and checking freshness.
In step 2, V sends the received message {Kp,7;}e,
and a nonce N, to H.

Upon receiving the message in step 2, H first de-
crypts the message, and then checks if ((Tkt)dryen
mod np, = (Tkt) € R, where the domain R is defined
in (3) and r; is fresh. H rejects the ticket if it is not
valid. If it is valid and the ticket is fresh, H assigns a
new PA to this ticket. Otherwise, H retrieves the PA
corresponding to this ticket from the ticket database.
If the PA is not empty, then he computes the ses-
sion key K; = h(K,, - ;) , and sends the message
(K;,7i, PA, lifetime, (ri)h(K,h)a N4)th back to V.

Upon receiving the message in step 3, V decrypts
the message and checks if the nonce NN, is in it for
freshness checking. If yes, V generates a pseudo iden-
tification number I; for this call and encrypts I; and
the challenge r; with the session key K;. Then he
sends the message NS:(IiaTi)K;a(Ti)h(K,h) back to
S. The noncé N; will be used as the indicator of
this call response so that S can seize the message
(i, i)k, (Ti)n(x,,) from the downlink channel.

After receiving the encrypted message, S then ob-
tains I; by the session key K;, which can be computed
by K; = h(K,, - r;), and verifies the freshness of the
message from the challenge r;. Then he can use the
pseudo identification number I; and the session key
K; to send anonymous messages.

4.3 The ticket revivification protocol

If the lifetime of the requested ticket expires, S can
ask H to revalidate the ticket lifetime. The proto-
col is similar to the ticket issuing protocol except the
authentication message ID;, Cert; is replaced by the
expired ticket K ;. Note that S does not have to send
another stamp 75 to H since if any malicious per-
son replays the encrypted message to fool H, he can
neither derive the expired ticket nor any new ticket
without knowing the expired ticket, and H will not
deduct any money from §. The protocol is described



as follows.
1. S =V : HID,Ns,{Ksp,Tkt'}e,
2. V= H:{Kg, Tkt'}.,,Ns
3. H=V: ((Kéh)h(Kah)’Nﬁ)th
4. V= 5:N;, (K.;h)h(K,h)

In step 1, S sends his HID, a nonce N5 and the
encrypted message { Ksp, Tkt'}, to V. The encrypted
message includes the expired ticket Ky, and the new
ticket contents Tkt' = RD - & - lifetime’, where
lifetime' is the new ticket lifetime and ¢ is another
random number. In step 2, V simply passes the re-
ceived encrypted message and a nonce Ng to H.

Upon receiving the message in step 2, H first
decrypts the message, and then computes (Kyp)%
mod ny, = Tkt and checks if the redundancy infor-
mation RD is in the message Tki. If yes and the
expired ticket has been used, he signs the new ticket

! = (Tkt')® mod ny,, and places the new ticket into
the entry of the expired ticket in the ticket database.
If yes and the expired ticket has not been used, he
also signs the new ticket K, and adds a new entry
contained the expired ticket and the new ticket to the
ticket database. Then he sends the encrypted message
((K;h)h(th)’Nﬁ)th back to V.

Upon receiving the message in step 3, V checks if
Np is in the encrypted message. If yes, he broadcasts
the message Ns,(K.,)n(k,,) Via the wireless chan-
nel. The nonce N5 will be used as the indicator of
this call response so that S can seize the encrypted
ticket (K, )n(k,,) from the downlink channel. Upon
receiving the encrypted message, S can obtain the new
ticket K, by decrypting the message (Kj,)n(k,4)-

5 Discussions
5.1 TUntraceability and Accountability
The most important feature of our proposed proto-
col is the untraceability property. Moreover, the sub-
scriber and the HSD must authenticate each other.
We now describe that our proposed scheme satisfies
the above properties.
Based on the technique of blind signatures, we first
describe that no one can derive the subscriber’s iden-
tification when he uses the anonymous channel.

Definition 1 (Un-traceability) A channel is said
to be untraceable if no one can derive the identification
of the sender of a message transmitted through this
channel.

There are two possible ways that the identification
of a subscriber may be deduced by his HSD: (1) the
HSD and the VSD cooperate to derive the link be-
tween the plaintext message (ID;, ¥, Cert;, Ty) which
is sent to V in step 1 of the ticket issuing protocol
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and the plaintext message (K,p,7;), which is sent to
V in step 1 of the authentication protocol. (2) Ac-
quire the identification of S when he sends the mes-
sage {Ksp,7i}e, to V in step 1 of the authentication
protocol or sends any message to V in the subsequent
communication.

To derive the link between the string (ID;, ¥,
Cert;, Ty) and (K,p, 7;), is computational infeasi-
ble since it clearly contradicts to the assumption (a)
mentioned in Section IV. To acquire the identification
of S when he sends the message {Ksp,7i}e, to V or
sends any message to V in subsequent communication
is impossible since it contradicts the assumption (d)
mentioned in Section IV.

Thus, we claim that the provided chanmel is un-
traceable. '

Definition 2 (Accountability) A channel is said
to be accountable if no subscriber can use it without
being charged.

In our protocol, the accounting of using wireless
channel is achieved by PAs. When a subscriber re-
quests a blind ticket from the HSD, the HSD will with-
draw a fix amount of money from the subscriber’s ac-
count. Upon receiving a ticket from an anonymous
subscriber, the HSD will assign a PA to this ticket.
All costs of using the wireless channel will be deducted
from its PA until the volume of PA is empty. K
some subscriber plans to use the anonymous channel
without paying the cost, he must forge a legal ticket
(Tkt") mod ny, or impersonate a legal subscriber 4
in the ticket issuing protocol. However, this will con-
tradict to the assumption that RSA blind signature
scheme is secure or the assumption that there exists a
secure symmetric cryptosystem. From the above, we
claim that the provided channel is accountable.

For manipulating the database of PA, a ticket can
only be used during its life time. If the life time of
the ticket expires, the subscriber can revive the ticket
by the ticket revivification protocol.

5.2 Authentication in the same VSD

In GSM [8], the secret key cryptosystem is used
to implement the authentication protocol. It uses the
challenge and response method to simplify the au-
thentication process when requesting calls are in the
same VSD. In the authentication protocol, the sub-
scriber first sends his international identity number
to the VSD, then the VSD sends the request to his
HSD. The HSD then sends a set of 3-component tu-
ple (Rand;, SRES;, K.),1 < i < j, back to the
VSD. Upon receiving the set of 3-component tuple
(Rand;, SRES;, K;),1 < i < §, the VSD chooses a
3-component tuple (Rand;, SRES;, K;) and sends
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Rand; to challenge if the subscriber can reply with
SRES; = A3(Rand;, K;), where K; is the secret key
shared between the subscriber and the HSD and A3
is a public one-way function. If yes, then the sub-
scriber can communicate with the VSD using the ses-
sion key K, = A8(Rand;, K;), where A8 is another
public known one-way function.

In the authentication protocol of our proposed
scheme, if the next call is also in the same VSD, the
authentication protocol can be simplified as follows.

1. S5V Iiari-{—l
2.V = 8ri, (L, ri) ks

In step 1, the subscriber sends the previous pseudo
identification number I; and the challenge r;; =
h(r; - K,p), depending on the previous challenge r;
and the secret ticket K, to the current VSD .
Upon receiving the message in step 2, the VSD first
computes the current session key K, i1 = h(K; -
Ti+1) and chooses a new pseudo identification num-
ber I;;;. Then he simply broadcasts the challenge
value r;4; and the encrypted message (Li41,7i41)K.p1,
which is encrypted by the current session key Kiiq
via the wireless channel. The challenge 7;,; will
be used as the indicator of the encrypted message
(Ti+1,7i41) K.y, 5O that S can seize Tit1:Tit1) Koy
from the uplink channel. Upon receiving the en-
crypted message, the subscriber can retrieve the cur-
rent pseudo identification number I;,; by the session
key Kiyy = h(K; - ri41) and verify the freshness of
the message from the challenge r; ;. Then he can use
the pseudo identification number I;+1 and the session
key K;y1 to send anonymous messages.

In stead of randomly cheosing the challenge value
Ti+1, the challenge values ;. of the (¢+1)th call must
be modified to r;, = h{r; - Kgp), which can only be
computed by the subscriber and the HSD. If the VSD
is not honest, he can only attempt at fraudulent ac-
quisition of this call. When the next call is initialized,
the next challenge value must be recomputed.

5.3 Comparison of protocols

We summarize the functionality and complexity of
related wireless authentication protocols in Table 1.
The most important feature of our protocol is its un-
traceability. Generally, the adversaries can be classi-
fied into ”outsiders” and "insiders”. An ” outsider” is
someone who can only ascertain what can be inter-
cepted via radio waves. While an "insider” is some-
one who can obtain information by theft, conspiracy
or computer system intrusion. An "insider” can be
either a VSD or the HSD. Generally, the HSD will
keep some secret information of the subscriber, such
as the subscriber’s secret key. The only secret infor-
mation shared between the subscriber and the VSD

232

is the session key for some session call. From Table
1, we know that no one can derive sender’s identifi-
cation in our protocol. Lin et al’s scheme can hide
a sender’s identification from outsiders and the VSD
but not the HSD. For GSM and Beller et al.’s scheme,
the V3D and the HSD both know a sender’s identi-
fication when the sender sends messages. Beller et
al. proposed a session key protection scheme that if
some subscriber’s secret key has been compromised,
the old session keys will not been compromised. In
our authentication protocol, the ith session key K;
is the hash value of the blind ticket K sh and the ith
challenge value r;. All the challenge values are en-
crypted by the HSD’s Rabin’s public key. If the HSD’s
Rabin’s secret key has not been compromised, even
the intruder knows the subscriber’s secret key, he still
can not know the conversation of the #th session. In
our authentication protocol, the number of multipli-
cations is 1 for the subscriber by using the Rabin’s
encryption function.

Untraceability Session Key mod
Outsider VSD HSD Protection multiplies
Our scheme Yes Yes | Yes Yes 1
Lin [15] Yes Yes | No Yes 1
Beller [1] Yes No | No Yes 2
GSM (8] Yes No | No No 0

Table 1: The functionality and complexity of related
wireless authentication protocols.

Assume that n is the number of potential anony-
mous senders in the dc-net method, ¢ is the number
of mix-agents in the mix-net approach and z is the
number of bit operations of a DES encryption, r is
the number of bit operations of an RSA encryption,
with a 512-bit modulo, and y is the computation cost
of the subscriber in our authentication protocol, which
includes one modulo multiplication and several DES
decryptions. Table 2 illustrates the comparison of re-
lated anonymous channels. Mix-net needs at least a,
trustworthy mix-agent to preserve the sender’s identi-
fication privacy. Dc-net needs all possible senders to
cooperate when someone sends an anonymous mes-
sage. Our protocol needs neither a trustworthy agent
nor all potential senders cooperating during an anony-
mous message transmission. User authentication is
not considered in the dc-net method since all poten-
tial senders need to cooperate when some one is deliv-
ering an anonymous message and all potential senders
is the candidate of the current sender. If the anony-
mous message is m bits, the communication com-
plexity of our protocol is 2m. In dec-net method,- it
need nm bits to send an m bits anonymous message
which is very impractical in a large network. In [9], 2



fast RSA implementation on the DSP56000 achieves
11.6K bits/s for 512-bit exponentiation with Chinese
remainder theorem and the DES implementation with
the optional DES chip runs at 3.8M bits/s in CBC

mode. In the above implementations, the ratio of r/z

is about $8210°48 — 9 624 103. The computation cost

for the subscriber in our scheme is only y + [} ]z bit
operations. But the computation cost of the mix-net
method for transmitting m bits anonymous message
is [£]5 |tr bit operations. In the dc-net method, each
sender must share a secret key with every other po-
tential sender. But in our scheme, every subscriber
only need to share a secret key with his HSD. It is
more suitable for the dc-net method to use the broad-
cast transmission mode to transmit messages since all
users need to compute the sum of all potential senders’
outputs. But in the mix-net method, since the sender
only needs to transmit the anonymous message to the
first trusted agent, it does not need broadcast channel
to transmit anonymous messages.

Mix-net Dc-net Our protocol
Require a Yes No No
trusted authority
Cooperation of No Yes No
all paticipants
Free of charge No Yes No
Communication tm (bits) | nm (bits) 2m (bits)
complexity
Computation [&55 1tr mn? y+ &l
cost (senders)
No. of secret 0 n—1 1
key (each sender)
Network Wireline Wireline Wireless
infrastructure
Transmission Multicast | Broadcast Broadcast
mode

Table 2: The comparison of related anonymous
channels.

5.4 Implementation considerations

Different from Kerberos [23] which the ticket life-
time is chosen by the key server, the ticket lifetime
is chosen by the subscriber in our protocol. This ap-
proach let the subscriber hide the ticket lifetime infor-
mation when he buys a ticket. The service provider
can provide several values of the durations that the
ticket is valid according the response time the sub-
scriber can tolerate. For example, if there are three
kinds of durations: one, three and five years. If the
subscriber chooses the duration time is five years, he
can use this ticket longer but has a longer waiting
time for the service provider to check the validation
of this ticket.

We assume that a portable unit contain a low-
power microcontroller in order to perform the various
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tasks associates data manipulation and user interface.
A typical 8-bit microcontroller dissipates 75-150 MW
when operating at 6-MHz. Beller et al. [1] imple-
mented modular multiplication on a typical micro-
controller, such that, the implementation completes a
single 512-bit modulo multiplication in 180 ms. The
network server (HSD) can be done using a special-
purpose processor. Dussé and Kaliski [9] have pub-
lished an algorithm and claimed performance results
that correspond to performing a single 512-bit mod-
ular multiplications in around 145 ps on a general-
purpose Digital Signal Processor (DSP). A single such
processor could perform the decryption of the modi-
fied RSA cryptosystems [13, 20, 24] for 10-20 calls/s.
Assume 3 calls per user per hour, thus processor can
support of 12000-24000 customers.

When ep=3, our protocol requires a precomputa-
tion on the order of 200 modular multiplications {20
seconds on an 8-bit microcontroller) in the portable
unit for the ticket issuing protocol because the sub-
scriber must compute the inverse of r to extract the
real ticket from the blind ticket. The ticket issuing
protocol can be performed in advance, and the ticket
can be preserved for future authentication. For the
ticket revivification protocol, it only needs 3 modu-
lar multiplications: one for encrypting the old ticket
message and two for verifying the new ticket when
receiving the ticket from the HSD.

6 Conclusion

In this paper, we propose an efficient scheme for
providing anonymous channel service in mobile com-
munications. By this service, many interesting ap-
plications with user identification confidential can be
easily realized. In our proposed scheme; we also con-
sider the key distribution problem. Our scheme can
be easily applied to existing mobile communication
systems, such as GSM, CDPD, without affecting the
underlying structure of VSDs. The user anonymity
in our scheme is neither based on any trusted author-
ity nor on the cooperation of all potential senders.
Nobody can trace the identification of any subscriber
when he uses the anonymous channel. Furthermore,
no one but the HSD authority can distinguish anony-
mous messages from normal messages.
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