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Abstract

Following the Bell-Lapadula access control model, it is
only allowed that two users with the same security level
in the hierarchy can communicate secretly with each other.
Meanwhile, if it is necessary for security and law
enforcement considerations, the contents of the secure
communications between any two communicating users
can be supervised (or eavesdropped) by the users with
higher security level. Based on the usage of the tamper-
proof hardware and one-way hash function, we proposed a
novel scheme to resolve the supervising problem stated
above. By the proposed scheme, a session key shared by
two users can be quickly established for secure
communications. Also, this session key can be easily
derived by the users with higher security level, and hence
the supervising requirements can be achieved.

Keywords: supervising secure communications, level-
based hierarchy, tamper-proof hardware, one-
way hash function.

1. Imtroduction

In 1994, U.S. government published the
“Escrowed Encryption Standard” (EES) to increase the
effectiveness of the anti-crime measures for the law
enforcement agency, such as the Federal Bureau of
Investigation (FBI), for supervising secure
communications under certain legitimate authorization
procedures [2, 3, 5). Often supervising secure
communications for the security clearance hierarchy is
inirinsically required in order to enhance the management
issues with respect to the authorized relationships among
users in the organization.

In 1976, Bell and Lapadula [1] introduced the
concept of simple security property and *-property for
handling the access control problem in security clearance
hierarchy. These two properties are described as follows:

1. Simple security property (no read up): A user with
lower security clearance cannot read any information
that belongs to the other user with higher security
clearance.

2. *-property (no write down): A user with higher
security clearance canmot write any information o
the other user with lower security clearance.

Following the Bell-Lapadula access conirol model, it is
only allowed that two users with the same security
clearance can communicate with each other. This access
control model protecis the confidential information from
being intentionally or carelessly leaked out from the user

with higher security clearance to the user with lower one.
For achieving secure communications, any two
communicating users should first establish a session key,
and then use this session key to emcrypt/decrypt
communicating messages. Any secure communication
between two users, who should be with the same security
clearance, can be supetfvised by the users with higher
security clearance under certain legitimate authorization
procedures.

Consider the situation that the security clearance
hierarchy for the users is formed as a level-based hierarchy
as shown in Figure 1. Users with the same security level
are gathered into a group and entitled to communicate with
each other. Let “>" be the partial order operator. For
U; > Uj, we say that the security level of U; is higher

than that of U;. If U; and U; are in the same security
level, it is denoted as U; = U;. The users with higher
security level have the authority to supervise the

communications of users with lower one, while the
opposite is not allowed. For example, in Figure 1, U

and U, can communicate secretly with each other, since
Uy = Up. With the same reason, any two of Us, Uy and
Us can communicate secretly with each other, and U; or
U, can supervise their communications; any two of Us,
Us, Ug and Uy can communicate secretly with each

other, and their communications can be supervised by any
one of Uy, Uy, Uz, Uy and Us.

(' Us.UpUs.Us )
Figure 1. A level-based uer hierarchy.

Inspired from Zheng’s key agreement protocol
[6], we propose a novel scheme to resolve the problem
mentioned above. In the proposed scheme, each user is
assigned a secret key and a public key. The keys used in
the proposed scheme are represented in vector-form. The
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secret key is stored in a tamper-proof chip. Except for the
system manager (who is the initiator of the chip), no one
knows the contents in the chip. The proposed scheme has
the following characteristics:

1. Pollowing the proposed key agreesment protocol,
any two users with the same security level can
efficiently comstruct a session key shared by
themselves, and further this session key can be
efficiently derived by the users with higher security
level.

2. The users with the same or lower security level
cannot individually or conspiratorially obtain the
session key shared by the communicating users.

3. The construction of the session key is rather
efficient.

4, The amount of storage for the public parameters is
small.

We sketch the organization of this paper as
follows. In the next section, we give a brief review of
Zheng's key agreement protocol. Then, the proposed
scheme and the related definitions are described in Section
3. The security analysis and computational complexity of
the proposed scheme are discussed in Section 4. Finally,
we give conclusions in Section 5.

2. Brief Review of Zheng’s Key Agreement
Protocol

In 1995, Zheng [6] proposed an efficient key
agreement protocol to construct a common key shared by
two communicating users. Zheng’s protocol is based on
the well-known properties of one-way hash function. A
one-way hash function # has the following properties [4].
h can be applied to any size of input.

h produces a fixed-size output.

It is easy to compute A(x) with knowing x.

Given h(x), it is infeasible to determine x.

It is infeasible to find different x and y satisfy /(x)
=.h(y).

For simplicity, we define Ox) = x and H(x) =
R(HL(x)) fori > 0. Zheng’s protocol is described in the
following.

Initially, the system manager (SM) chooses an
m-dimensional vector X = [x1,Xp,...,%,] as his secret
key, where each x; is sufficient long, for instance more
than 64 bits, to prevent it from exhaustive search attack.
Note that m is between O(b®logn) and O(b> logn),
where n is the total number of users and b is the
maximum number of dishonest users in the system.
Meanwhile, SM publishes a one-way hash function A t0
all users in the sysiem. Any user that wants o join the
system should first register with SM. At the registration
stage, SM randomly selects an m-dimensional vecior V; =

[Vi1,Vi2,.. . Vire ) @8 the public key for the registering user
U;, where v;’s are small integers. Afierwards, SM
personalizes a tamper-proof chip for U; simply by
injecting Y;, V; and ID; into the chip, where ID; is the

R

identity for U; and Y; = [yi1,Yi2...»Yim] = [ (x1),

B2 (x2),...,h"" (x,,)]. Tt should be noticed that ¥; is
never seen by Uj.

Afier the registration stage, U; can obtain the
common key shared with U; by presenting ID; and V;
to his tamper-proof chip. The chip outpuis the common
key k; as

) _{h(iﬁ1 Gill... % (y WIDID;),  ID; < ID;, o
Y R ... NP (e WUIDN D), ID; > ID;
where "lI' denotes the concatenation operator, and &,=0 if
Vie >Vjc and &, =Vj. —v; otherwise (for ¢ =1, 2, ..,,
m). In the similar way, U; can obtain the common key
kj;, which is identical to k;, shared with U; by
presenting ID; and V; to his tamper-proof chip.
Consequently, a secure channel beiween U; and U; is
established by using the common key k;; (= kj).

3. The Proposed Scheme

In the proposed scheme, the secret keys and the
public keys for users are represented as integer vectors. To
improve the presentation of the proposed scheme,
preliminaries with respect to integer vectors are first
given. The proposed scheme is described in the
subsequent subsection.

3.1. Preliminaries

Let V={V;, Vo, ..., V,} be a set of n m-
dimensional integer vectors, where V; = [Vi1,Vi2,...,Vim )
fori=1,2,..n.

Definition 1. (max vector) A vector V; eV isamax

vector in V if and only if there exists some ¢ such that
Vie >Vj forall V; eV andi#j.

Definition 2. (inax set) If every vector V; €V is amax
vector, then V is a max set.

Definition 3. (derive) V; derives V;, which is denoted
as V;= Vj, if and only if v, <vj, for all c.

It is to see that V; can be obtained by adding some
nonnegative integer to each element of V; if V; = V.

Example 1.Let V1, =1[3,4,7], V., =[5,6,9], V3 =
[4,3,6], Vs = 18,6, 31, and V= {V}, Vo, V3, Vy}.
Then V, and V4 are max vectors in V. The set { Vs,
V4} is a max set, however V is not a max set. Further,
Vi =V, since Vy = Vi + 2, 2, 2.

Definition 4. (RMAX) The relative maxitnum elements
of two veciors is defined as RMAX(V;, V;) = [max(vy,

vjl)s ma-x( Viz,VjZ), iiae] IIlaX( Vim, vjm)]~
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Definition 5. (RMIN) The relative minimum elements
of two vectors is defined as RMIN(V;, V;) = [min(v;,

Vir), min(v;1,v1), v, DR Vigy, V)]

Theorem 1. For a max set V, NOT(V;= V;) if {V,,
VilcV.
Proof:

We use proof by contradiction. Assume that
Vi= Vj, then v, <vj, for all ¢ by definition. Since V;
is a max vector, there exists some d such that vy <vig.
That contradiction shows that NOT(V; = V). O

Theorem 2. For a max set V, NOT(V, => RMAX(V,,
Vinit{ Ve, Vi, V;}cV. '
Proof:

Since V, is a max vector, there exists some ¢
such that ve,>max(vj, vj.). Therefore, we have
NOT(V, =RMAX(V;, V;)) by definition. O

It should be noticed that the number of max
vectors cannot outmumber the dimension of the vectors in
amax set. A straightforward but effective algorithm for
generating a max set is given in Figure 2.

Algorithm MAX SET_GENERATOR
Input: LowerBound: the smallest value of the
elements of vectors;
m: the dimension of vectors;
n. the number of generated vectors.
Output: amax set {Vy, Vo, .., Vi, }I*V; =

[vil,xr,vz,...,vim] */,

{ ‘

if (m < n) then STOP;

fori=1tondo

forj=1tomdo

if j =i then v; ; = LowerBound + 1;
else v; ; = LowerBound;

reum ({ Vl’ V27 saey Vn });

}

Figure 2. The max-set assignment algorithm.

3.1. Supervising secure communications on
hardware approach

We divide the proposed scheme into three stages:
the initialization stage, the communication stage, and the
supervising stage. Suppose there exists a system manager
(SM) to handle the initial setup, and the users in the
system are classified according to their security level. The
keys used in the proposed scheme are represented in vector-
form. Let m be the dimension of vectors. The value of m
should be determined before the initialization stage and it
should be larger or equal to the number of users in any
security level. Assume that security level 1 is the highest
security clearance. The proposed scheme is described in
the following.
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The initialization stage -- SM performs the

following steps to setup the system:

Step 1. Publish a one-way hash function /.

Step 2. Choose an m-dimensional vector X =
[x1,%2,...,X] as the seed for # and keep X

secretly.
Step 3. Assign the public keys and the secret keys for
users, say Uy, U, ..., Uy, in security level i

by the following steps:
(3-1). Use Algorithm MAX_SET_GENERATOR(,
m, n) t0 generate a max set { V1, Via, ...,
Vin}, and Vi =[vi1, V2, ..., Vi ] i8 used as the
public key for Uj;.
(3-2). Compute the secret key for Uy as
Yy =1, Y525+ Yijm)
= [ (), 172 (x2), ... B (%)), (@)
inject Y; into a tamper-proof chip, and send the
chip to Uj;.
Step 4. Repeat Step 3 until all security levels in the
hierarchy are examined.

Note that the public keys for users in the same
security level forms a max set. Further, for any two users
U; and U; in the hierarchy, V; = Vi if U;»-Uj.

The communication stage -- After the initialization
stage, each user owns a tamper-proof chip. If U; wants to

communicate with another user, say Uj, with the same
security level, he can obtain the session key shared with
U; by presenting V; and a public nonce N; to his
tamper-proof chip. The chip outputs the session key k;; as

ki = RO IR (i IING), )
where 6, = 0if v;e >v;. and 6 = v} — ;. otherwise (for
¢=1,2, .., m). In the similar way, U; can obtain the
session key kj;, which is identical to k;, shared with U;
by presenting V; and the public nonce N; to his tamper-
proof chip. Consequently, a secure channel between U;
and U is established.

Note that in Eq. (3), the involvement of the
public nonce Nj; is used to generate distinct session keys
for different communication sessions. Further, the
construction of k; does not involve with ID; and ID; as

that in Eq. (1). Since the public keys for users in the
same security level form a max set, there exist no users
U, and Uy such that RMAX(V,, Vy) = RMAX(V;, V).
That is, the input of & will always be distinct for different
communicating users. Hence, ID; and ID; are no longer
required for the construction of session key in the proposed
scheme.

The supervisimg stage -- Following the
communication stage, suppose U, with higher security
level wanis to supervise the communications between U;
and Uj. U, can obtain k;; by presenting RMAX(V;, V;)
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and N; to his tamper-proof chip. The chip outputs the
session key k;; as

kij = WA (Y NP2 (Y M. NP (Yo ING ), @
where p, =max(V,e,Vpe)— Vs (forc=1,2, ..., m).

Lemma 1. For any two users U; and U; with the same
security level in the hierarchy, they can obtain the same
session key k;j (= kj;) in the communication stage.
Proof:
By Egs. (2) and (3), we have

ki = h(h® QeI TR (i MING ) 3)
where 04 =max(vy,vjg) (for d=12 ..,m) ltis
trivial that V;=>RMAX(V; V;) and V; =>RMAX(V;,
V;). Hence, U; and U; can obtain the same session key
ki =k ji)' a

Lemma 2. For any user U, in the hierarchy, if
(Ue >~ U;) and (U, - U;), then U, can obtain the same
session key k; (= kj) shared by U; and U; in the
supervising stage.
Proof:

The readers can easily verify that the value of k;;

in Eq. (4) is identical to that in Eq. (5). In Eq. (4), since
V. =RMAX(V;, V;), we have 0,20 (for ¢ = 1, 2, ...,
m). Hence, U, can obtain the same session key k; (=
kj;) shared by U; and U;. O

Theorem 3. In the proposed scheme, the communication
and the supervising stages work correctly.
Proof:

It can be proved by Lemma 1 and Lemma 2. [1

Example 2. Consider the security level hierarchy in
Figure 1. After the initialization stage, the public key V;
and the secretkey Y; for U; are listed in Table 1. Suppose
U3 wants to communicate secretly with Uy. Us presents
V4 = [2, 3, 2 ,2] and a public nonce N3 to his tamper-
proof chip, and then the chip outputs the session key
kaq = (3 (e )N A3 (A% (3R (x4)1l N3). By the
similar way, U, can obtain k43 which is identical to k34.
After that, the secure communication channel is
established. If U; wants to supervise such
communication, he may present RMAX(V3, V) = [3, 3,
2,21 and N3 to his tamper-proof chip, and obtain k34.
However, users with lower security level cannot derive
k34. For example, suppose Us presents RMAX(V3, Vy)

and N3 to his tamper-proof chip, the chip will output a
value (A G N3 eI B3 (o3 A3 (x4 WIN3)  which s
not identical 10 ks4.

Table 1. The assignment of keys for users in the user
hierarchy of Figure 1.

U; Vi Yi = [it, Yizoooos Yima)
0 L L1 m20x), R (), i (03 ), B (x4))
Up ILZLA (4 () B2 (xp) h (3 ), 1 (0g)]

Us 3,222
Us 12,3,2,2]

(13 (xp), k% (x2), B2 (x3), h% (x4))
% (xp), 13 (), B2 (3 ), 12 (x)]

Us (22,320 [r%(x;),h%(x2), B3 (x3), 12 (3x4)]
Us 143,330 [nt(x),h*(x2), h3(x3), B3 (x4)]
Uz 343,30 (n3x), h*(xp) k3 (x3), 13 (x4)]
Ug 133,430 (130n), h3(x2), h* (x3), 13 (xa)]
Vo 33,340 (130x),h3(x), 13 (x3),h* (x4)]

4. Analyses
4.1. Crypto amnalysis

In this subsection, we will show that the
proposed scheme is secure under the following two
assumptions:

(1). The Tamper-Proof Chip (TPC) assumption:
Except for SM, the tamper-proof chip can prevent
anyone (even the legitimate user of the chip)
from gaining access to the secret key contained
therein.

(2). The One-Way Function (OWF) assumption:
Consider the one-way hash function 7(x). Given
y, it is computationally infeasible to find x such
that 2(x) = y. That is, it is computationally

infeasible to find #~1(x) with given ¥ (x).

Lemma 3. Under the OWF assumption, anyone cannot
reveal the secret key stored in the tamper-proof chip by
using the information emitted from the chip.

Proof:

Given the emitted information K = h(h" (y; )|l
2 (i)l M BYem (y; )l N) for some V, and N, it is
computationally infeasible to find the secret key Y; =
[Yi1> Yi2s-+-» Yim] by the OWF assumption. O

Lemma 4. For users U,, U; and U; in the hierarchy, if
NOT(U, > ¥;) and NOT(U.>Uj;), then U, cannot
obtain the session key k; (= kj;) share by U; and Uj
under the OWF assumption.

Proof:

Following the Bell-Lapadula access control
model, the communicating users U; and U; should with

the same security level in the hierarchy. Two cases will
be considered.
Case 1. It U;» U, and U; > U,, then NOT(V, =

RMAX(V;, V).
Case 2. If U,=~U; and U, =Uj, then NOT(V, =
RMAX(V;, V;)).
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In both of the cases, NOT(V, = RMAX(V;, V;)) assures
that U, cannot obtain k;; under the OWF assumption. [J

Theorem 4. The conspiracy attack cannot succeed in
deriving the session key of other users under the OWF and
the TPC assumptions.
Proof:

If the security level of U, is higher than that of
Up, than V, = V},. Thus, it is no necessary to discuss
the case that the conspiratorial users come from different
security levels. Only two cases will be considered.

Case 1. The conspiratorial users work together to
obtain the session key of users with higher
security level: This attack cannot succeed
under the OWF assumption.

Case 2. The conspiratorial users work together to
obtain the session key of users with the same
security level: The public keys for users in
the same security level form a max set. By
Theorem 2, for a max set { V,, V,, Vil we

have NOT(V, =>RMAX(V;, V;)). Thus,

this attack cannot succeed under the TPC
assumption.

Note that if the key agreement protocol in the
proposed scheme is implemented on sofiware approach,
then the possible conspiracy attack may succeed in
deriving the secret key or session key of other users. We
give an example to show such attack. The conspiratorial
users, say U; and Uj, can work together o obtain a new

secret key [A™ROmY0)(y)

BIn(in,v53) (xm)] which contains lower order of / as

compared to their original secret keys. If there exists
some other users, say U, and Uy in the same security

level as U; and Uj, satisfying RMIN( Vi.Vi)=
RMAX(V,, Vy), then U; and U; may succeed in
deriving the session key k.4 shared by U, and U,.

hmin("iz»vjz)(xZ ),

seey

Theorem 5. Under the TPC and the OWF assumptions,
the proposed scheme is secure.

Proof:

It is proved by Lemma 3, Lemma 4 and Theorem

4. O

4.2. Computational analysis and Memory
requirements

Let T}, be the time for performing the one-way
hash function % and T4 be the time for executing
Algorithm MAX_SET_GENERATOR. Suppose q is the
number of security levels in the hierarchy, 7 is the number
of users in a security level, and m is the dimension of
vectors. The computational complexities of the proposed
scheme are analyzed as below:

Time for the initialization stage

=0Ty +nmg® xTp).

Time for the communication or supervising stage
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=0(nTy).

For the memory requirements, the public
directory stores an m-dimensional vector as the public key
for each user. Since it is infeasible to derive x with
known h(x), the public keys can be assigned with small
integers without decreasing the system's security. Such
assignment can reduce the storage of public keys as well
as the time for performing one-way hash functions.

5. Conclusions

In this paper, we address a new problem that may
exist in the network communications. Following the
Bell-Lapadula access control model, it is only allowed that
two users with the same security level can communicate
with each other. Users: with higher security level can
supervise the communications of users with lower one.
Based on the properties of one-way hash functions and the
security of tamper-proof chips, we proposed a scheme to
resolve the supervising secure communication problem for
the level-based .hierarchy. The security and the
computational complexities of the proposed scheme are
analyzed. With the small integers of public keys, we can
reduce the operating time for performing one-way hash
function and the storage space. To sum up, the proposed
scheme has the following characteristics:

1. The construction of the session key is fast, since
the computational operations of the proposed
scheme are only comparison and one-way hash
function.

2. The proposed scheme can withstand the conspiracy
attack.

3. The storage space for the public directory is small
since it only requires m small integers for each
user.

4. It is unnecessary for the SM to keep information
for users after the initialization stage.

With the above analyses, we conclude that the
proposed scheme can be implemented practically.
However, the solution of the supervising secure
communication for a general poset user hierarchy is left as
an open problem.
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