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Abstract
In 1992, Chang, Hwang and Wu proposed a cryptographic key assignment scheme based on Newton’s
interpolation method and a predefined one-way function to solve the access control problem in a user
hierarchy. In this paper, we shall show that their scheme is problematic in controlling access to all types

of hierarchical organizations. Furthermore, we show that their scheme is not secure enough by presenting

an attack on it.

1. Introduction

In the modern society, hierachhical structure
of users exists in many organizations such as mil-
itary and government departments or the busi-
ness corporations. How to control access of data

in such an environment is extremely important.

To describe this problem, let us consider a
hierarchical organization in which the groups of
users are denoted as disjoint classes represented
by aset, U={U, Us, ..., Un}. Define on U the re-
lation “<” such that U; < U; for some 7, j means
users in U; can access any information held by
users in U;, while the opposite is not allowed
(note that U; < U;). Such a hierarchical struc-
ture can be well modeled by an algebraic system

called the partial order set (or called poset). Let
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U; be the Central Authority (CA in short), who
is in charge of the key generation for the hier-
archical organization and U; _<_‘U1 for all U; in
U. In the hierarchy, if U; < U;, then U; is said
to be a predecessor of U; and U; is said to be a
successor of U;. Furthermore, if there is no other
class Uy in the poset U such that U; < Uy < Uj,
then U; is called an immediate predecessor of
U; and U; is called an immediate successor of
U;. Fig. 1 shows an example of user hierarchy
with n=6.

Several schemes [1,2,4-8] have been proposed
to solved the access control 1n a hierarchy. For
examples, Akl and Taylor [4] proposed the first
scheme in 1982; MacKinnon et al. [5] proposed a

chain decomposition method. to solve this prob-
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lem. Sandhu [7] proposed a method for the spe-
cial case of a tree hierarchy by employing the

one-way function and ID-based concept. Harn

and Lin [6] used the concept of RSA to solve the .

access control problem in a hierarchy. Laih and
Hwang [2] proposed a branched oriented method
to solve the access control problem in a hierar-
chy. In 1991, Zheng, Hardjono and Pieprzyk [§]
proposed a scheme to solv'e this problem based

on the sibling intractable function families.

Figure 1. A user hierarchy system

Recently, Chang, Hwang and Wu [1] proposed
a scheme based on Newton’s interpolation method
and a predefined one-way function to solve the
“access control problem. In this paper, we are go-
ing to propose two problems with Chang et al.’s
scheme in controlling accesses for all types of user
hierarchies in Section 3. Then, we shall propose
an attack to their scheme in Section 4. In Sec-
tion 5, a concluding remark will be given. The
original Chang et al.’s scheme is given in the next

section.
2. Review of Chang et al.’s scheme

In their scheme, the CA has to generate both
the secret key K; and a pair of public parame-

ters (s;, t;) for each user class U;. FEach user
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class U; can use his secret key K; to encrypt (de-
crypt) its files, and also by some computations on
Ui's secret key and the public parameters of Uls
immediate successors, U; can derive the secret
keys of its immediate successors. Here, we use
the user hierarchy shown in Fig. 1 to describe
Chang et al.s Key Generation Algorithm.

[Chang et al.’s Key Generation AlJgorithm]

Step 1 : Unmark all nodes in the hierarchy.
Step 2 : Get an unmarked node U; from the hi-
‘erarchy by inorder traversal.
Step 3 : If U; is a leaf node, then go to Step 8.
Step 4 : Let k be the number of U/fs immedi-
ate successors, and Uy, Uss, ..., Ujn be the uﬁ-
marked immediate successors and U; 41, Uim+2,
...y Uir be the marked immediate successors.
Step 5 If U; is the root node, then do the fol-
lowing :
(1) Randomly choose a key K; for U;, where
1 < K; < P-1, P is a large prime.
(2) Mark U;.
(3) Randomly choose a polynomial of degree
kin GF(P) with K; as the constant term.
The polynomial is denoted as
Hi(X) = K; + a1 X + a2 X% +
(mod P)

.+ aka

where a1, a9, ..., a; are integers between

1 and P-1.

(4) Randomly choose k distinct integers s;1,
$i2, ..., 8;1 between 1 and P-1 and com-
pute

tij = Hi(si;), for 1< j < k.



(sij,1i;) are the public parameters of Uj;.
Go to Step 7.
Step 6 : If U; 1s not the root node, i.e. the secret
key of U; has already been assigned, then do the
following :

(1) Each U/s marked immediate successor Uy
has a pair of public parameters denoted
as (si,tg) for m+1 < I <k

(2) Randomly choose m distinct integers s;1,
$i9, ---, Sim between 1 and P-1 such that
sijFsuforl<j<mandm+1 <[ <
k.

(3) Randomly choose m integers t;; between
land P-1for1 < j <m.

(4) Use the Newton's interpolation method
to construct the interpolating polynomial
H;(X) of degree k that passes the points
(0,K%), (si1,ti1), (8i2,ti2), -y (Sik, tin). Let
the polynomial be denoted as

Hi(X) = Ri+a X + ars X2+ .+ apX*

(mod P)
Step T : Compute the secret key K;; of Ufs
immediate successor Uy by

Kij = f(a)

where a; is the coefficient of the term X

(mod P), for1<j<m.
in Hi(X) and f is a predefined one-way
function.
Mark Uy, for 1 < j < m.

Step 8: Repeat Step 2 until all nodes in the hi-

erarchy are marked.

After the Key Generation Algorithm, CA

assigns each user class U; both a secret key K;
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and a pair of public parameters (s;, ¢;). Thus, if
the user class U; wants to derive its immediate
successor Ujs secret key Kj, then U; can use
his secret key K; and the public parameters of
all its smmediate successors to reconstruct the
interpolating polynomial H;(X). Let U; have
k immediate successors, and the interpolating
polynomial H;(X) be represented as follows.

Hi(X) = ay + a1 X + as X? + + arX*
(mod P),
where a; is the coefficient of the term X?.

Thus, U; can compute the secret key K; of
U; by

K = £(a))

Note that if U; is not a Ujs immediate successor,

(mod P).

then U; has to compute the key of its immediate
successors Uy and then the key of U[s immediate
successor step by step until obtaining the key of
U;.
3. On thé correctness of the algorithm
Chang et al.’s algorithm traverses the hierar-
chical tree in Fig. 1 by inorder traversal. There-
fore, the sequence, on which the nodes of the tree
were visited, is Uy, Us, Us, Uy, Us, and Us. It
is obvious that /5 will be visited before the root
node U;. However, Us still has not been assigned
a secret key yet. Thus the algbrifhrn fails at Step
2. If the algorithm is modified to assign the Us a
secret key at Step 6, then the algorithm will have
trouble in assigning a unique secret key to each
of the immediate successors of the root node.
In other words, some nodes (e.g., Uy) will have

two secret keys. Therefore, the root node should
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be traversed first before the other nodes, i.e., the

tree has to be traversed in preorder traversal.

In addition to the problem described above,
we ate going to show that Chang et-al./s algo-
rithm cannot always construct Newton interpo-
lating polynomials for all types of user hierar-

chies.

Theorem 1: Given (m + 1) coeflicients of a
Newton interpolating polynomial H(X) of de-
gree n in GF(P) and m distinct points, where
2m > n, the probability for H(X) to visit these

m given points is #‘
(Proef)

Assume that the polynbmjal H(X) given above

is denoted as

HX) = as+ a1 X + a2 X? + .+ amX™ +
by X™H L b X2 4 by X (mod P),

where a}s, 1 < i < n —m, are the given coef-

ficients and bls, 1 < j < n — m, are unknowns.

Let these m distinct points, which have to
be visited by H(X), be denoted as (s1,11),
(s2,%2)y s (Sm,tm) where s;, t; € GF(P),
1 < ¢ € m. Then, we have the following
(H(X) visits the first

(n — m) equations :

{n — m) points)
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( t1:ao+a151+azsf+.‘.+ams’1"
R o P S S
(mod P),
iy = G, + @152 +azs§ + ... tamsy
+bosTH 4 by msh

1
+ b1$;n+

(mod P),

2
them = 0o+ Q1S5n—m + 028, _,, + ...+

Am Sy + blszl_t% + bgsnmj,i +...

(mod P).

n
+bn-msSpom

“These equations can be rewritten as follows.

by +basi+...+ bn—ms’f—m—l = A
(mod P),
by +bosa+ ...+ bn_msg—-m—l = A,

(mod P),

bi+ basSp—m + ...+ bn,m32:$‘1 = Anem

(mod P),

— — 9
where 4;=s]™ l(t,- —Qp—a18; — 23] —...—

@y, s™) (mod P). That is :
1 s 52 ... 5'11~m_i by
2 n—m-—
1 s 5 R 5 by
1 snm Sh_m 32:2_1 bn—m
Ay
Ao
| 0
Ancm
Since the matrix
1 s s? s’{"m_i
1 s 53 spT™T
S= . ;
’ 2 —m—1
1 Sn—m sn—m Sn—m



is a Vandermonde matrix [3], the inverse ma-
trix S~1 of S can be computed.

By (1), we have

bl Al
bg S—l Az
bn—m An -m

At this point, all coeflicients of the interpo-
lating polynomial H(X) have been already
decided.

However, according to the theorem, there are

still 2m — n distinct points has to be visited

by H(X). Since the probability of H(X) to

visit the point (s;,#;) is &, for m —m +1 <

i < m, the probability of H(X) to visit all

these 2m — n points is ==

(Q.E.D)

The above theorem implies that Chang et al.’s
algorithm has the chance of only zm== to con-
struct a Newton interpolating polynomial H;y(X)
for U; if U; has n immediate successors with
m (m >%) of them being marked (assigned pub-
lic parameters) previously.

4. On the security of the algorithm

In the above section, we show that Chang et
al.’s scheme may not be able to construct New-
ton interpolating polynomials for all types of hi-
erarchical organizations. In this section, we shall
show that their scheme cannot provide adequate
security for some types of hierarchical organiza-
tions. In particular, we are going to show that ifa
user class U,(€ U) has k immediate successors
with at least one of them shared with the other

user class Uy, then Uy can compute the secret
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key K. of U, from the public parameters of U's
k tmmediate successors, and vice versa.
Theorem 2 : Knowing one non-constant term’s
coefficient of an interpolating polynomial H(X)
of degree n in GF(P) and n distinct points visited
by H(X), the interpolating polynomial H(X)
can be reconstructed.
(Proof ) Assume that the polynomial H(X) of
degree n in GF(P) is denoted as
HX)=a,+a; X +aX?+...+ap X"
P),

(mod

where P is a large prime number, a; € GF(P),
Vi,0<i<a.

Let these n distinct points visited by H(X) be
denoted as (s1,1), (s2,t2), ..., (Sn,%,), Where
si, t; € GF(P), 1 <i < n. Then, we have
the following n equations

ti = a, + a5 + agsf + ...+ apst(mod P),

ty = ao +ay50 + agst + ... + an 55 (mod P),

i, =a, +ais, + ags,zl + ...+ apsh(mod P),

Without loss of generality, assume that the

coefficient a; of H(X), for 0 < k < n, was

known. Thus, these equations can be rewrit-

ten as follows.

a+as+...+ ak—lsf'l + ak+1$f+1+
st ansT = 4y {mod P),

Ao +a1s2+4+ ...+ ak_lsg_l -+ ak+1s§+1+

4 co-tansh = As (mod P),

a,+ay1sp+...+ ak—ﬁﬁ—I -+ ak+13£+1+

ot apsh = Ap (mod P),
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where A;=t; —arsf (mod P),for1 <i< n.

That 1s :
1 sy st si”l 3]}:“ .. st
1 s, 83 ... 32-1 82+1 ... s§
1 s, s2 ... sk=1 gEtl 0 4n
- a,
a1
. Ay
tp-1 | = ) (2)
41 ’
: An
L an
Let
1 s s skt 31{“ s s
1 sy s3 ... sg7b o osthoL s
5= .
1 s, s ... skm1 gkl 4m

S should be arn n n nonsingular matrix. Oth-
erwise, H(X) cannot be uniquely decided. Thus
the inverse matrix S™7 of § can be computed.

By (2), we have

Ao _ -
ay
: Ag
ar-1 = s5-t .
ap41 [ -
. An
i ]

L an

Therefore, all coefficients of the interpolating poly-

nomial H(X) have been already decided.
(QED)

By Theorem 2, if U, shares at least one im-
mediate successor with Uy, then Uy can recon-
struct the interpolating polynomial H.(X) of U,
and then obtains the secret key K. of U..

5. Conclusions
In this paper, we have shown that the cryp-

tographic key assignment scheme proposed in [1]
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based on the Newton's interpolation polynomial
method and a predefined one-way function to
solve the access control problem in a hierarchy
is unsound. For a particular user class in a hi-
erarchy, if the number of its marked immediate
successors 1s greater than the number of its un-
marked tmmediate successors, then the key gen-
eration algorithm in [1] may not be able to con-
struct a Newton interpo-lating polynomial to
that user class. Furthermore, we have shown that
their scheme is not secure enough because if two
user classes share at least a common immediate
successor, then one can derive the other’s secret
key.
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