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Web-Based Botnet Detection Based on Flow
Information
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Abstract—Botnet is the major source of Cyber
attacks. Botmaster controls and commands the infected
hosts to launch DDoS (Distributed Denial-of-Service)
attack or send SPAM through some public protocols such
as IRC (Internet Relay Chat), P2P (Peer-to-Peer) or Web
(HTTP). Web-based Botnet is much difficult to detect its
existence because of the command and control messages of
Web-based Botnet issued through HTTP protocol and
hidden behind normal web network traffic.

In this research, we focus on analysis and detection of
Web-based Botnet according to the features of Web-based
Bots. The experiment shows the proposed approach gets
good results in many different topology designs. It also
shows high detection rate in real network environment.
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name value
attack _mode o
cmd flood icmp 140.117.241.197
http_freq 50
http_threads 5
icmp_freq 5000
icmp_size 5000
max_ sessions 30
spoof_ip o
syn_freq 10
tcpudp_fregq 500
tcp_ size 2000
udp_size 10000
ufreq 1
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Server) 2z i > H Time #f & & P g4 >

I R ATHET 2 Info v —F% d1 & & ¥ Yahoo
Server :#R2 F & ' FApk o d U F KT
IP 192.168.36.56 =+ =% &2 = — B IP 203.84.204.69
@A HArRequest 22 Fm ¥ A oo

E sl

N Time Touce Prolocok| Info

666 2009-07-02 144431, 143 192,168, 36. 56 HTT? GET

675 2009-07-02 14:44:31, 322 192,168, 36. 56 HTT? GET
2253 2009-07-02 14:49:18.788 192,168, 36. 56 HTT? GET
3588 2009-07-02 14:49:43.553 192.168. 36, 56 HTTP  GET
3880 2009-07-02 14:49:57.072 192.168. 36, 56 HTT? GET
3883 2009-07-02 14:49:57.246 192.168. 36. 56 HTT? GET
4750 2009-07-02 14:50:04.530 192,168, 36. 56 HTTP GET
5079 2009-07-02 14:50:09.130 192.168. 36. 56 HTT? GET
6401 2009-07-02 14:50:19. 834 192,168, 36. 56 HTT? GET
7783 2008-07-02 14:50:26.278 192.168. 36. 56 HTTP GET
8976 2009-07-02 14:50:30. 551 192.168. 36. 56 HTT? GET
9665 2009-07-02 14:50:36.037 192,168, 36. 56 HTTP GET
10020 2009-07-02 14:50:43.429 192.168. 36. 56 HTT? GET
10023 2009-07-02 14:50:43. 594 192.168. 36. 56 HTT? GET
11538 2009-07-02 14:51:08. 515 192,168, 36. 56 HTTP  GET
11704 2009-07-02 14:51:16.156 192.168. 36. 56 HTT? GET
11937 2009-07-02 14:52:38. 523 192,168, 36. 56 HTT? GET
12691 2009-07-02 14:52:43.117 192,168, 36. 56 HTTP GET
13288 2009-07-02 14:54:33.743 192.168. 36. 56 HTT? GET
17033 2009-07-02 14:55:51. 551 192.168. 36. 56 HTT? GET
20403 2009-07-02 14:58:30.416 192.168. 36. 56 HTT? GET
26579 2009-07-02 14:58:45.365 192.168. 36. 56 HTT? GET
27045 2009-07-02 14:59:40.436 192,168, 36. 56 HTTP  GET |/b7P=gtoXaHegdQHt 3PnYSkxXTDEM
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3 TP

TEREZHE A

B 5 i IP 192.168.36.56 ¢ IP
192.168.36.11 2 i s #icyy - 2 ¢ 192.168.36.11

SrcIP | DstIP | Time Start | Time End |Interval
10.1.4.2 | 10.1.1.2 | 14:13:22.156 {14:13:22.164| 180
10.1.4.2 | 10.1.1.2 | 14:16:22.199 {14:16:22.206| 180
10.1.4.2 | 10.1.1.2 | 14:19:22.234 {14:19:22.242| 180
10.1.4.2 | 10.1.1.2 | 14:22:22.277 |14:22:22.284| 180
10.1.4.2110.1.1.2 | 14:25:22.312 | 14:25:22.320| 180
10.1.4.2110.1.1.2 | 14:28:22.355 | 14:28:22.362| 180
10.1.4.210.1.1.2 | 14:31:22.390 | 14:31:22.398| 180
# 2 % Blackenergy 2. NetFlow # i1 i 4

M2 P EREET -
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%-IP 192.168.36.56 & % & 5 Bot > 2 Time
R T 5 e N
lf_jc'ﬁ’?'g IP 192.168.36.56 = Ig X — 4 45
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IP 192.168.36.56 POST - = P Flo B i AR e
Lo .
2 Info #§ =A% » & %% POST k- BT o
.
rmwngHPJ’& B AR
Ko. Time Sours Dectimation Proiocol . | Info
33242 2009-07-02 15:01:21.862 192.158.36.56 192.168.16.11 HTTP POST] g"bk;’stal.php
35950 2009-07-02 15:02:22.15%4 192.158.36.56 192.168.36.11 HTTP POST| /bk/stat. php
38698 2009-07-02 15:03:22.845 192.168.36.56 192.168.36.11 HTTP POST| /bk/stat. php
41378 2009-07-02 15:04:22.866 192.168.36.56 192.168.36.i1 wTTP posT| /blc/stat. php
44120 2009-07-02 15:05:22.884 192.168.36.56 192.168.36.11 HTTP POST| /bk/stat. php
46833 2000-07-02 15:06:22.925 192.158.26.56 192.168.36.11 HTTP POST| /bk/stat. php
48489 2009-07-02 15:07:22.973 192.168.36.56 192.168.36.11 HTTP POST] ,.-"blq’stat.php
51938 2009-07-02 15:08:22.3994 192.158.36.56 192.168.36.11 HTTP POST] fhk.r‘stat.php
51958 2009-07-02 15:09:23.008 192.158. 36.56 192.168.16.11 HTTP POST] ,.-'hkfsl'al.pllp
21978 2009-07-02 15:10:23.020 192.158.36.36 192.168.36.11 HTTP POST| j"bkfstit.php
51998 2009-07-02 15:11:23_.034 192_158.36.56 192_1568_.36.11 HTTP POST]| fhkfstil.php
52018 2009-07-02 15:12:23.048 192.158.36.56 192.158.36.11 HTTP POET| /BE/STat. php
52038 2009-07-02 15:13:23.061 192.158,36.56 192.168.36.11 HTTP PosT| /bk/stat. php
52058 2009-07-02 15:14:23.073 192.158.36.56 192.168.36.11 HTTP POST| /bk/stat. php
52078 2009-07-02 15:15:23.087 192.168.26.56 192.168.36.11 HTTP POST| /bk/stat. php
52008 2009-07-02 15:;16:23.100 192.158.36.56 192.168,36.11 HTTP POST| /bk/stat. php
52118 2009-07-02 15:17:23.113 192.168.36.56 192.168.36.11 HTTP POST| /bk/stat. php
S2138 2009-07-02 15:18:23 128 102 188 _36.56 192 _168.36.11 HTTP POST| /bk/stat. php
52158 2009-07-02 15:19:22,.140 192.168.36.56 192.168.36.11 HTTP POST| /bk/stat. php
52178 2009-07-02 15:20:23.154 192.158.36.56 192.168.36.11 HTTP POST| /bk/stat. php
52198 2009-07-02 15:21:23.168 192.168.36.56 192.168.36.11 HTTP POST| /bk/stat. php
32218 2009-07-02 15:22:23.180 192.168.36.506 192.108,36.11 HTTP POST| /bk/stat. php
52238 2009-07-02 15:23:23.195 192.168.36.56 192.168.36.11 HTTP POST| /bk/stat. php

SrcIP  (SrcPort| DstIP | Packets | Bytes | Bpp
10.14.2 | 1343 | 10.1.1.2 5 490 | 98
10.1.4.2 | 1345 | 10.1.1.2 5 490 | 98
10.1.4.2 | 1372 | 10.1.1.2 5 490 | 98
10.1.4.2 | 1374 | 10.1.1.2 5 490 | 98
10.1.4.2 | 1396 | 10.1.1.2 5 490 | 98
10.1.4.2 | 1399 | 10.1.1.2 5 490 | 98
10.1.4.2 | 1413 | 10.1.1.2 5 490 | 98
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% 3. & ¥ i & 2 NetFlow 4 17
SrcIP Sre- DstIP Dst- Bpp
Port Port
203.70.206.232 | 4836 | 116.214.7.222 | 80 312
116.214.7.222 80 203.70.206.232 | 4836 | 983
203.70.206.232 | 5134 | 116.214.7.222 | 80 316
116.214.7.222 80 1203.70.206.232 | 5134 | 1151
% 4. Blackenergy 2. NetFlow 4 7
SrcIP SrcPort DstIP DstPort Bpp
10.1.4.2 1527 10.1.1.2 80 98
10.1.1.2 80 10.1.4.2 1527 103
10.1.4.2 1761 10.1.1.2 80 98
10.1.1.2 80 10.1.4.2 1761 103
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% Testbed ¥ * & 2h#ics T > ZHEHE S o
Bots » #-4& J it & Bots £2 Web Server >
¥ #-Bot % Z_L & A 4By \Web Server & 41 - F 5%
gLy ¢ 7 13 5 Bots# 1 2 Web Server » 12
Router 8 -7 "o i ¥R 4 % Bots i » 1% iE Router
g WebServerj@suB’» B b T HmRERY T H
# Bots s pF &2 4p 4 &R

YAl

e

ETIN

s 1 T‘*

Bot fp A fs x Ra Pl LUK e
Web Server ¥ z_ i 4 » “,ﬁ% TPEGA o A
AT J" 2EHGF A AFEKRY P Bot
m% oo blde - B
(- B B?? S ) 22 Web Server :# 2 2. Timeslot ‘¥
ke s B2 4t 2] ARk o Fp 0 R R
- BRERpME SR GBS T LG B2S & S2B
Mo e HErE_F L Web-based Bot -

BAFHREBRY FhERAKEL | PFT
7% B2S s 55 % 2 N i B
(TimeStart, DstIP<=>SrclIP, Duration, Packets, Bytes, Bpp)
2009-06-26 14:02:49.784, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:03:49.791, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:04:49.806, 10.1.1.2<=>10.1.2.10, 60.036, 6, 533, 88
2009-06-26 14:05:49.842, 10.1.1.2<=>10.1.2.10, 60.017, 6, 533, 88
2009-06-26 14:06:49.859, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:07:49.874, 10.1.1.2<=>10.1.2.10, 60.005, 6, 533, 88
2009-06-26 14:08:49.880, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:09:49.887, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:10:49.902, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:11:49.908, 10.1.1.2<=>10.1.2.10, 60.027, 6, 533, 88
2009-06-26 14:12:49.935, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:13:49.950, 10.1.1.2<=>10.1.2.10, 60.026, 6, 533, 88
2009-06-26 14:14:49.976, 10.1.1.2<=>10.1.2.10, 60.027, 6, 533, 88
2009-06-26 14:15:50.004, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:16:50.018, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:17:50.024, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:18:50.031, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:19:50.046, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:20:50.052, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:21:50.060, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:22:50.074, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:23:50.080, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:24:50.087, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:25:50.102, 10.1.1.2<=>10.1.2.10, 60.016, 6, 533, 88
2009-06-26 14:26:50.118, 10.1.1.2<=>10.1.2.10, 60.017, 6, 533, 88
2009-06-26 14:27:50.135, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:28:50.151, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:29:50.167, 10.1.1.2<=>10.1.2.10, 60.016, 6, 533, 88
2009-06-26 14:30:50.184, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:31:50.199, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:32:50.215, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:33:50.222, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:34:50.237, 10.1.1.2<=>10.1.2.10, 60.005, 6, 533, 88
2009-06-26 14:35:50.243, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:36:50.250, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:37:50.265, 10.1.1.2<=>10.1.2.10, 60.005, 6, 533, 88

2009-06-26 14:38:50.271, 10.1.1.2<=>10.1.2.10, 60.016, 6, 533, 88
2009-06-26 14:39:50.287, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88



2009-06-26 14:40:50.303, 10.1.1.2<=>10.1.2.10, 60.005, 6, 533, 88
2009-06-26 14:41:50.309, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:42:50.316, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:43:50.331, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:44:50.347, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:45:50.354, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:46:50.369, 10.1.1.2<=>10.1.2.10, 60.005, 6, 533, 88
2009-06-26 14:47:50.375, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:48:50.382, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:49:50.396, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:50:50.402, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:51:50.410, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:52:50.424, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:53:50.430, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:54:50.438, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:55:50.453, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
2009-06-26 14:56:50.468, 10.1.1.2<=>10.1.2.10, 60.007, 6, 533, 88
2009-06-26 14:57:50.476, 10.1.1.2<=>10.1.2.10, 60.014, 6, 533, 88
2009-06-26 14:58:50.490, 10.1.1.2<=>10.1.2.10, 60.006, 6, 533, 88
2009-06-26 14:59:50.498, 10.1.1.2<=>10.1.2.10, 60.015, 6, 533, 88
From 2009-06-26 14:00:00.000

To  2009-06-26 15:00:00.000

SrclP:10.1.2.10

DstlP:10.1.1.2

DstPt : 80

Amount of Flows : 58

Time_intervel(sec) => (AVG, SD) : (60.018, 0.133)

Packets =>(AVG, SD) : (6, 0)
Bytes => (AVG, SD) : (533, 0)
Bpp =>(AVG, SD) : (88, 0)

K FmEEF R ER:
2009-06-26 * = 283 3EF 1B B2 HFH k&
4 > Source IP % 10.1.2.10 - Destination IP %

10.1.1.2 > ¥ % 58 & Flow 53+ ¥ - (F52
Timeslot z_ T 5§ 2 f;,;i;@ gg A% 60.018
0.133 » Bpp 2 T 3odcx R4~ 4% 88 ¢ 0>

T & B2SEM - kF > F vk b S2B cndikciE >

4o F AT
(TimeStart, DstIP<=>SrcIP, Duration, Packets, Bytes, Bpp)
2009-06-26 14:02:49.784, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:03:49.791, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:04:49.806, 10.1.2.10<=>10.1.1.2, 60.036, 4, 435, 108
2009-06-26 14:05:49.842,10.1.2.10<=>10.1.1.2, 60.017, 4, 435, 108
2009-06-26 14:06:49.859, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:07:49.874, 10.1.2.10<=>10.1.1.2, 60.005, 4, 435, 108
2009-06-26 14:08:49.880, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:09:49.887, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:10:49.902, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:11:49.908, 10.1.2.10<=>10.1.1.2, 60.027, 4, 435, 108
2009-06-26 14:12:49.935, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:13:49.950, 10.1.2.10<=>10.1.1.2, 60.026, 4, 435, 108
2009-06-26 14:14:49.976, 10.1.2.10<=>10.1.1.2, 60.027, 4, 435, 108
2009-06-26 14:15:50.004, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:16:50.018, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:17:50.024, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:18:50.031, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:19:50.046, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:20:50.052, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:21:50.060, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:22:50.074, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:23:50.080, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:24:50.087, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:25:50.102, 10.1.2.10<=>10.1.1.2, 60.016, 4, 435, 108
2009-06-26 14:26:50.118, 10.1.2.10<=>10.1.1.2, 60.017, 4, 435, 108

2009-06-26 14:27:50.135, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:28:50.151, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:29:50.167, 10.1.2.10<=>10.1.1.2, 60.016, 4, 435, 108
2009-06-26 14:30:50.184, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:31:50.199, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:32:50.215, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:33:50.222, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:34:50.237, 10.1.2.10<=>10.1.1.2, 60.005, 4, 435, 108
2009-06-26 14:35:50.243, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:36:50.250, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:37:50.265, 10.1.2.10<=>10.1.1.2, 60.005, 4, 435, 108
2009-06-26 14:38:50.271, 10.1.2.10<=>10.1.1.2, 60.016, 4, 435, 108
2009-06-26 14:39:50.287, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:40:50.303, 10.1.2.10<=>10.1.1.2, 60.005, 4, 435, 108
2009-06-26 14:41:50.309, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:42:50.316, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:43:50.331, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:44:50.347, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:45:50.354, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:46:50.369, 10.1.2.10<=>10.1.1.2, 60.005, 4, 435, 108
2009-06-26 14:47:50.375, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:48:50.382, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:49:50.396, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:50:50.402, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:51:50.410, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:52:50.424, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:53:50.430, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:54:50.438, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:55:50.453, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
2009-06-26 14:56:50.468, 10.1.2.10<=>10.1.1.2, 60.007, 4, 435, 108
2009-06-26 14:57:50.476, 10.1.2.10<=>10.1.1.2, 60.014, 4, 435, 108
2009-06-26 14:58:50.490, 10.1.2.10<=>10.1.1.2, 60.006, 4, 435, 108
2009-06-26 14:59:50.498, 10.1.2.10<=>10.1.1.2, 60.015, 4, 435, 108
From 2009-06-26 14:00:00.000

To 2009-06-26 15:00:00.000

SrclP:10.1.1.2

DstIP : 10.1.2.10

DstPt : 80

Amount of Flows : 58

Time_intervel(sec) => (AVG, SD) : (60.018, 0.133)

Packets =>(AVG, SD): (4,0)
Bytes => (AVG, SD) : (435, 0)
Bpp => (AVG, SD) : (108, 0)

VS i I R L I
2009-06-2 F = 223 381 B/ PF2FFd & d
Source IP % 10.1.1.2 - Destination IP 3
10.1.2.10 > £ 3 58 % Flow g5 » #7352

Timeslot z. T ¥ogc 2 £ & 1 4 % 5 60.018 ¥
0.133 > Bpp 2 T 324 % 58 X & | % 108 &2 0 -

e S2B # L -

Fd B2S ¥ S2B #Fitte & {0 £ #-75 Bot
FORLiE 7 Group Analysis » M 2|¥7 8 F 5 - ¥
Botnet - F 7] = Group Analysis # $5 % &% :

DstlP:10.1.1.2
Total SrclP : 27
From:2009-06-26 14:00:00.000
To :2009-06-26 16:00:00.000

(AVG, SD)
ScanDate, SrclP, Timeslot, Packets, Bpp, Flow
2009-06-26 14:00:00.000, 10.1.2.10, (60.018, 0.133), (6, 0), (88, 0), 58



2009-06-26 15:00:00.000, 10.1.2.10, (60.021, 0.145), (5.98, 0.142), (88.184,
1.273), 49

2009-06-26 14:00:00.000, 10.1.2.11, (60.018, 0.133), (6, 0), (88, 0), 58
2009-06-26 15:00:00.000, 10.1.2.11, (60, 0), (5.98, 0.14), (88.18, 1.26), 50
2009-06-26 14:00:00.000, 10.1.2.12, (60.018, 0.133), (6, 0), (88, 0), 58
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