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4% 1~ FML ¢ Fuzzy Term

<FUZZYVARIABLE

domainleft = ”aR1 " domainright = "cRI ”
ip =" localhost ” name = output
scale = undef ined "ty pe ="OUTPUT”>
<FUZZYTERM name="R1”>
<TRIANGULARSHAPE

paraml = "aR1”

param2 = "bR1 >

param3 = "cR1 >
</TRIANGULARSHAPE>
</[FUZZYTERM>

<FUZZYTERM name="R2”>
<TRIANGULARSHAPE

paraml = "aR2 ”

param2 = "bR2 7>

param3 = "cR2 7>
</TRIANGULARSHAPE>
</[FUZZYTERM>
</[FUZZYVARIABLE>

4 2 ~ FML 7 Fuzzy Rules

<RULEBASE>

inferenceengine = "MINMAXMINMAMDANI”
ip = "localhost ”

<RULE

connector = "AND”

ip =" localhost ”

weight = 71>

<ANTECEDENT>

<CLAUSE not = "FALSE”>
<VARIABLE> inputl </VARIABLE>
<TERM> d1 </TERM>

</CLAUSE>

<CLAUSE not = "FALSE”>
<VARIABLE> input2 </VARIABLE>
<TERM> d2 </TERM>

</CLAUSE>

<CLAUSE not = "FALSE”>
<VARIABLE> inputm </VARIABLE>
<TERM> dm </TERM>

</CLAUSE>

</ANTECEDENT>
<CONSEQUENT>
</CONSEQUENT>

</RULE>

</RULEBASE>
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allindexs"1" pids"244
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eProcess® />
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HE L AN L A dil handling -
filesystem ~ mutex ~ registry ~ process 12 %
stored created files % 7 5 tzedk 5 & 4 R
T BB XML # ;%3¢ 4 ¢ B>t stored
created files ervzeds; j& d 4 7 ¥ gz
ZERLARS € p 7 C =2 ab3.bat 14
Z index.dat 4% I ¥ ¢ :i&;zz*; a0k g
2 LARM TR Aol S ) L E H B
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%3~ BLAZSF 5 A4 XML 2 6)[17]

<process>
<dll_handling_section>
<filesystem_section>
<mutex_section>
<registry_section>
<process_section>
<system_section>
<system_info_section>
<stored_created_files_section>

<process>

44 BLAZSF 5 A4 XML 6I[L7]

<stored_created_file srcfile="C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat"
dstfile="e65b2507b7bee965fcla2dcc0637adf9.dat"
filesize="32768" />

<stored_created_file srcfile="C:\Documents and
Settings\Administrator\Cookies\index.dat"
dstfile="d7a950fefd60dbaa01df2d85fefb3862.dat"
filesize="16384" />

<stored_created_file srcfile="C:\Documents and
Settings\Administrator\Local

Settings\History\History.IE5\index.dat"

dstfile="c6012e7e33fc7f7b6ff418a0e164467h.dat"
filesize="32768" />

</stored_created_files_section>
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S5 V006 AR BARENS 860 T 079 0 196 R i ETEE R
2R () 8 ) B versmansiseon.. (@ CwITORTeen, | L IREBEY |

[l

B 13 ~ Dump =@ %8

gasqlswreé as:iu:med. bus nunber 4 @ﬁfﬁf e\'@ l
720X400@ 70
140.110.104.70

gt I/U @x2060, IR 18

ey USB bus registere as:lyned bus nunber 3
UsE h&b fuund
a

&
US at I/D @x2080, IRQ 5
: Ueterted 2 ris

5 Lu; ceqistereds acsigned bus number 6
hub found

5B Univarsa] Host Controller Interface driver
ernd new driver hiddev
ered new driver hid
8.1 Andreas Cal, Vojtech Pavlik (vojtechBsuse.cz}
: USB AID support drivers
mnu=e device common for all
3 98.8 MAX_MD_DEVS=256, MB SH _DISKS=27
: BuTudPtEEflnq RAID arrags.
autorun
torun DONE.
q Cr!gtniraphlc API
[

1iz
ICP for NET4.@
Profocolr ICME ICP
rouf|u he hash table of 8192 buckets, 64Kbut
5 cnnflgurnd (astabliched 252144 hl“d Ghﬁiﬁ\
ckets @/5MP for Llnux NET4
ed inage fuund at blo
12, asslqned address 2
interrupt, status 3, framelf 621
.11 Mouse [PIXART USE OFTICAL MOUSE] on usb4:2.@
lreglnq initrd memory:
EXT -£5 warning. mountin un:heck?d fs, running e2fsck is recommended
Mounted root (ext2
ing unused kernel memma Y108k ireed y .
started: BusyBox pred (2004.03.16-15:09+0000) nulti-call binary
proc on /proc type proc (ruw) ¢
Infel(ﬂ) P D/iBB etwork Driver - versiom 2.3.18-ki
Copyright (c) 2883 Intel Corporation

ei@d: eth@: Intel(R) PRD/188 Network Connection
ardware receive checksuns enabled

Defernln|nq IP Address for eth@. dow
. eth@ NIC Link 1s Us 100 NBPS Full “duplex
Sfarflnq dd restore to /dev/hdal from 192.168.8.100:45612

B 14~ B R ki

FE] 13 % Client 333 7 & & A25¢ %é ’
ROOFEN AP ELARS AT RE ApH
& %‘rl‘# D) R s i AR "*43"3
RPN 2 T4 Dump = - p:if4h ; B 14
P E_Truman #-§z 7% ¢ % spk bR R 3
AR REFT - BT RS RS
BEELAANZPE A ® 3 }L Server #4 B >
CRGRE A 2] A v
Report » 40 6 #7177 o

% 5 BEIRIRATA 2 2§ ] log #5[18, 19]

Starting Faux IRC Server Emulation on port 6667

Starting Faux FTP Server Emulation on port 21

Starting Faux SMTP Server Emulation on port 25

tcpdump: listening on eth0, link-type EN10MB (Ethernet),

capture size 1514 bytes

Starting Faux DNS Server Emulation on port 53U

2009/08/07 23:36:08.901798 192.168.0.214:138 ->
192.168.0.255:138

U 2009/08/07 23:36:40.450763 192.168.0.214:138 ->
192.168.0.255:138

DHDDDADAAA. ABACFPFPENFDECFCEPFHFDEFFP

U 2009/08/25 22:02:07.735116 192.168.0.100:38406 ->

U 2009/08/25 22:02:07.735519 192.168.0.109:57100 ->

192.168.0.100:38406

U 2009/08/25 22:04:56.584138 192.168.0.110:137 ->

192.168.0.255:137

FHEPFCELEHFCEPFFFACACACACACACABL.. ..




# 6~ Truman #74 # 2. Report § &][18, 19]

Summary report for
ch35f063c0h96110f75051ea0827a56€ created at
9p 8* 07:39:28 CST 2009

Host file changes>>>

Registry Run Key changes>>>
Persistence|C:\WINDOWS\system32\igfxpers.exe
PHIME2002A|C:\WINDOWS\system32\IME\TINTLGNT
\TINTSETP.EXE /IMEName
IMIPMIGS8.1|"C:\WINDOWS\IME\imjp8_1\IMJPMIG.EXE"
/Spoil /RemAdvDef /Migration32

Registry Service Key changes>>>

-SwPrv|MS Software Shadow Copy Provider|
C:\WINDOWS\system32\dllhost.exe
IProcessid:{DB99892F-6778-4E3E-AB71-15D040B76 A0A}
|Own_Process|Manual|

+SwPrv|MS Software Shadow Copy Provider

[HTTP>>>

IP traffic>>>

06:51:18.835960 arp reply 192.168.0.100 is-at
00:16:17:e4:e2:13

1460,nop,nop,sackOK>

06:51:18.836382 1P 192.168.0.214.1035 > 192.168.0.100.80: .
ack 1 win 65535

AIDE>>>

Start timestamp: 2009-08-09 07:33:06

Total number of files: 11218

Added files: 35
Removed files: 7
Added files:

added: /WINDOWS/system32/dlIcache/hidusb.sys

added: /WINDOWS/system32/dllcache/mouhid.sys

added: /WINDOWS/system32/drivers/hidusb.sys

added: /mnt/images/WINDOWS/system32/drivers/mouhid.sys
Removed files:

removed: /WINDOWS/pchealth/helpctr/BATCH/hscsp_w3.cab
removed: /WINDOWS/pchealth/helpctr/System/DFS/privacy.htm
removed:/WINDOWS/pchealth/helpctr/System/DFS
/uplddrvinfo.htm
removed:/WINDOWS/pchealth/helpctr/System/DFS/xmldialog.htm

removed:/WINDOWS/pchealth/helpctr/System/DFS/xmldisplay.xsl
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HipM 7582 FML =4 8 R 4258 9113
:z e Files ~ Registry 2 % Connect 2 % )
0 B Fuzzy Term~Fuzzy Varible 2 2 Fuzzy
Rules & vz B > dod 7 #r% ; BB 12 &

Ontology Mz FML > kA g el
FLERS BT R CH L HF o
% 7~ FML §# b

<IDOCTYPE FUZZYCONTROL SYSTEM ”
fml.dtd ">

<FUZZYCONTROL defuzzifymethod
="CENTROID”

ip = " localhost ” type = "MAMDANI"”">
<KNOWLEDGEBASE IP =" localhost ">
<FUZZYVARIABLE

domainleft = "0” doinright = "1”

ip = localhost ” name = "Luminosity”
scale = ”Lux” type = "INPUT”>
<FUZZYTERM name="low">
<PISHAPE

paraml="0.0"

param2 =" 0.45 >

</PISHAPE>

</[FUZZYTERM>

<FUZZYTERM name=" medium”>
<PISHAPE

paraml =" 0.49999999999999994
param2 = " 0.44999999999999996 ">
</PISHAPE>

</[FUZZYTERM>

<FUZZYTERM name="HIGH">
<PISHAPE

paraml =" 0.5501 "

param2 = "1">

</PISHAPE>

</[FUZZYTERM>
</[FUZZYVARIABLE>
</KNOWLEDGEBASE>

<RULEBASE

inferenceengine = "MINMAXMINMAMDANI”
ip = localhost ">

<RULE connector = ”AND” ip = ” localhost ”
weight = 71">

<ANTECEDENT>

<CLAUSE not = "FALSE”>
<VARIABLE>Connect</VARIABLE>
<TERM>38.49.185.12.445</TERM>
</CLAUSE>

<CLAUSE not = "FALSE”>
<VARIABLE>Registry Changes</VARIABLE>
<TERM>PHIME2002ASync</TERM>
</CLAUSE>

</ANTECEDENT>

<CONSEQUENT>

<CLAUSE not = "FALSE”>

<VARIABLE>dimmer</VARIABLE>
<TERM>medium</TERM>
</CLAUSE>

</CONSEQUENT>

</RULE>

</RULEBASE>
</FUZZYCONTROL>
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