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Abstract—As the evolution of information technology
goes so quickly and the network technology spread so far,
those healthcare scenarios only appeared in movies are
coming toward us. With the E-hospital rapid growth, var-
ious types of information systems develop and use uncea-
singly. However, in the hospital information system of de-
velopment methods under their own way, sharing of in-
formation between the systems is difficult day after day.
In order to satisfy the hospital information system to the
heterogeneity, interoperability, information sharing, and
information integration, a kind of new software system
architecture to came with the tide of fashion -- Ser-
vice-Oriented Architecture (SOA) [1, 2, 6]. Our research
take the SOA technology, combined with the grid based of
the hospital for back-end platform—MedicalGrid [3, 8, 16,
18], provides a powerful computing capabilities, and fit
with a Cross Grid Information Service (CGIS) [3] that
enables Resource Brokers [9, 10, 11, 12] to get information
from cross grid environments for other components. It can
also provide medical care after discharge from hospital
and health monitoring.

Index Terms— Information Technology, Service

Oriented Architecture, Cross grid, Resource Broker.

|. INTRODUCTION

Face in the quality of medical care services more
and more better and cost considerations, complete
patient care and enhance the quality of medical be
taken seriously. In order to achieve personalized
health management and maintenance the rights of
the people to know. This paper develops a
grid-based medical resources sharing platform,
which provide medical services to the populace.
Aims at separately by the home viewpoint (patients)
and the hospital viewpoint (doctors) provide the
different service.

To the home point of view, provide a standard
platform (middleware) to integrate the health care
services when the patient being out of hospital. In
order to achieves the goal of health management,
which can help patients take the follow-up treat-
ment. To the hospital point of view, this paper use
SOA technology to integrate Grid & Medical
(MedicalGrid) systems, to provide physicians and
patients interactive with each other. The health care
services which can provide originally the hospital
extended to individuals and families. In the process,
we discuss with a number of attending physicians,
nurses and related medical experts many times. The
collection of clinical practice and views on profes-
sional advice, to sum up the views of staff to the
general public demand for health services man-
agement as a major research direction will be pro-
duced after the system prototype design and devel-
opment system.

Our paper was use the Service Oriented Archi-
tecture (SOA) and grid technologies come to de-
velop a basic Healthcare Service Grid Infrastruc-
ture. It contains one of the main Grid Resource
Management and Information Service, service
platform and the entrance of health information us-
er interface (Service Portal), Health Level Seven [4,
8, 15] Data Management System, Health Services
APIl, and Data Replica and Parallel Download
Management parts. We also propose a SOA solu-
tion to present a number of incompatible informa-
tion systems, so that the services can be integrated
and combined to each other. We implement a web
portal to provide healthcare services and WSDL



related documentations. We provide access right
control mechanism to provide user more secure.

Il. BACKGROUND REVIEW AND RELATED WORK
A. HL7

Health Level Seven (HL7) [4, 8, 14] is one of
several American National Standards Institute
(ANSI) -accredited Standards Developing Organi-
zations (SDOs) operating in the healthcare arena.
Most SDOs produce standards (sometimes called
specifications or protocols) for a particular health-
care domain such as pharmacy, medical devices,
imaging or insurance (claims processing) transac-
tions.

Health Level Seven’s domain is clinical and ad-
ministrative data. HL7 standard interface to pass
through different borders and cultural messages to
promote health messages also have permeability
and dilated. HL7 Organization founded in 1987. Its
main purpose is to develop various types of medi-
cal information systems, such as clinical, banking,
insurance, management, administration and inspec-
tion, such as electronic data standards.

HL?7 protocol brings together different vendors
application software used to design the interface
between a standard formats, which allows the var-
ious medical institutions of different application
systems, carry out some important information to
communicate. The protocol design while retaining
a considerable degree of flexibility, making some
information on the specific needs of a deal to
maintain compatibility. The HL7 Organization ref-
erence to ISO (International Standards Organiza-
tions, ISO), the use of open systems architecture
(Open System Interconnection, OSI) communica-
tions model. The HL7 is satisfied for the highest
level, that is, the application layer. It provides
norms such as: the relevance of the classification,

the emergence of an effective inspection, the struc-
tural mechanism for the exchange of information
and consultation functions.

B. Web Service

Web Services is a software component, which
accord the open standards (such as HTTP, XML
and SOAP, etc.) and data formats for other applica-
tions to provide services. There are two key points:
first, it is a component of services provided. Second,
it is Web-based on open standards.

Provide services as components, it can be used to
construct distributed systems architecture, distri-
buted architecture achieve dynamic integration and
balance the burden of the advantages of upgrading
unit.

® SOAP (Simple Object Access Protocol)

SOAP [22] is the Web Services used to
transfer data encoding format. W3C has devel-
oped the SOAP 1.2 specification currently. The
main purpose of SOAP is to provide the pur
RPC (Remote Procedure Call) function. SOAP
mainly followed XML standard to develop a
message format. A complete packet of SOAP
will be used the “Header + Body” to mark the
part of the contents of each message. In addi-
tion to using HTTP, SMTP and other network
protocol for data binding and exchange.

There is no relevant with SOAP standard and
the underlying network protocol. Therefore,
when we accorded SOAP specifications to
produce SOAP documents, regardless of the use
of any network protocol can be exchanged
SOAP documents. Then both sides can be se-
lected in accordance with the protocol to ex-
change information.

® \WSDL (Web Service Description Language)
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WSDL mainly used XML standard language
to describe the details of Web Services, let Web
Service applications can follow a standard me-
thod to describe what the capacity of its own.
So that the interaction is more easily. If you
want to know Web Services, the first step is to
try to understand the WSDL definition.

® UDDI (Universal Description , Discovery and
Integration)

UDDI refers to a directory on the Web Ser-
vices Registration Service, and its architecture
is also based on XML document. Its main pur-
pose is a provider of Web Services through
UDDI provider to the other person has to pro-
vide Web Services, therefore the function of
UDDI also similar to a telephone directory, or
known as Yellow Pages, the purpose is to
quickly inform service users can use him there
IS what the Web Services.

C. Service Oriented Architecture (SOA)

A Service-Oriented Architecture (SOA) [1, 2, 6,
17] is a group of services that communicate with
each other. The process of communication involves
either simple data-passing between a service pro-
vider and service consumers, or a more compli-
cated system of two or more service providers. In-
tercommunication implies the need for some means
of connecting two or more services to each other.

SOA s build applications out of software services.

Services comprise intrinsically unassociated,
loosely coupled units of functionality that have no
calls to each other embedded in them. Each service
implements one action, such as filling out an online
application for an account, viewing an online
bank-statement, or placing an online booking or

airline ticket order. Instead of services embedding

calls to each other in their source code, they use
defined protocols that describe how one or more
services can "talk" to each other.

An effective services-based approach can enable
both business and IT benefits that include:

® Distributed: SOA components are from the
much scattered in the network system from the
combination may be local area network, or it
may be from the WAN. For example, web ser-
vices technology is the operation of HTTP
links to each other SOA. This approach also
allows web services technology quickly be-
came the Internet all the support systems are
able to use the platform technology.

® | oosely Coupled: SOA can provide the service
consumer a standard service interface which
will not be affected by service provider change
the service. It can increase the system scala-
bility, the system component can be changed
and replace on demand. The service requester
does not need to know where is the service
provide and detail, they just need to invoke the
service to communicate with each other. The
enterprise can be better flexibility and exten-
sibility at lower cost through re-usable,
self-contained software modules.

® Open standards: One of the core features in
SOA is open standard; it can reduce integra-
tion and application development complexity
through the use of standards. It different form
the software such as CORBA, DCOM, RMI
and J2EE which can not support composite
applications and agile or on-demand compu-
ting drives inter-operability.

® Process centric: At the beginning of con-
structing a system. First of all, it is necessary
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to understand the business process including
data input and output. The programmer can
choose and design the proper service to ac-
complish work.

I11. MEDICALGRID

MedicareGrid, a grid based E-health system, to
fulfill a practical future medical scenario for next
twenty years. It uses grid and peer-to-peer technol-
ogy to integrate all the computing and storage re-
sources and develop medical data exchange me-
chanisms base on it. Those data form a data ware-
house to support the data mining techniques that
extract valuable information for medical decision
support and future research.

MedicalGrid is to establish from individuals,
families, hospital physicians to complete medical
service mechanism, in order to improve the way we
have to be treated in a hospital nowadays. It can not
only take care of the old, handicapped persons or
anyone who need long-term medical care but also
decrease the opportunity of accidents and prevent
from cardiovascular diseases taking place. Moreo-
ver, it would reduce the expense of medical insur-
ance system and create a better life for all human
beings.

This system construct of one medical data ex-
change and sharing platform. Allow any person in
any place for medical treatment, keep to have a
complete patient record. To help physicians predo-
minate the patient's medical history in order to pro-
vide complete medical services. It uses data mining
technology and methods to provide the provision of
medical decision in the grid platform. We depend
personal medical information to carry out fol-
low-up medical (such as medication, medical di-
agnosis, care, etc.) analysis, to reduce medical ex-

penditures. To medical quality assurance, RFID
technology will be integrated into the emergency
care, surgery safety, patient safety and medication
management. According to community as a unit,
the development of wearable physiological signal
flow measurement system.

Nowadays the application of grid computing in-
strument, and did not have a set of comprehensive
use of a mechanism for users to more easy way;, just
in their own computer to install the public on the
widespread use of the software, you can network
through the Internet on the specific scope of Grid
resources to carry out access, efficient computing
and control platform. First of all, we want to de-
velop the Resource Broker will make use of Globus
Toolkit [13] as the future of the Grid software agent.
The main objective of this program is to develop a
Grid Monitor, used to monitor the computing plat-
forms on all available computing resources of the
current status, such as machine load on CPU,
Memory size available, the node between the cur-
rent instantaneous frequency wide, and the network
flows in each node. This Grid Monitor is NWS
(Network Weather Service) [23, 24] as the main
core, by the NWS is responsible to retrieve the in-
formation (bandwidth, flow rate, CPU load, etc.),
and then use RRD Tool with MRTG to carry out
mapping to produce page, supply users browser and
Jane transaction. Then a set of questions future
prediction model at the grid on the network flow
and execution time for job applications.

IV. SYSTEM DESIGN AND IMPLEMENT
A. Architecture
The system software stack includes three layers

constructed using a bottom-up methodology as
shown in Fig. 1.
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Fig. 1. System Architecture.

The layers are described below:

® Bottom Layer: principally consists of Nodes.

The layer contains two main blocks: the In-
formation Provider, which uses Ganglia to
gather machine information on Nodes, such
as number of processors/cores, processor
loading, total/free memory, and disk usage,
and Network Weather Service (NWS), which
gathers essential network information such as
bandwidth and latency. The second block
contains Grid Middleware, used to join Grid
Nodes together, and the MPICH-G2 required
for running parallel applications on the Grid.

Middle Layer: we use SOA technology to

B. Resource Broker

The main layers of our system architecture in-
clude SOA web portal, Services, Grid portal, Re-

source broker, Grid nodes.

We use a Resource Broker for Computational
Grids. It discovers and evaluates Grid resources,
and makes job submission decisions by comparing
job requirements with Grid resources. The Re-
source Broker system architecture and the rela-
tionships among components are shown in Fig. 2 .
Each rectangle represents a discrete system com-

ponent.
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Fig. 2. Resource Broker system architecture

build a middleware, combined with Resource
Broker, MedicalGrid and P2P network. User
can invoke services and resources that Medi-

calGrid and P2P network provided.

Top Layer: when user login to SOA web
portal, it will accord your privilege what ser-

vices you can apply.

The Resource Broker’s primary task is to com-
pare user requests and resource information pro-
vided by the Information Service. After an appro-
priate assignment scheme is chosen, Grid resources
are assigned and the Scheduler submits the job for
execution. The results are then collected and re-
turned to the Resource Broker, which records them
in the Information Center database via the Informa-



tion Service Agent. Users can view the results
through the Grid portal.

The system architecture includes five layers:
SOA web portal, Service, Grid portal, Resource
broker, Grid nodes. The following sections will be
described in detail.

C. SOA Web Portal

We propose access right control mechanism into
our portal to provide user more secure way to util-
ize our healthcare system. Unauthorized user is
only capable of seeing the service information and
health and medical information without service in-
voke. Our web portal lists the WSDL documents
shown in Fig. 4.
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Fig. 4. The services on the web portal.

While user login to web portal, the user account,
password are verified by our authorization server
(access from Identity Server). Then user can get a
security token from authorization server. The fol-
lowing steps describe Security Token System (STS)

token issuance and request/response process shown
in Fig. 3.

1. The client initializes and sends authentica-
tion request to the STS.

2. The STS validates the client's credentials.

3. The STS issues a security token to the
client.

4. The client initializes and sends a request
message to the service.

5. The service validates the security token
and processes the request.

6. (Optional) The service initializes and

sends a response message to the client.
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Fig. 3. Security token service operation model.

Each account can have more than one security
tokens which provide different service to register.
The account privilege is defined by their virtual
community (friends and family). Unauthorized user
is only capable of browsing and seeing the infor-
mation. Authorized user also can browse private
dates (ex: patient records), using the services (ex:
telehomedcare of diagnosis and inspection, submit
job by making workflow, monitor grid node infor-
mation and modify own account information). Ad-
ministrator user can use all functions of authorized




user (but can not browse private dates of patients).
The additional function of administrator is cleaning
of job records and image files.

D. SOA Technology With Resource Broker

SOA combination of elements typically include:
software components, services and flow. When the
hospital or enterprises face an external request, the
external flow is responsible for the definition of the
requirements of treatment steps; Services of spe-
cific steps, including all program components and
software components are responsible for the im-
plementation of programs. We use the characteris-
tics of SOA, and resource brokers (Resource Bro-
ker) for the combination of resource brokers go
through the medical access grid (MedicareGrid)
system. The High-level interactions between vari-
ous entities, components, resources, and human
participants and the channels of control as shown in
Fig. 5. is described below:

1.  SOA components will be imported from time
to time updates on web services, the service's
Web Services Description Language (WSDL)
to release to be published on the SOA web
portal for users to search.

2. User initiates session with portal by selecting
modeling resources required and ‘planning’
experiment with the resources. .On the SOA
web portal, the user can search for suitable
services and resources.

3. User obtains authorization through VO and
authorization service.

4. User to get the service of WSDL document.

5.  WSDL of the service allows users to be con-
nected to the Internet through the SOA com-
ponents, and will invoke service.

S

SOA portal through the SOA technology con-
tacts Resource Broker to request resources
(remote/local services or database). Medical-
Grid and P2P network. SOA component will
take submission of tasks to resource broker.

7. Resource broker submitted the tasks to Medi-
calGrid or P2P network in order to achieve the
goal.

Results are visualized on the users’ desktop
through the Web browser.

8-10. Results are visualized on the users’ desktop
through the Web browser.
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Fig. 5. The flow chart of SOA operation
E. Service

We identify the following modules in our paper:

1. Resource Status: The main function was pro-
vided users to view the machines status when
user create job, then they can choose the cor-
rect machines. The user chooses one or more
nodes and sends a request to the Information
Service, which finds the information and re-
turns it in a sorted list. Information type in-



clude hostname and machine status.

Job Submit: The users can submit job into the
Workflow Engine by the SOA middleware,
and then will be allocated to the grid environ-
ment for computing machines by the resource
broker (RB).

P2P Network Distributed and Selected: each
peer in the P2P network provided services
each other. They cooperative composition in
the space of services for discovering and
composing some services that solve the prob-
lem. Each node in the network contributes to
discover the peers that can originate useful
compositions. According to the P2P model,
peers become a crucial part of the architecture,
since with this model the network lacks of
structural components for discovery and
composition. Each peer is responsible of re-
ceiving requests from other nodes (goals), and
fulfilling them (i) by relying on service opera-
tions or lower level features available on each
peer or (ii) by forwarding the request to other
known peers. All services can register on our
SOA web portal. SOA web portal will list all
WSDL of services. User connected to our web
portal to find services they wanted. The P2P
nodes communicate each other to complete the
job.

TMT/CDA Convert: the general public of the
personal health record information, because of
differences in medical situations may be scat-
tered in a variety of medical institutions; to
make the information on to the network for the
exchange and integration, we need the same

information in a standard format will be edited.

We use international standards as the Health

Level 7 as the exchange of information inte-
gration.

5. Handset service: We use Android simulation
software to implement handset device web
services. We use SOAP protocol as interme-
diate. KSOAP library [21] is a SOAP web ser-
vice that can connect with handset devices.
Fig. 6. is shown that handset device can sub-
mit job to resource broker via SOA technology.
We also tested on the HTC magic [29] mobile
phone. The MedicalGrid web portal showed
“testAndroid” was finished. The handset de-
vice screen will Return “true” message to in-
form user that service (job submit) is OK.

kSOAP is a SOAP web service client library
for constrained Java environments such as
Applets or J2ME applications.

Multi-Grid Resource Broker

i
]
-
-
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-
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Fig. 6. Job monitor —handset device submitted job.
F. SOA Solution

There are many good services have been written
in the Internet. We propose a template to solve the
service of source code with different programming
languages to write. It can through the SOA tech-
nology let heterogeneous systems easy to integrate,
and the program also increased the degree of reuse.



We do not have to have all the program compo-
nents or develop the program by ourselves. The
developers can get the best combination of services
which they need. Boundless to a particular vendor
of platform or product features. It can reach real
openness. The steps of template describe as the
follow:

® \We dispatch the Apache Axis [26, 27] server
to service providers.

Servlet container: tomcat 6.0. [28]

® Axis support three methods of web service
dispatch and develop:

i.  Dynamic Invocation Interface (DII)
ii.  Stubs
iii.  Dynamic Proxy
® Dynamic Proxy:
If we get a source code: HelloClient

We can add the source code to AXIS_HOME,
rename to HelloClient.jws

Then we can login to

http://localhost:8080/axis/HelloClient.jws?w
sdl, the page will show the WSDL which Axis au-
to-generated.

® First of all, we prepare a proxy interface:
HelloClientinterface.java

The name and parameters definition of the
proxy interface and the web service (HelloC-
lient.jws) must be the same. We can use
function call to do this.

® Produce and implement client programs. The
name and parameters will obtain by the
WSDL document.

® Return the result.

V. EXPERIMENT RESULTS
A. System Development Tools
1. NetBeans

Our development tools using open source: Net-
Beans IDE 6.5 is set up the open-source software
development tools by Sun Microsystems, the
framework is an open, extensible development
platform, can be used in Java, C language / C++
such as the development itself is a development
platform, you can extend the plug-ins to extend
functionality.

At NetBeans platform, application software is a
series of software modules (modular software
components) constructed. These modules are a jar
file (Java archive file) that contains a set of catego-
ries of Java programs and their implementation in
accordance with NetBeans-wide basis for the defi-
nition of a public interface as well as a series used
to distinguish between different modules described
in the definition file ( manifest file). Depends on
the benefits of modular, with modules to construct
an application may need only add a new module
can be further expanded. Because modules can be
independently developed by the NetBeans platform,
so applications developed will be able to use
third-party software, very easy and efficient to car-
ry out the expansion.

One of the main features of NetBeans platform is:

® User interface management
® User settings management
® Storage management

@ \Window management

® \Wizard framework
2. Android



Android is a software stack for mobile devices
that includes an operating system, middleware and
key applications. The Android platform is the
product of the Open Handset Alliance, a group of
organizations collaborating to build a better mobile
phone. The group, led by Google, includes mobile
operators,  device  handset  manufacturers,
component manufacturers, software solution and
platform providers, and marketing companies.
From a software development standpoint, Android
sits smack in the middle of the open source world.

The first Android-capable handset on the market
was the G1 device manufactured by HTC and
provisioned on T-Mobile. The device became
available after almost a year of speculation, where
the only software development tools available were
some incrementally improving SDK releases. As
the G1 release date neared, the Android team
released SDK V1.0 and applications began
surfacing for the new platform.

To spur innovation, Google sponsored two
rounds of "Android Developer Challenges,” where
millions of dollars were given to top contest
submissions. A few months after the G1, the
Android Market was released, allowing users to
browse and download applications directly to their
phones. Over about 18 months, a new mobile
platform entered the public arena.

With Android's breadth of capabilities, it would
be easy to confuse it with a desktop operating
system. Android is a layered environment built
upon a foundation of the Linux kernel, and it
includes rich functions. The Ul subsystem includes:

® \Windows

® Views

® Widgets for displaying common elements such
as edit boxes, lists, and drop-down lists

Android includes an embeddable browser built
upon WebKit, the same open source browser engine
powering the iPhone's Mobile Safari browser.

Android boasts a healthy array of connectivity
options, including WiFi, Bluetooth, and wireless
data over a cellular connection (for example, GPRS,
EDGE, and 3G). A popular technique in Android
applications is to link to Google Maps to display an
address directly within an application. Support for
location-based services (such as GPS) and
accelerometers is also available in the Android
software stack, though not all Android devices are
equipped with the required hardware. There is also
camera support.

B. Experiment Results

We calculate the latency time of job submission
in personal computer (PC) and handset device. The
latency time is denote by a job submit to the re-
source broker until it return “true” message to user.
We can see the result in Fig. 7. The latency time of
handset device is higher than PC about 3 times.
Because the handset devices use wireless network
and android system use SOAP protocol. It spent
more time to use XML parser to explain the SOAP
message. The SOAP encoding rules include some
type of additional information. It will take up some
storage space and increase system encoding and
decoding of the additional processing time. But the
highest latency time of handset device is close to
1.5 seconds. The time can be ignored for user.
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IV. CONCLUSTION AND FUTURE WORK

In this paper, we use SOA technology to develop
a healthcare service grid infrastructure. We design
and implement a web portal for SOA-based sys-
tems and propose the security token to provide
more secure. We use SOA and web service tech-
nology to integrate with the MedicalGrid. Let
MedicalGrid of the computing resources or other
services through the standard interface provided the
user to use. We also propose a template of SOA so-
lution to integrate heterogeneous services of plat-
form or product feature. The standardized interface
of the services that system can easy expansion or
deletion. Using SOA architecture is beneficial for
our system since it allows easily adding new fea-
tures without modifying the existing ones. Because
these are based on existing services, the code reuse
is maximal, and then development and testing time
is minimal.

The paper provided an analysis of use of the
SOA paradigm in the context of an e-health
Web-based system. We design and implementation
a SOA web portal. The web portal provides the ser-
vices that combine resource broker. The resource
broker enables users to submit job, monitoring grid

nodes and viewing patient records, etc. via a SOA
web portal. So, user will be able to take care of
their own will be more convenient.

Our feature work will focus on handset device
API and the service from hospital. We hope the pa-
tient records can follow user all the time. Whenever
the user got sick, they can be anywhere for medical

treatment.
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