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Abstract

A fast method for finding irreducible polynomial of
degree m over GF(2) is proposed in this paper. Given an
arbitrary irreducible polynomial of degree m and any
proper primitive element, the finite field GF(2™) is
generated. From this finite field, one can generate all the
irreducible polynomials over GF(2) with degree less
than or equal to m. These irreducible polynomials are
useful in constructing finite fields for applications in error

correcting code, cryprography and other related subjects.

Index terms: irreducible polynomial, finite field, primitive

element, minimal polynomial.

Introduction:

Finite fields have important applications in error correcting
code and cryptography {1, 2]. An irreducible polynomial of
degree m together with a primitive element can be used to
construct the finite field GF(2™). For special basis, such
as normal basis, a proper irreducible polynomial can be
chosen so that the normal basis has a convenient form.
Constructions of these special bases will reduce the
hardware complexity of multiplication and exponentiation
of elements in GF(2™) . Various of algorithms are
derived to find the irreducible polynomials [3-6). In this
paper, a fast algorithm is proposed.

The constructed finite fields can be used to generate
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irreducible polynomials. In other words, if f(x) is an
irreducible polynomial of degree m and ¢ is an arbitrary
element. We will use them to construct GF(2™). If it is
successful , we can obtain 2" different elements in
GF(2"y. And this ¢ is called a primitive element of
GF(2™). For any given 8 in GF(2™), the conjugates of
/S can be computed. From the conjugates, we can also
generate minimal polynomials over GF(2) . These
minimal polynomials are irreducible. Thus by this concept,
as long as a finite field GF(2™) is constructed, then all
the irreducible polynomials of degree less than or equal to
m can be found. A Maple program is written to implement

the algorithm.

Background theorems:

The theorems below are provided without proof to describe
the characteristics of irreducible polynomials, which are
used to generate irreducible polynomials. Theorems 1 is

from Williams and Sloane [7].

Theorem 1: x> +x= product of all monic

polynomials, irreducible over GF(2) whose degree

divides m.

For m=4, by theorem 1, one has
P orx=s xerD) (P rxeD) (Fr D

GrHx+D P F P+ Fx+1) where x,



(r+ D (X +x+D. X+ 4D, (x4
(x4 X+ X+ 1) are polynomials of degree 1, 2 and
4. And these degrees can divide 4. Hence they all are
irreducible polynomials over GF(2) . The following

definition and theorem 2 are from Shu Lin [5].

Definition: The minimal polynomial over GF(2) of
3 is the lowest degree monic polynomial M (x) say

with coefficients from GF(2) suchthat M () =0.

Theorem 2: Let /2 be an element in GF(2™) and ebe

the smallest nonnegative integer such that ,6'2’ = [ then

f(x)= ﬁ(x + ,BT) is an irreducible polynomials over
i=0

GF(2).

An efficient a]goxjithm for finding the irreducible
polynomials:

The fast method for finding irreducible polynomials of
degree divides m proposed in this paper is based on the
theorems above. The algorithm is divided into four steps as

follows:

1. Given an irreducible polynomial f(x) of degree
m and any primitive element f3.

2. Construct GF(2™),using f(x) and f.

3. Dividing these 2™ elements into non-overlapping

A0

partitions, each partition is of the form {8, 8
RPN IBZH ] where 8 e GF(2™) and [ is the
smallest integer, such that IBZ' =4.
4. For each partition, generate the polynomial which
has the elements in the partition as roots.
To illusirate the above steps, let f(x) = i a, ¥
i=0

be an monic irreducible polynomial of degree m over

m~1
GF(2) and ¢ = z ¢, v/ be a primitive element,
=0

where ¢, € GF(2). Also let n=2"—1. From f(x)
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and ¢, the finite field GF(2™) is buili, which has 2"
elements. We can take f=¢' to construct conjugate
partitions, where 0</<p-1. In order to get much
efficiency, we only use I of the power of & to operate,
byusing { =i+ (mod n) to build the partition in step3.

21
Step4 can be implemented by a7 (x) = Z( x+ 4

=0
which is exactly the minimal polynomial as defined above.
By theorem 2, M (x) is irreducible. The product all the
minimal polynomial generated from the non-overlapping
partition is of degree x2 , thus by theorem I, these
minimal polynomials are the all irreducible polynomials of

degree divides m.

Example:

Given an irreducible polynomial f(x) = x* + x +1 and

a =[0,0,1,0] . The finite field GF(2*) is built, which

is of the form (0} U{a’:j=0,...,14} . The 16

GF(2%
partitions, ie, [0] , [11 .

elements in can be divided into six

non-overlapping

&, o, &, a* 1 )
3 6 12 9 5 10
[&?, af, %, o 1.[a’, & ).1a7, a™, &, a"1.

In each partition, a polynomial can be generated using all
the elements as its rtoots. For the partition
[, &, a*, &® ], the minimal polynomial Af(x) is
generated by M(x)=(x+da) (x+e®) (x+ah)
(x+a®) =x*+x+1.By theorem 2, it is an irreducible
polynomial. Other related minimal polynomials are

computed in table 1.

Table 1. All minimal polynomials generated from

each partition.

partition Minimal polynomial |
0 X
1 M°(x)=x+1
a'a’,at,a MY =MP =P =M™
=xt+x+1
|




a,3’a_6,al?_,a,9 M(3)=M(6) =M(9) =M(12)

=x"+x +x7 +x+1

as’ alO M(S) =M“°)
2
=x"+x+1
al.a" o, ab MD =M = pp03 = ppan
=x'+x°+1

since the product of the irreducible polynomials
x, M°(X)... M (x) equals X% + x, by theorem 1,
these are all the irreducible polynomials of degree
divides m. The numbers of all irreducible
polynomials of degree m equals to the numbers of ail
irreducible polynomials of degree less than m and
divides m. In the above example, the number of all

irreducible polynomials of degree 4 is 6-2-1=3.
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