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Abstract

Visual secret sharing(VSS) scheme [1] is used to
protect the visual secret by send ing n transparencies to
different participants such that k -1 or fewer of them have
no information about the original image, but the image can
be seen by stacking k or more transparencies. In this paper,
we propose some new types of VSS schemes for different
applications, and also show that VSS schemes could be
interestingly  applied to some  real  systems for
identification. The new schemes include a VSS scheme
which has the ability to detect the forged transparencies, a
(I—n) VSS scheme which can share n-1 secret images, and
a new (2, n) scheme with large number of shadows than the
previously proposed (2, n) scheme for the same share size.
We also show that a hierarchical scheme is possible and
easy for VSS scheme.

Index Terms ~ Visual cryptography, secret sharing scheme.

1 Introduction

For most cryptosystems, it is needed to protect many
important secrets, such as encryption and decryption keys
or passwords while they are used to protect the sensitive
data or log in the server. We usually use a single -master
key to protect these encryption and decryption keys. An
interesting problem is how to protect this single master key.
In 1979, Blakley[7] and Shamir{8] independently
introduced the concept of secret sharing scheme(or
sometimes referred as threshold scheme ) to solve the
master key sharing problem. The (4, n) threshold scheme is
a scheme which is designed to break the single master key
to n different shadows, such that the masterkey is
recoverable from any k(k<n) shadows and knowledge of
k-1 or fewer shadows provide absolutely no information
about the master key. Since the concept of ( k, n) threshold
scheme was introduced by Blakely and Shamir , several
algorithms and various researches have been proposed in
the literature [9].

In the basic secret sharing schemes, all the schemes
need complex algorithms to generate the shadows and
recover the secrets. For example : Blakely’s scheme[7] is a
probabilistic approach based on linear projective geometry,
Shamir’s sch eme{8)] isbased on Lagrange interpolating
polynomials, and Asmuth-Bloom scheme[10] is a method
based on Chinese Remainder Theorem, ..., and therefore
when someone uses the secret sharing scheme, he needs the
knowledge of cryptography and the cryptographic
computations to get the share secret. Thus, the computer or
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the other hardware is needed when using secret sharing
schemes.

Anew type ofsecret sharing scheme [1]  -[6],
[13]~[18],[21]called visual secret sharing{VSS) scheme, is
firstly introduced by Naora nd Shamirin 1994. The key
concept of VSS scheme is that the original shared secret is
image (printed text, handwritten notes, pictures, etc.), and
the decoder for this VSS scheme is “eyes™ of human being,
i.e., the shared secret is decoded directly by the  human
visual system. To decrypt the secret image the reader
should xerox eachrandom pattern, called share,ona
separate transparency and then recover the secret image by
stacking some of transparencies. Next we quote a statement
from the introduction in [1] below to know how to work for
VSS scheme in real application:*“ To decrypt the secret
image , the reader should photocopy each pattern on a
separate transparency, align them carefully, and project
the result with an overhead projector.” . In this paper, we
present some new types of VSS schemes and show the new
applications of VSS schemes.

This paper is organized as follows. In Section 2, we
will propose some real applications of VSS schemes.
Section 3 gives a brief review of the (k, n) VS8 scheme. In
section 4, we present some new types of VSS schemes.
Section 5 concludes the paper.

2 New applications of VSS schemes

The revealed image in [1]-[6], can not be recognized
clearly because all results were shown by the
transparencies. The projected image on the screen will be
damaged due to the copied transparency and the lumens of
the overhead projector. So for real application ( &, n) VSS
scheme using transparency as the shadow material is not
practical. The revealed image will be more
indistinguishable for large k, such as 4, 5, or more, due to
the alignment of these transparencies.

From the above descriptions, we know that although
VS8 scheme is a good concept (i.e, the decoder is easy);
however, itis not a goodidea from the viewpoint of
applications to use transparency as shadow. Here, we use
image editing package , such as Adobe Photoshop™ or a
simple accessory Microsoft Mspaint, to replace the
overhead projector and stack the pictures(shadows) directly
in the computer and the shared picture will be show non
monitor. In this time, we still do not need the knowledge of
cryptography and cryptographic computations to get the
shared secret, but just use the simple feature of the image
editing package. Tt herein has the same simplicity like that



of the origina 1visual cryptographic
transparency.

In this paper, we point out that VSS scheme will be a
good and easy tool to share the secret through Internet. The
following figures show an authentication example by using
the technology in {1]. Figure 1(a) shows the log in user ID,
Figure 1(b) is the corresponding key in the local server, and
by stacking Figure 1(a) and 1(b) with image editing
package, the user’s pass word can be got and shown in
Figure 1(c). The server verifies the right pass word, and
then believes that the user is a legitimate subscriber. If we
add the key in the shared secret, then the communication
between server and subscriber can be encrypted with this
session key [19],[20].

What can be imaged can be achieved. The wide
applications of V8§ scheme can be found anywhere. In this
section, we will show some interesting applications of VSS
scheme for identification. In fact, we have tried to apply
VSS scheme as the eye shield screen which is originally
used in UV protections for our eyes a gainst monitor. The
protection screen can also be used to prevent attacker to
peep at the decoded image on the monitor. Since there is a
space between eye shield screen and monitor, it is a some
kind of limiting the visible secretsharing(LVSVSS)
schemes [4], and due to the space, the LVSVSS scheme is
secure against peeping.

We can furthermore apply the concept to mobile
phone handsets for enhancing the security of wireless
mobile network, by manufacturing a thin film and covered
on the LCD monitor of Handset [22]. First, the mobile
network operator makes a thin film and gives it to the
mobile station(MS) secretly. Then, makes a random image
so that a challenge (pass word) can be decoded when the
random image shown on the monitor covered on the thin
film.In  identification process, the MS decodes the
challenge by the human sight of user, and then user key in
the password and return it to the network side. Finally, the
network operator verifies the MS. The scheme uses simple
challenge-response protocol [4], [11], (19],{20]so that the
user can make response by themselves. Moreover, the thin
film covered on the LCD display of handset has the
following benefits: “easy”,(2) “low price”,(3) “passive
device”, and “updated quickly”.

scheme using

3 The basic VSS scheme

A (k, n) VSS scheme is a method by which the
shared image(printed text, handwritten notes, pictures, etc.)
is visible by & or more participants with stacking their
transparencies(or pictures) with the help of overhead
projector(or image editing package ) [11-[6]. However, k-1
or fewer of them can not see the original shared image.

Ifthe smallest graphic unit in an original
black/white picture is called pixel, then the key concept of
VSS scheme is to transform the pixel to m sub pixels. For a
(k, n) VSS scheme, the dealer produces n transparencies
and each pixel in transparency contains m sub pixels. So,
the m sub pixels in » transparencies can be represented as
nxm Boolean matrix S=[s;;], where sy=1, if and only if the
J-th sub pixel of the i-th transparency is black. The grayness
of g stacked transparencies {i1, 2, ..., ig} is proportional to
the Hamming weight of the “OR™ of the corresponding
rows iy, I, ..., Iy of S. The grayness can be decoded as
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white(or black) by human sight if the Hamming weight of
corresponding stacked rows no greater than d-oun(or no less
than d), where “d’(1=d<m) is the threshold value and
“o’(0>0) is the relative difference. The basic model of (£,
n) VSS scheme is shown in Figure 2.

The required conditions of basic (k, n) VSS scheme :

Let Cwand Cg be two collections of nxm Boolean matrices.

The dealer rand omly chooses one of the matrices in

Cu(resp. Cs) to share a white(resp. black) pixel; a ( k, n)

VS8S scheme satisfies the following conditions where

Condition C1 is called contrast and Condition C2 is called

security(see also [1]) :

Ci. For any § in Cu(resp. Cp), the “OR” of any k of
the n rows has a Hamming weight of at most
d-am(resp. at least d).

C2. For any subset {i, &2, ..., ig} of {1, 2, ..., n} with
q < k, the two collections of gxm matrices
obtained by restricting each nxm matrices in C; ,
i€ {W, B}, to rows i1, &, ..., ig are not visual in
the sense that they contain the same matrices with
the same frequencies.

In {2], Droste proposed an efficient ( %, n) VSS
scheme with the small share size m (i.e., the number of
column in share matrix Cwand Cp ). For example, the size
m of a (4, 7) scheme needed in [1] is at least 19208(using
Galois fields) or Al (using a small-bias probability space),
and then is instead of m=35 now. Katoh and Imai also have
the same results as [2] (see Table 1 i n [2] and Table 3 in
[3]) by using different method.
The conventional (&, n) VSS schemes need & or more
shadows to reveal the one secret image. In [5], [6],
Ateniese et al have presented visual cryptography schemes
for general access structures, where an access structure is a
specification of all qualified and forbidden subsets of
participants. The sets in qualified sets can share one secret
image. Droste [2] also proposed a S-extended n out of n
scheme based on the basic ( k, k) scheme in [1]. It isa
general method to share specified images for specified
groups of participants, i.e., more than one secret image can
be shared by participants in any qualified subsets of
{1,2, ..., n}. The share size for S-extended n out of n
n

scheme is m:ZQ‘H bq , where b, is the number of
g=1

elements of S containing exactly ¢ elements.

4 Some new types of VSS schemes
4.1 A VSS scheme with the ability to detect forged
shadows

In conventional secret sharing schemes, there are
many methods to overcome the problem when the shadows
are forged or corrupted by errors [10], [12]. Same as the
conventional secret sharing schemes, VSS schemes may be
used in the circumstances thatthe participants are
mistrustful. In this case we need a VSS scheme which has
the ability to detec t the forged shadows. The conventional
(k, n) VSS schemesin[1] -[6] are insecure when the
mistrustful participants are involved. Here, 2 VSS scheme
is proposed to overcome this problem when the shadows
are forged.



Approach 1 : With trusted anthority(deno ted by
TA)

In this approach, we consider that we will have TA that is
responsible for such things as verifying the identities of
users, holding a check shadow, ..., etc. There is a direct and
trivial method to overcome this problem by using Droste
{{1, 2}={1, 3}=...={1, n}, any subset {i1, i, ..., ig} of {2,
3, .., n+1} with g>k}-extended n+1 out of n+1 scheme to
construct a (k, n) scheme with the ability of detecting
forged shadows. The first secret image can be seen when
the first shadow is stacked with the other shadow, and the
second secret image is recovered from any stacked k or
more shadows of {2, 3, ..., n+1}. The first shadow can be
hold in TA, and used for distinguishing the identification of

user. However, there 1is a large share size
n+l

m(3)+ 3 277,
q=k

Construction I :  Let Ci={all the matrices obtained by
permuting the columns of S;}, i€ {W, B}, be the two nxm
matrices as defined in conventional ( £, n) VSS scheme.
Then, anew (k, n) VSS scheme with detecting forged
shadows has the following four (n+1)x(m+2) matrices Cj;, i,
J€ {W, B}. A share matrix derived from Cww reconstruct
the white pixels of the first secret image (used for
verification) and the second secret image (the or iginal
shared secret of (%, n) scheme), ..., etc. Cy;, i, j€ {W, B},
matrices are defined as the following :

Cww={all the matrices obtained by permuting the

10]0...0
10
columns of | . 1

H SW
10

Cwe={all the matrices obtained by permuting the
10]0...0
10

columns of | . I

2] Sp

10

Cpw={all the matrices obtained by permuting the

10]0...0

01
columns of | . b

: SW

01

Cgp={all the matrices obtained by permuting the

- -3

10]0...0
01

columns of | | 1.
: SB
01

The proofs that Cww, Cws, Csw, and Cpz are
white/white, white/black, black/white, and black/black
share matrices are straightforward and will be omitted.

Then, every shadow of {2, 3, ..., n+1} is delivered to
each participant and the first shadow is hold in TA which is
used to detect the forgeds hares of {2, 3, ..., n+l}.
Although the weight of first row in matrix is different to the
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other rows, however, the weight of rows in matrices for
black share and white share in one shadow are always
equal, so it satisfies the security.

Example ! : For a (2,4) VSS scheme with TA of the ability
to detect forged shadows, the matrices are defined as the

following :
Cym={all the matrices obtained by permuting the
10000 0]
101000
columnsof [1 0 1 0 0 0]},
101000
10100 0]
Cwp={all the matrices obtained by permuting the
10000 0]
101000
columnsof |1 0 0 1 0 0O},
100010
11000 0 1]
Cpw={all the matrices obtained by permuting the
1 00000
011000
columnsof |0 1 1 0 0 Of},
011000
01100 0]
Cpp={all the matrices obtained by permuting the
100000
0161000
columnsof ([0 1 0 1 0 0]}
010010
010001

The five shadows {1}, {2}, {3}, {4}, and {5} are
shown as Figure 6(a)~ Figure 6(e). When copied on
transparencies and stacked carefully (or scanned to the
computer and stacked with image editing package), one can
reveal the above two images.

Approach 2 : Without TA

In some cases, we will not have a TA for verification. For
example, if we do not want to use an on-line TA server,
then we are forced to do the verification of users by
ourselves. In this section, we propose a (2, k, n) VSS
scheme which has the ability to detect forged shadows
without the help of TA, where k= 3. The scheme can share
two secret images, the first secret image can be used for
verification and can be revealed from every two shadows.
The second shared information can be recovered from & or
more shadows.

Construction 2 : Let Cwand Cs be the two nxm matrices, as
defined in Construction 1. Then, a new (k, n) VSS scheme
with detecting forged shadows without TA has the

following four nx(m+2x (’21) ) black/white matrices Cj={all

the matrices obtained by permuting the columns of S}, 7,
Jj&€ {W, B}. A share matrix derived from Cww reconstructs
the white pixel of the first secret image (used for
verification) and the second secret image (the original



shared secret of ( k£, n) scheme), and the share matrix
derived from Cywp reconstruct the white pixel of the first
secret image and the black pixel of the second image, ...,
etc.

Sy, i, JE {W, B} matrices are defined as the following :

10 10 - 11 10 10 - 11
10 11 - 10 11 -
1110 -« i |Sy 1110  i|Sg
Sw= g Sw=lo ’
Dl 10 P10
|11 11 - 10 i |11 11 10|
[10 10 - 11 10 10 - 11
01 11 : 01 11 :
1101 - |8y 1101 - i|Sp
So=1: 4 Ses=l oy
P 10 P10
|11 11 - 01 i RIS ST B
Theorem 1 : The scheme from Construction 2 is a VSS

scheme which has the ability to detect the forged shadows
without TA.
Proof : The “OR”ed any two rows of Syw and Swas is a row

vector [2 X (g) -tuple with weight 2x (g) -1 1 “OR"d 2

rows of S}, and [2><( )-tuple with weight 2x (2)-1 |
“OR"ed 2 rows of Ss], respectively. The “OR”ed any two

rows of Spw and Sss is a row vector [2 x(g) -tuple with
weight 2x (’2’) | “OR"ed 2 rows of Sw], and [2x (’21) -tuple

with weight 2x n | “OR”ed 2 rows of Sg], respectively,
2

where the line “I” is same as matrices Sj. Since Sw(Sg) is
white(black) share matrix of (&, n) scheme for k=3, so Sww
and Sws are white share matrix and Ssw and Sgs are black
share matrix for every two shadows stacked. Similarly, The
“OR”ed any k(= 3) rows of Swwand Sewis [ 1...1 { “OR”ed
k rows of Sw], and The “OR”ed any k rows of Sws and Sas is
[ 1...11“OR”d k rows of Sg]. Thus, it is justa ( k, n)
scheme with the parameters m’(share size), d’(threshold

value), and «’(relative difference) as m’=m+2x (g) ,

d’ =d+2x (g) and o’=1/ m’, where m and d are parameters

of the original (k, n) scheme.

In fact, the above proposed construction is a method
using a combination of the two processes(S-extended r out
of n schemes in [2] and (k, n) scheme). Then for every
shadow of {1, 2, ..., n} is delivered to participants. The
first secret image can be seen when every two shadows are
stacked, and the second secret image is recovered from any
stacked k or more shadows of {1, 2, ..., n}.The Hamming
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weights of rows of the four matrices in one shadow are
equal, so the construction satisfies the security.

A visual (2, 3, 3) scheme in [3]is a special case of
our (2, k, n) VSS scheme when k=n=3. Actually, one can
use the above construction to design a (2, 3, 3) scheme
proposed in [3]. For example, Sww comstructed as the
following :

Swn= is same as Sww in [3].

—
- O
— -
(= ]
—_ -
[~ R
LR ee I v
O
—_— O =
_ -

4.2 A visual (1—n) secret sharing scheme

In this section, we constructa(l ->n) VSS
scheme. The notation (1 —n) means that the following
qualified sets {1}, {1, 2}, {1,2,3}, ..., {1,2,3, 4, ..., a}
can reveal different images. The scheme can share n-1
secret images, step by step. The first shadow containing an
arbitrary image can share the first secret image when
stacked with the second shadow. Then stack the third
shadow to the first secret image to get the second secret
image, add the other shadow in series (shadow 3,
shadow4, ...), we can get other shared secret images each
time when stacked with a new shadow.

Construction 3:  Let Sé:,"‘_‘) and Sg"u) be two ux2*!

white and black share matrices for (u, 1) VSS scheme, and
S(H“) (resp. Sgu_’“)) of a (1—u) VSS scheme be the

share matrix which we can reconstruct a white(resp. black)
pixel for the u-th secretimage from this matrix. Then,

(1=u+l) (1—u+l) (1—=u+l) (l—->u+l)
Sww. o Sws. . Spw. ., and Spg ofa

(1=u+1) VSS scheme are defined recurswely by
S(H”-IOI and S@“’”:m as follows.

b1
|
(1=u+l) (u+1lu+l)
Sww.,, Sw : (1 ,
| —U
P Sw
: 1.+
S:‘:;u-'rl) st |
I 3
(1>u)-
i Sb.
} 1.-1
|
i
S(l——)u-r )} - Sgu +Lu+1) :
| e(l=u)
1 Sw..
: 1.-41
S _f gt Lt b {
I ?
(l—u)
| Sh.

where the number of columns of all S (l_m)

Swp, SS™, and S5 is 21,

Theorem 2 : The scheme from Construction 3 is a (1 —n)

-V8S scheime.



Proof : For {1, 2, ..., u+l}, the “OR”ed u+1 rows of

i—u+l I=u+ly . < ”
Séwf ) and SéBm“ ) is a row vector [“OR”ed u+1 rows

of SYM*D 11,.1), and the

1—u+l 1—=u+l) . +
S‘(VW‘_. ) and Sf,,B ) is a row vector [“OR”ed u+1 rows

of SYFH 1. 1), Thus, it isjust a( u+l, u+l) VSS

scheme with the parameters m(share size), d(threshold

“OR"ed u+l rowsof

value), and o(relative difference) as
u+1

m=d= X 297 9w and a=1/(2%1). [
g=1

Example 2 : For a (1—3) VSS scheme , the eight 3x7 share
matrices are constructed as follows.

o
it
p—
(=4
—
—
-

(1—=3) _
Somw = 0101101 ,
0011100
- L1011
Swwp ={0 10110 1],
011101
011011
(1-3) _
Swew = 010t 101 ,
0011010
(1o3) Lot 1]
Swes =|0 1011 01|,
01101 1]
(%) toot 11l
2
SBWW = 01L01 10O v
0011100
Gy [LOOLLI
Spws ={0 10110 1],
0011101
- 1001111
Spaw = 0101101 ,
0011010
doy |LOOLL L
Spps =01t 01101
0011011

The other two shadows {2} and {3} are shown as
Figure 7(a) and Figure 7(b). When copied on transparencies
and stacked carefully (or scanned to the computer and
stacked with image editing package), one canrtevealt he
above two images.

In the (1—n) scheme VSS scheme, it is possible to
share n-1 secretimages one by one (by mail, faxor
Internet), by sending one random image with mail, fax or
Internet each time.

4.3 An extension of Katoh-Imai (2, n) VSS scheme
In [3], Katoh and Imai proposed a new type of (2, n)
VS8 scheme which uses the balanced code. A binary code
of length m and each codeword has the Hamming weight
{m/2] is called balanced code, where [m/2] is the integer
part of m/2. Katoh-Imai (2, n) VSS scheme uses codewords
of a balanced code with semi-distance 4 for the black share
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matrix Sp and uses anyone codeword of length m and
Hamming weight [m/2] as every row of the white share
matrix Sw.

The threshold value d and relative difference o of
Katoh-Imai (2, n) VSS scheme are d=[m/2]+p, and the
corresponding O=p/m, where 2 < p < [m/2], ie. the
Hamming weight of a black pixel is [m/2]+p and the white
pixel is [m/2]. The number of shadows n is the cardinality
of optimal balanced code with semi-distance 4, for example
n=14 when m=8.

1t is observed that the revealed image is also easily
recognized when choosing <=p < [m/2](i.e., using the
balanced code with the Hamming weight [ m/2]) accord
with the experimental results. The number of shadows is
increased significantly using 1 <p<[m/2] for the same

share size.The number of shadows can be ([m"; 2]) when
the share size is m, because the maximum number  of
codewords in a balanced code with length m is ([mn; 2]) .

Table 1 shows some share sizes of (2, n) VSS scheme for
different methods.

The revealed image in the e xtended (2, n) VSS
scheme is a litile lighter from a comparison of p=1 with
p=2. However, its major benefit is a large number of
shadows, for example for m=8, any subset of {1, 2, ..., 70}
still has the probability of 20%(=14/70) to sharea
recovered image with p=2. The revealed images of the
different (2, n) VSS schemes in Table 1 are illustrated in
Figure 5 to show thatthe extended scheme is still
acceptable. Note that the revealed image of [5] is same as
our system, i.e., p= 1, when the share size m is 8 or less.

4.4 A hierarchical VSS scheme

A hierarchical structure for Shamir’s threshold
scheme [8) is possible, where the number of shadows given
to each user is proportional to the user’s importance. For
example , apresident of a company can be given thre ¢
shadows, each vice-president two and so forth. However, in
other words, the number of shadows for a VIP user will
increase for this case.

VSS scheme has one fantastic property for
hierarchical structure, the shadows given to the specified
participant can be pre -processed by “OR™ operation as a
new shadow with the same size of the original one.

Construction 4 :  Let Cy={all the matrices obtained by
permuting the columns of Sw} and Cp={all the matrices
obtained by permuting the columns of Sg} be the two nxm
matrices, respectively, defined in conventional (k, n) VSS
scheme, and Swand Sp shown as below :

1 1
2 2
Sy Sp

SW= . ,andSB= .l
n n
Sw Sp

where S:V and Sg ,i=1,2, ..., n, are all m-tuple row

vectors.



A (k, n-l+1) VSS scheme with one VIP user can be done by
“OR™ any I rows ( Sy}, Sy, ..., §yy) of Swand any ! rows
(Sh, 82, .. 84 of Sawith 2 <I< k, where iy, is,

ig are of {1, 2, ..., n} and the value of / is according the
importance of the user. Then, the two (n-/+1)xm white and
black share matrices for (k, n-I4+1) VSS scheme becomes as
follows.

i iy iy
Sw 87t Sy

.., and

i
Sp'/“
Sw = . ;and

iﬂ
Sw
Sp+ SR+ +s)

il+1
Sp

Sg = , where “+” Is the “OR”.
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The first shadow, as observed from the above
construction, is weighting with a factor *“ [”. The first
shadow only needs other k-I shadows to recover the secret
image, and still has the same size of shadow.

From the descriptions of hierarchical VSS schemes,
one can point out a possible scenario that if / sharers stack
their shares and publish the reveal image, then only other
k-l shadows are needed to recover the secret image. This
will damage the security of the (k, n) VSS scheme. How to
overcome the lack of security for this situation is also an
interesting and open problem.

5. Conclusion

In this paper, we have presented some new types of
VSS scheme and the corresponding constructions, such as
VSS scheme with detecting fake shadows and (1—n) VSS
scheme for different applications. We also give an
extension for Katoh-Imai (2, n) VSS scheme which has the
large number of shadows for the same share size.
Furthermore, we point out that VSS scheme is most
suitable for hierarchical structure due to the shadows are
stacked directly(i.e., the “OR” operation).

In (1], it is stated that “transparencies are stacked
together(or analyzed by any other method)”. Here, using an
image editing package instead of transparencies is a good
idea, and t hus we will have good performance and make
VS8S scheme as a practical application to be possible. The
“any other method” means that VSS may be applied to
many fields, such as eye shield screen on monitor (or on the
screen of mobile phone handsets), ..., etc. to enhance the
security of computer (or wireless mobile network).
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(a) User ID image (b) User’s key image (¢) The recovered user’s pass word

Figure 1 : VSS scheme used in WWW with the help of image editing package
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m=24.

(a) The TA use this identification image {1, 2}={1, 3} (b) The shared secret image {2, 3}={2, 4}={2,5}
={1, 4}={1, 5} for verification ={3, 4}={3,5}={4, 5}

Figure 3 : A (2,4) V8S scheme with TA of the ability to detect forged shadows

(a) Any arbitrary imgge {1} (b) The shared secret {1, 2}(first (c) The shared secret{1, 2, 3
(the first shadow) shadow stacked with second shadow) (when three shadows are stacked)

C-267



Figure 4 : A concr ete example of (1 —n) VSS scheme for n=3

(a) Naro-shamir (2, 8) scheme (b) Katoh -Imai (2, 14) scheme (c) Extended (2, 70) scheme

Figure 5: The reve aled images of the different (2, n) VSS schemes (m=3 for this case)
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Figure 6 : a (2, 4) VSS scheme with TA of the ability to detect forged shadows where (a) is hold in TA for
verification

(a) Shadow 2 of (1—3) VSS scheme (b) Shadow 3 of (1 —3) VSS scheme
Figure 7 : A (1 —3) VSS scheme of Example 2

Table 1 The number of shadows n for the share size m=2, ..., 10
Construction m=2 3 4 5 6 7 8 9 10
method

Naro-Shamir [1]" 2 3 4 5 6 7 3 {10
Katoh-Imai [3]" * * 2 2 4 7 14 18 | 36
Ateniese [5]" 2 * 4 * 8 * 16 * 32
An extension of [3]" 2 3 6 10 20 35 70 126 | 252

* can not be implemented

#1 : m=n.

#2 : using a balanced code with semi -distance 4.
#3: m=2 l-log n_l.

m
#4 = [m/2] .
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