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Abstract

In many daily election activities, it is quite of-
ten that we have to perform a re-voling process
shortly after the previous one to maeke a decision
on an additional subject, such as to resolve ties or
to vote on a subject further than the previous one.
With a typical election scheme, we usually have to
repeat the entire election process again to finish
the re-voting activity. This paper presents a new
anonymous election scheme to simplify the pos-
stble re-voting process such that every voter can
participate in the re-voting activity without a re-
dundant re-registration action and the unlinkabil-
ity between the two voting activities is preserved.

Keywords: Electronic voting, Blind signatures,
Security and privacy, Quadratic Residues, Cryp-
tography

1 Introduction

Electronic elections make it possible for voters
to submit the tally center their digitalized votes
through communication networks. Comparing
with the traditional election systems, the tech-
nique of electronic voting not only makes the vot-
ers in remote sites be able to participate in elec-
tions through communication networks but short-
ens the time required for the election activities
{1,2,7, 8,14, 15, 16, 17, 26, 27, 28, 31].
Typically, an electronic election scheme consists
of two types of participants, a tally center and a
group of voters. Basically, an electronic election
protocol has three stages, i.e., initialization, reg-
istration, and voting. At the initialization stage,
the tally center publishes some necessary infor-
mation of the election, such as the subject of the
election and the list of candidates. At the reg-
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istration stage, voters are identified by the tally
center through some secure identification mech-
anisms [19, 29], and then every identified voter
obtains a vote with his intention of the election
from the center by performing secure blind sig-
nature protocols [3, 5, 11] between the voter and
the center. At the voting stage, voters submit
their votes to the center through secure anony-
mous channels [4, 6], and after receiving the votes,
the center verifies and publishes them and com-
putes the result of the election.

In many daily election activities, it is quite of-
ten to perform a re-voting activity shortly after
the previous one. For examples,

(1). A re-voting activity is performed to make
a decision on a subject further than that of
the previous one such as we hold a voting
to decide what to do on Sunday, and if the
decision is excursion, then we perform a re-
voting process to decide where to visit.

(2). A re-voting is performed to resolve the prob-
lem of ties which occurs in the previous vot-
ing, such as several candidate professors may
receive the same highest votes when electing
the chairman of a department, or several can-
didate players may tie for the last available
position of a national basketball tearn elected
by a group of coaches.

The re-voting activity has two features,

(1). The voters’ intentions of the re-voting par-
tially or totally depend on the result of the
previous one.

(2). Both the voting and the re-voting activities
are performed in the same group of voters.

C-269



With typical electronic election schemes pro-
posed in the literatures {1, 2, 7, 8, 14, 15, 16, 17,
26, 27, 28, 31], it is necessary to repeat the en-
tire election process again to finish the re-voting
activity.

The simplification of re-voting was first dis-
cussed in [12]. In [12], we have presented an
intention attachable ticket scheme for electronic
elections to avoid the redundant re-registration
action of the re-voting process. In the scheme of
[12], every identified voter can obtain an inten-
tion attachable ticket (IA-ticket) from the center
at the registration stage of the election. The I4-
ticket consists of two parts, the main part and the
spare part, where the former contains the voter’s
intention of the election and the latter contains
all possible intentions of the voter for the possi-
ble re-voting. The main part along with the for-
mat of the I4-ticket is submitted to the center
by the voter at the voting stage of the election,
and then the center verifies and publishes them
at the stage. If a re-voting stage is required, the
voter just needs to attach his new intention to
the spare part of his published IA-ticket by sub-
mitting appropriate information to the center at
the re-voting stage without a re-registration ac-
tion. Although the intention attachability prop-
erty makes it possible to perform a re-voting pro-
cess without an extra round of registration actions
between every voter and the center, people can
derive the link of the two intentions embedded in
the main part and the spare part, respectively, of
the same IA4-ticket when both of them are pub-
lished. It affects the unlinkability property which
anonymous elections should possess. Hence, only
the intention attachability property is not enough
to resolve the problem. Ideally, it is necessary to
solicit an efficient method to unlinkably divide an
IA-ticket into a main vote and a spare vote to
preserve the unlinkability property in anonymous
elections.

Continuing our previous research [12], we make
a deeply research on the unlinkable division of
an IA-ticket. We propose a new election scheme
to achieve not only the intention attachability
but the unlinkable division properties which are
strongly required to resolve the problem of re-
voting in anonymous elections. In the proposed
election scheme, every identified voter obtains
an unlinkably dividable and intention attachable
ticket (UDIA-ticket) in the registration stage of
an election. A UDIA-ticket contains a main vote
and a spare vote. A main vote can be used as
an ordinary vote in a typical electronic election.
The main vote contains a voter’s intention of the
election and it is submitted to the tally center in

the voting stage. If a re-voting stage is needed,
every voter derives the spare vote from his UDJA-
ticket and sends it to the center in the re-voting
stage. Owing to the intention attachability and
the unlinkable division properties, respectively,
every voter can attach his new intention to his
spare vote without a redundant re-registration ac-
tion, and anyone else cannot link the spare vote
to its main vote even when both of them are pub-
lished, respectively.

The rest of the paper is organized as follows.
We review several fundamental techniques related
to the research in section 2. In section 3, an
anonymous election scheme with unlinkable spare
votes for re-voting is presented, and the security
of the scheme is examined in section 4. Finally,
we make a conclusion of this paper in section 5.

2 Preliminary

In this section we briefly describe several con-
cepts related to anonymous electronic elections.
Three underlying techniques are usually adopted
to build a typical anonymous election protocol,
that is, secure identification schemes [19, 29],
blind signatures 3, 5, 11, 13, 21, 22}, and anony-
mous channels [4, 6]. First, an identification
scheme is always used to identify voters in an
electronic election system through computer and
communication networks [19, 29]. In addition,
due to the unforgeability and the unlinkability
properties, blind signatures are the key tech-
niques to digitalize votes and to cut off the link
between every published vote and the instance
of the registration protocol producing that vote
(3, 5, 11, 13, 21, 22]. Finally, anonymous chan-
nels or untraceable electronic mails are usually
adopted to protect the voters’ identities when
sending their votes to the tally center in many
election schemes proposed in the literatures [4, 6).

2.1 A Typical Anonymous Election Scheme

In the subsection we present a typical anony-
mous election protocol based on Chaum's blind
signature scheme [5]. The protocol consists of
three stages, initialization, registration, and vot-
ing, whose details are described as follows.

(1) Initialization. Initially, the tally center ran-
domly selects two distinct large primes p;
and p2, and then computes n = p;p, and
#(n) = (p1 — 1)(p2 — 1). The center chooses
two large integers e and d at random such
that ed = 1 (mod #(n)). Thus, it pub-
lishes (e,n) and the necessary information
of this election, such as the subject of the
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election and the list of candidates. In addi-
tion, let H be a public one-way hash function
(20, 23, 30].

(2) Registration. In the registration stage, the
center identifies voters through identification
protocols [19, 29]. Every identified voter
chooses a message m which contains his own
intention of the election, and randomly se-
lects an integer r in Z} which is the set of
all positive integers less than and relatively
prime to n. The voter submits o = (r¢H(m)
mod n) to the center. After receiving a, the
center sends ¢t = (a? mod n) to the voter.
After receiving ¢, the voter performs the un-
blinding process to obtain s = (r~'t mod n).
The tuple (m, s) is a valid vote of the voter.

(3) Voting. In the voting stage, the voter sub-
mits his vote (m, s) to the center through an
anonymous channel [4, 6].! The center veri-
fies the vote by checking if

s = H(m) (mod n)

and then it publishes (m, s). In addition, the
center publishes all of the other valid votes
received from the voters, and computes the
result of the election.

Owing to the unlinkability property of Chaum’s
blind signature scheme [5] and the anonymity of
sender untraceable channels {4, 6], given a vote
(m, s), it is computationally infeasible for the cen-
ter to derive the identity of its owner in the elec-
tion protocol.

2.2 A Straight-Forward Solution for Re-
Voting

In the followings, we show a straight-forward
method, repeating the entire election process
again, to finish the re-voting activity. The pro-
tocol is described below.

(1) Initialization. The tally center publishes
the necessary information of an election, such
as the subject of the election, the list of can-
didates, and the public keys of the center.

(2) Registration. Voters are identified by the
tally center, and then every identified voter
obtains a vote with his intention of the elec-
tion from the center.

1t is assumed that every registered voter submits his
vote to the center in the voting stage.

(3) Voting. Voters submit their votes to the
center. After receiving all of the votes, the
center computes and publishes the result of
the election.

(4) Re-Registration. If a re-voting activity is
required, the tally center identifies the voters
again, and then every identified voter obtains
a vote with his intention for the re-voting
from the center.

(5) Re-Voting. Voters submit their votes ob-
tained at stage (4) to the center. After re-
ceiving all of the votes, the center computes
and publishes the result of the re-voting.

2.3 A Partial Solution for Re-Voting With-
out Re-Registration

In [12], we have proposed an election protocol
with only one round of registration action for a
voting and a re-voting processes. Instead of em-
bedding a voter’s intention into his vote during
the registration stage of a typical election proto-
col, we design an intention attachable ticket (I A-
ticket) such that every voter can attach his in-
tention to his vote after the registration stage of
the election protocol. The intention attachability
property is one of the key techniques to perform
a voting and a re-voting processes with only one
registration stage in the election protocol. We re-
view the proposed scheme of [12] as follows.

(1) Initialization. The tally center selects two
distinct large primes p; and p; at random.
It computes n = pip2 and ¢(n) = (p1 —
1)(p2 — 1). The center randomly chooses two
large integers e and d such that ed = 1 (mod
@(n)). Then, it publishes (e,n) and the nec-
essary information of this election, such as
the subject of the election and the list of can-
didates. Let all of the possible candidates or
intentions of voters be numbered from 1 to
k where k is a published small positive in-
teger, say k = 100. In addition, F', G, and
H are three public one-way hash functions
[10, 23, 30]. Let Fi(w) = F(F* l(w)) and
Gi(y) = G(G"Y(y)) for every input w and
y where 4 is a positive integer, F°(w) = w,
and G%(y) = y. We define w; = F*~i(w) and
y; = G*~i(y) for every input w and y where
1€{1,2,...,k}.

(2) Registration. In the registration stage, the
center identifies voters through an identifica-
tion protocol. Every identified voter chooses
a message m, containing his intention of the
election. Then the voter randomly chooses



three integers r, w, and y, and computes both
§ = (F*(w)||G"(y)) and a = (r*H(m||5)
mod n) where || is the string concatenation
operator. The voter submits a to the center.
After receiving a, the center derives ¢t = (a
mod n) and sends ¢ to the voter. After re-
ceiving t, the voter computes s = (r~1¢ mod
n). The 4-tuple (my, s,w,y) is an IA-ticket
of the voter.

(3) Voting. In the voting stage, the voter
submits his vote (mi,s,d) to the center
through an anonymous channel, where § =
(F*(w)||G*(y)). The center verifies the vote
by checking if

s® = H(m1||6) (mod n)
and then publishes (m,,s,§). In addition,
the center publishes all of the other valid
votes, and computes the result of the elec-
tion.

(4) Re-Voting. If a re-voting stage is required,
every voter just needs to perform another
round of voting without an extra round of
registration actions. First, the voter deter-
mines his intention me € {1,2, ..., k} for the
re-voting stage. Then the voter computes
Wiy = F*=2 (w) and gp—m, = G™ (y), and
sends his vote (M2, S, Wiy, Ye—m, ) tO the cen-
ter through an anonymous channel. After re-
ceiving (ms, 8, Wm,,Yr—-m, ), the center veri-
fies the vote by checking if

5% = H(my || F™ (W)l GF ™™ (Y- ms )

(mod n). Finally, the center publishes all of
the valid votes it receives in the stage, and
computes the result of the re-voting stage.

The advantages and disadvantages of the elec-
tion protocol are summarized below.

Advantage: The election protocol can perform
a re-voting process without a re-registration
stage.

Disadvantage: If the re-voting stage (stage 4)
of the protocol is required, everyone can link
a voter’s intention m, in the voting stage to
the voter’s intention m. in the re-voting stage
after both of them are published. The un-
linkability property is not preserved in the
election protocol.

3 A Privacy Enhanced Solution for
Re-Voting Without Re-Registration

In this section we introduce an election scheme
with unlinkable spare votes for re-voting. The
proposed scheme not only finish the re-voting pro-
cess without re-registration but anyone else can-
not link the two intentions of a voter in the two
rounds of voting together.

3.1 The Proposed Election Scheme

The proposed election protocol for simplifying the
re-voting process consists of four stages shown as
follows.

(1) Initialization. The tally center publishes
the necessary information of an election, such
as the subject of the election, the list of can-
didates, and the public keys of the center.

(2) Registration. Voters are identified by the
tally center, and then every identified voter
obtains an unlinkably dividable and inten-
tion attachable ticket (UDIA-ticket) from
the center. The U DI A-ticket can be unlink-
ably divided into a main vote and a spare
vote where the main vote contains the voter’s
intention of the voting stage and the spare
vote is intention attachable for the re-voting
stage.

(3) Voting. Every voter derives the main vote
from his UDI A-ticket, and submits the vote
to the tally center through an anonymous
channel. After receiving all of the main votes
submitted by the voters, the tally center ver-
ifies and publishes them along with the result
of the election.

(4) Re-Voting. If a re-voting stage is required,
every voter computes the spare vote from
his U DI A-ticket, and then puts his intention
into the vote and submits it to the tally cen-
ter through anonymous channels. After re-
ceiving all of the spare votes, the tally center
verifies and publishes them along with the
result of the re-voting stage.

The details of every stage of the proposed elec-
tion protocol are described in the following sub-
sections, respectively.

3.1.1 Initialization Initially, the tally center
randomly selects two distinct large primes p; and
p2 where py = p» = 3 (mod 4). The center com-
putes n = p1p2 and ¢(n) = (pr — 1)(pz — 1). The
center randomly chooses two large integers e and
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d such that ed = 1 (mod ¢(n)). Then, it publishes
(e,n) and the necessary information of this elec-
tion, such as the subject of the election and the
list of candidates. Let k be the possibly maximal
amount, of candidates or intentions of voters, say
k = 100, and these candidates or intentions are
numbered from 1 to k. In addition, F, G, and H
are three public one-way hash functions.

3.1.2 Registration In the registration stage,
the center identifies voters through identification
protocols. Every identified voter chooses a mes-
sage my which contains his own intention of the
election. Then the voter randomly chooses four
integers u, v, w, and y in Z7,, and computes both
§ = (FE(w)||G*(y)) and a = (§H (ma)(u? +v?)
mod n). The voter submits o to the center.

After receiving a, the center randomly selects
such that (a(z® +1) mod n) is a quadratic residue
in Z¥ [24, 30], and then sends the integer = to the
voter.

After receiving z, the voter randomly chooses
an integer b in Z, and then submits 8 = (b*¢(u —
vz) mod n) to the center.

After receiving f, the center derives an integer
t in Z7 such that

t* = (a(z® + 1)87%)? (mod n)

since the center knows d, p;, and p» [24, 30].
Hence, the integer ¢ is one of the 4th roots of
((a(z* +1)37%)? mod n) in Z*. The center sends
t to the voter.

After receiving ¢, the voter computes

¢ = (uz +v)(u — vz)~! mod n
s = bt mod n.

The 5-tuple (¢, m1, s,w,y) is a UDIA-ticket of
the voter.

3.1.3 Voting In the voting stage, the voter
computes s; = (6 's® mod n), and then sub-
mits the main vote (cy,m1, s1) derived from his
UDIA-ticket (¢, m1, s,w,y) to the center through
an anonymous channel. The center verifies the
vote by checking if

st = H(my)(c¢ + 1) (mod n)

and then the center publishes (¢;,m1, $1). In ad-
dition, the center publishes all of the other valid
main votes and the result of the election.

3.1.4 Re-Voting If a re-voting stage is re-
quired, the center publishes # = (s7¢ mod n)
for every main vote (¢1,m1, s1) published in the

voting stage. The voter determines his inten-
tion me € {1,2,...,k} for the re-voting stage.
The voter computes Wy, = F¥"™2(w), Yp—m, =
G™(y), and s = (s# mod n). He sends
his spare vote (M2, S2, Wy, Ye—m.) t0 the center
through an anonymous channel. After receiving
(m2, S2, Wiy, Ye—ms ), the center verifies the vote
by checking if

s5 = (F™ (Wm, )I|G* ™ (Y—m,)) (mod n).

Finally, the center publishes all of the valid spare
votes it receives, and then computes and publishes
the result of the re-voting stage.

3.2 Summary

‘We briefly summarize the features of the proposed
election protocol in the followings.

Advantage 1: The proposed election protocol of
section 3 can perform a re-voting process
without an extra round of registration ac-
tions between every voter and the tally cen-
ter.

Advantage 2: It is computationally infeasible
for anyone else to derive the link between the
main vote and the spare vote derived by a
voter from his U DI A-ticket even when both
of them are published in the proposed elec-
tion protocol. This feature will be discussed
in section 4.3.

4 Discussions

In this section we examine the correctness, secu-
rity, and privacy of the election protocol proposed
in section 3.

4.1 Protocol Correctuess

First, we examine the correctness of the proposed
election protocol of section 3 in the followings.

Theorem 1 If (¢;,m1,s1) is ¢ voter’s main vote
derived from his UDIA-ticket produced by the
election protocol of section 3, then

s} = H(my)(ci +1) (mod n).

Proof. By the Chinese remainder theorem {30],
every integer g in Z} can be represented by <
g1,92 > where g1 = (g mod p1) and g> = (9 mod
p2). For convenience, < ¢i,¢2 > is denoted by
< g > sometimes. For every < ¢ > = < g1,92 >
and < h > = < hy,hy > in Z%, < gh mod n >
= < gihy mod p;,gahy mod p; >, and < gt
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mod n > = < ¢7! mod p1,9;! mod p» >. In
addition, for every < gi,g> > and < hy,hs > in
Zn, < 1,92 > = < hi,hy >ifand only if g; = by
(mod p;) and gs = ks (mod ps). If g is a quadratic
residue in Z7,, then there are totally four different
square roots of g in Z% [30].

Since (a(z” + 1) mod n) is a quadratic residue
in Z7,, we have that (a(z® +1)8=2)¢
= (0*H(ma)(v? +v?)(2? + 1)b%¢ (u — vz)~2)¢
= b~ (0 H(ma) (u? + v?) (2% + 1)(u — vz)~2)¢
= b4 H(ma) ((uz+v)? +(u—vz)?) (u—vz)~2)4
= 0746 H (m1)((uz +v)2(u — vz) "2 + 1))¢
=b~4(§*H(m1)(c? + 1))? (mod n)
is a quadratic residue in Z%. As both (b™* mod
n) and (§* mod n) are quadratic residues in 2,
the integer (H(mq)(ci + 1) mod n) is also a
quadratic residue in Z}. If < 21,22 > is one
of the 4th roots of the integer (H(m:)(c? + 1)
mod n) in Z%, then the four 4th roots of the in-
teger in Zy are < =zy,%ze >. Thus, the four
4th roots of (b=*0%4(H(m)(c} + 1))¢ mod n)
in Zy, are < +b7'6¢z¢, £b;16228 >, As t4 =
b=*6*(H(my)(c? + 1))? (mod n), ¢ belongs to
{< £b7'6¢2¢, £b7 6424 >}. Since s; = (51s®
mod n) = (6716°° mod n), s; is an element
in {< ££6;'05b7 %120, 265 1055 %azy >} = {<
+21,%+25 >}. It follows that s; is a 4th root of
the integer (H(m1)(ci + 1) mod n) in Z*. Hence,
st = H(m1)(c¢} + 1) (mod n). ]

In addition, if (ms2, s2, Wiy, Ye—m,) is a voter’s
spare vote derived from his UDIA-ticket pro-
duced by the election protocol of section 3, then
we have that s§ = (s0)° = s°6° = ds;s7' = 6 =
(FEIG* ) = (F™ (wma )|G* ™ (Y—ms))
(mod n).

4.2 Tally Correctness

The proposed election protocol is based on
Chaum'’s blind signature scheme [5] and Fan-Lei’s
blind signature protocol [11]. The difficulty of
forging a main vote (¢;,m1,s1) such that s¢ =
H(my)(ci +1) (mod n) depends on the security
of Fan-Lei’s blind signature scheme. Since ev-
ery registered voter has to submit his vote to the
tally center, the center cannot publish a vote other
than these main votes of the voters in the voting
stage without being detected by them. Hence,
the tally correctness of the voting stage in the
proposed protocol is guaranteed if Fan-Lei’s blind
signatures are unforgeable.

The difficulty of forging a triple (ss,w,y)
such that s5 = (F*w)||G*(y)) (mod n) in
the proposed election protocol relies on the
security of Chaum’s blind signature scheme.
In our protocol, if (ms2,s2, Wy, Yr—m,) is the

spare vote of a voter published in the re-
voting stage, it is infeasible for anyone else
to compute (m'z,sz,wmé,yk_mg) with my #
my such that (F™(wm,)||G*~™2 (ypom,)) =
(lez(wmé)I[G’“”m'2 (Yr—my)) (mod m) because F
and G are one-way. Hence, if the center re-
ceives two spare votes (ma, Sz, Wy, , Ye—m,) and
(m'2,32,wm'2,yk_m:2) with mo # mj, these two
spare votes are considered to be invalid by the
center since they are submitted by the same voter.
In addition, every registered voter must submit
his spare vote to the tally center in the re-voting
stage. Therefore, the tally correctness at the re-
voting stage of the proposed election protocol is
also ensured if Chaum’s blind signatures are un-
forgeable.

4.3 Privacy Protection

For every instance, numbered i, of the registra-
tion protocol in the proposed election scheme of
section 3; the tally center can record the parame-
ters (a;, 3;) received from the voter communicat-
ing with it during the instance i of the registration
protocol. The triple (a;, (3, z;) is usually referred
to as the view of the tally center to the instance
i of the registration protocol. Thus, we have the
following theorem.

Theorem 2 Given the main vote (¢1 ,,m1,,51,)
of a wvoter named A and the spare wvote
(mag, 525, Wy Yhmmay ) of another voter named
B, the tally center can derive b, u, and v for every
recorded (o, s, ;) such that

1, = (uz; + v)(u — vz;)~t (mod n)

a; = (F™28 (W, )||GF~m2s (yk—sz))4
H(my,)(u? +v*) (mod n)

B; = b**(u — vz;) (mod n).

Proof. If ¢, = (uz;+v)(u—vz;)™! (mod n), we

have that u = v(e1,2; + 1)(c1, — ;)™ (mod n).

For every quadratic residue r in Zr, we de-

fine that (r? mod n) is a square root of r in

Z;, where (r¥ mod n) has four different val-

ues in Zj because n is the product of two

distinct primes {24, 30]. From section 4.1,

si, = H(mi,)(c}, +1) (mod n) and s§, =

(F™28 (Wi, )|G*~™25 (Yt , ) (mod n). If a;

= (F728 (winy  |GF 728 (Yo, ) H (o, )(u?

+v?) (mod n), then we have that a;

= (SjBH(mlA)(u22 + %) . L

= 5§H(mla)(g (er @i +1)%(er,, — zi) "+ vY)

= 54BH(m1A)v;((§1.493i +t1)%er, —2) ™+ 1)

= 531{ (ZzlA)v“(CiA 1+ Dl )™

= 0gv?sy, (27 + 1)(er, — 7;)72 (mod n), v? =
— 7

SgtsT (e} + 1) e, — 2:)? = 65tsT au(a? +
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1)(:1:3 + 1)7%(e;, — 7:)? (mod n), and v =
551, (@i} +1))% (27 + 1)} (1, — i) (mod n).
The integer (a;(z7 + 1) mod n) a quadratic
residues in Z7, so that ((ozz (z2+1))% mod n) exist
in Z% and v also has four different values in Z7.
Thus, if 8; = b**(u — vx;) (mod n), we have that
Bi = (6551 (ol + 1)) (2 + 1) Her, i +
1) =651 (u(a? +1)) 3 (23 +1) 7 (ery —mi)wi) =
b2653231f(a1(z? +1))5 (2} + 1) ((er,mi + 1) —
(1, — Ti)Ti) = b266'231“f(az(m + 1))1(:0%2 +
)~ Ha? + 1) = 605781 (az(w +1))T (mod
n), b% = Bi6%s? (ci(z? +1))"% (mod n), and
b% = (Bi0%s3, (0i(z? + 1))~ %)¢ (mod n).
Since there must exist exactly one value among
the four different values of ((a;(z? + 1))"% mod
n) such that ((B:6%s?, (as(2? +1))7%)? mod n) is
a quadratic residue in Z7 [30], we can also derive
four different values of b in Z, from the congru-
ence b® = (8057, (ou(z} + 1))"")d (mod n). O
Hence, given A’s main vote (c1,,mM14,51,)
and B’s spare vote (m2y, 825, Wmay, » Yk—may, ), the
tally center can always derive the three bhndmg
factors b, u, and v for every recorded (as, 3i, %;).
Tt turns out that all of the main votes or the spare
votes are indistinguishable from the center’s point
of view. Therefore, it is computationally infeasi-
ble for the center to derive the link between an in-
stance i of the registration protocol and the main
vote or the spare vote produced by that protocol.
Besides, the integer # = (s7% mod n) is computed
and published by the tally center for every main
vote (c1,m1,81), 80 that it is computationally in-
feasible for the center to derive the link between a
given main vote and its corresponding spare vote
after both of them are published. Since the un-
linkability is preserved and every voter submits
his vote on an anonymous channel [4, 6], the pri-
vacy of voters is protected in the proposed election
scheme.

tafrs

tu

5 Conclusions

With the proposed election protocol, we can sim-
plify the possible re-voting process by eliminating
the redundant re-registration action between ev-
ery voter and the tally center. Furthermore, we
have presented a method to unlinkably divide a
ticket into two votes to successfully preserve the
unlinkability property in the proposed scheme.
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