PERA@NTUFZEFERESARYLE

Proceedings of National Computer Symposium 1995

HEALWWWRAZ LA ERES A%
A SECURE ACCESS CONTROL STRATEGY FOR COMMERCIAL WWW
APPLICATIONS

BR 2% 8]
Yi-Ming Chen

TRA"
Li-Ming Tseng

RiPRXETRELLZN
Department of Information Management, National Central University
Chung-Li, Taiwan 32054, R.0.C

THEivRABAARIAEL RN
Department of Information Engineering, National Central University
Chung-Li, Taiwan 32054, R.O.C

HE

WWW(World Wide Web)ASBFERELZRE
#}EIRE H fEInternet FHEE R EA FimA®E - FrLL
EEBANEEREER) - BEEEBWVWWES
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IS 235 A ERREES R FEEES] (Discre-
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Abstract

This paper addresses the access control
problem of WWW(World Wide Web) service.
Currently, most WWW services adopt the
discretionary access control strategy which lacks a
formal model to ensure that every access of objects
obeys the access authorization policy. As a result,
the access control is hard coded in the
implementation of application software and is hard
to maintain and verify the correctness of codes. In
this paper, we propose a new access control
strategy based on the role classification concept to
overcome this disadvantage. This new strategy
divides users into an uncycled role graph and
describes the documents within the WWW server
by an object-oriented modei. As being able to
formally describe the authorization policy between
roles and documents, our strategy has the
following advantages: (1)the change of users'
access rights won't affect the access policies, only
the associations among users and roles needed to be
modified. This advantage will save many
management overheads on the maintenance of
authorization policies. (2)the system can
automatically perform the consistency check of
authorization policies. This capability will reduce
the security flaw due to the mistake of
authorization policies.

key words: access control, authorization policy,
object-oriented, role-classification
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BEE -

# IR{=DR; U IRy * HI USER(IR;)= USER(DR;)
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where IR; € {Components of IR;}
bl LB T CLHERAS » A A
HFEHERE - ’

[Z&A]: WILHEEL/BRLMFR ( In-dependent
and Generalized/Specialized Re-lationship )

# CI(R)=CI(R;) BX USER(R;) N USER(R;)=
o - HiFE R; Ry EARRIL - A CIR, )>C1(R)ﬂ
USER(R}) N (USER(R) 2 HIEEATR; E’ﬁ
BAT R Ej"‘ﬁﬂ:E’J%fJ} TRENRRY R; B’Jﬁﬁ
%—EmEﬁAR » USER(R;)> USER(R;) * {Ei Rz
N ATA ?kﬂ"ﬁﬁR BR H’J%Emftﬁ@(generallzed
role) » Ry BR; B’]&?ﬂ&ﬂ:ﬁ@(spemahzed role) -

4.0t 6 B K B WWW X 4

R AT WWW AT B S B A RERY
ZE O STHELREMUER L BEUTH
A EEENEIEHERYRG - REYE
G 18 X B A # A& % (inheritance) % & B
(31[9][10] » FRLAFRAFIHE WWW {alflz 28 REY 4R
YR EEE - FEXGTESEMARER
B HESBWOT *

(E&F; ] X ( Document,D )

G E TYIUIEREESR © D=(DID,
p.D,c.D, ARS} H o1 DID R HRIFAEE - p.D
A% D B B X (Parent document) » ¢.DfFE
B BT B 37 {#(Child document) - ARS (Access
Role Set) [t R A XN BB GHACES
(Role set) « F—3 {4 ARS ERETHER[F] » STHFFI
ARS B9 B B 78 £ % # I 2K (Authorization
policy) °

BTEHARFENEERESRAKNELTEE
B EEBCENE TR A8 T =EHAR

[(FHEl—): ERERNMEAEBA ( Inheritance

Rule )
& D RXMHEFI
ARAETHEMT
ZR; € ARS(D;), Al R; € ARS(c.D) » FRIFFFTE
—R;, CIRY<CI(R) H R;eARS(c.D;)
LAJ:iﬁEUZ%%ﬁ BRIETE D; I T
i EEARCHI A BT REF L (%QDTR%&‘J
IRk 8T RN ARAERE) - FRREFN
D; HEtAEFIL c.D; -

ARS(D))% D; #J ARS - [t

[RAI =) - RN —FEMRR ( Consistency
Rule )

Z# CI(R) < CI(R) H R; & ARS(D;) R R; #
ARS(D))

ltt%EEU{%nIEE% BHETHAFELEE
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dundency) °
- ML ERERAEREEL BT LA
B—E WWW RS RUL IS 5 R
REAR M A &3 A (R AR 28 R IR B A B S SR
EECRNE SR E SR 2FREsEE - TH
—EEIRER T IUEHIRERE -

AR RIEHRE B &

RBETERENER KM AGRSE
ﬁ%%%wwwﬁﬁﬁmﬁ€§EWT (2R

: (1)EEEARSESE
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W ERRETEREEKR  EET &
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EREMARLSSHIE U; - FIEfHEN
A R; AR BIERI 4 Dy ?%ﬁé?ﬁ:fﬁﬁ“ﬂi
FH%EETLJ\%@’%E:?E mrAat (KBRAGE
BERE) B BlE—SRBZERERE
EHEEBEE T ? SEIRTIER - THIF
TEBEZWE— S REE ST B TR E A
EBIE N EE - BENFIEEHIEME R LIE YR
HEERERA -
DL EEEERIRIEAERY Step3 F Stepd - 7£
Step3 + EfAf P; B1E ARS(DYH - BIEERRK
37 BEFEHE R HIETIE ARS(DF » HE

By WWW S

SRR PEIIZIERR - RS IEF R; 1 ARS(D)HHY

ZITFE(BIM R HBIRTES (1) RZRE
BEAE (2) R;.R; EAEBIL - &(3) R;
ERBREHCAL- EBNAEET - BlEE
SR BAIFR R BTE ARS(Dqu {EEAR
HFEEA ARS(Dk)Zgﬁé  ETLIRR (B
EEEE TR AFEAIRE - BHES AR
BRATAEREER) -
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Stepl:

Set Reject=TRUE

Step2: Check if Uj € USER (Ry ) ? If the answer is NO, then
goto Step 5, else

Step3: Check if Ry € ARS(Dy)? If the answer is YES, then
call Accept(R;,Dy) and goto Step 5, else

Step4. 1f there exists R; € ARS(Dy) and Ry is the
generalized role of Ri, then for each 4, call
Accept(Rj, Dy), N

Step3: If the Reject=TRUE, then reject the brwosing

request, else display c¢.Dy, except the components

indicated in the Refuse-Component array.

{ Procedure Accept (R;,Dy)

for each D4
where Rj is

c.D;, check if there exists Ry,
the specialized role of Rj

, and

Rse ARS(c.Dy)? If the answer is yes, then put

D=

to the Refuse-component array.

sét Reject=FALSE and return the Refuse-

component array
}

BY  Z2ELUESIEEE

ZEELEREEA Internet EFARFNEE
Z& - Internet LAY WwW EEBAFHENE
B SF%%2 E0Ihgerng - EIEHER
% O —TE - M WWW DT E SR FEES]
KR EROFIUEHI#E - TS5 HBEBRNR
EM—EMERE  MEFEAZEMASGELRE S
ERAREEEBANVERE - REE—ELUA
EEEERNFIUESI AL HFETERE
EEIRRFIES AR EY - BEBERES
RAEAE  ERACKREFEHEFEIVENE
% METEAOERAEMASELFEHBERES
ERERGERNEREER  TEEEESR
H ' BEACEBERMATUERSHELIZER
ROEERGSEHE  EEHEMAEEEL WWW
TEREMRFEHINEE - HATRMRTIEERITL—
SRR RBALE SR THEHEEREESN
W+ HEIFI SHTTPHI & /R R BETRERS S UL
BEETEN WWW Z2H#H -
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